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FOMRIREIEA NAS, BRI AFHEERRBREE PUOMEF#IRE | > RGN AMERE >
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| Storage & Snapshots -4 X
| %! Storage & Snapshots @ External RAID Device v ] ((#2 SSD Over-Provisioning ~ ] [a vJBOD/VJBOD Cloud ~ ) | & (D {&
\

Total - Devices: 1, Partition: 1 g o
Overview A ‘

Name/Alias Status Type Capacity Utiliz| . I
Storage Storage Information

— |
V' (= Device 1 StoreJet Transcend UsSB 3.0 894.25 GB
Snapshot : Format
2 I — drive & Ready EXT4

889.17 GBI
Eject

& storage

Disks/VJBOD
Storage/Snapshots
Cache Acceleration
1 External Storage
(i8] Snapshot Backup
Snapshot Replica
Snapshot Vault

<- iSCSI & Fibre Channel

&, To access devices that use the exFAT file system, you must purchase an exFAT driver license in License Center. Click to purchase now.

XHREMHA "EXT4y o HREBMAHA Xiscue”, MBXLRELHCOHE , BEE
[#&=1E]

Format Partition

Partition: test (EXT4,889.17 GB ) v

File system: @ EXT4 -

Mainly for NAS and Linux/UNIX environment

Label: rescue

Encryption: NfA v

Password

Verify Password

O] =

EE:

QRescue M ARFFEFER rescues ERNMERBEN. NREERAHEHMEN , ERERFT

BEESXM.

(G ) MRZEAEEAKFRERFAEERFMHREA QTS , BBATE File Station £

ARES BB ERR . BEIEEHE]>(NR PIEZEXXHX | >[(EEEEXHRNE |
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- 4+ X

Ental el O Users Shared Folder Advanced Permissions Folder Aggregation
System & UserGroups Restore Default Shared Folders Q
0 Shared Folders B | Folder Name Size | Folders Files | Hid.. | Volume Action
: Quota container @ 1.03GB 4489 28184 | No Datavell
5 ) Public 104.43 MB 15 21 | Mo Datavoll
Domain Security
RIS ; Web 247.88 MB 6 36 | No Datavoll
Virtualization Guid: Domain Controller
Nerg;}rk & O web2 75.83 MB 4 17 No Datavel2
e
homes 17.98 MB 31 87 No Datavell
rescue 279.7 MB 305 3792 No USB Disk 1
Applications
Page 1 n Display item: 1-6, Total: 6 | Show 10 ~ Item(s)
. « . >
Edit Shared Folder Permission
Select permission type: | Users and groups permission A

Edit the user and group permissions for access from Windows, Mac, FTR and File Station.

Shares
O Comlainer Permissions Preview Read Only Read/Write Deny Access
[ Public
[Iweb & admin Read/Write O O
[Oweb2
[1homes
[Trescue
Guest Access Right: | Deny access v Add Remao

Subfolder permissions are not supported on external devices or virtual disk drives.

| Apply || Close |




Edit Shared Folder Permission

Select permission type:  Users and groups permission v

Edit the user and group permissions for access from Windows, Mac, FTP, and File Station

Shares

[ Container Permissions Preview Read Only Read/Write Deny Access
[ public

[CIweb ~ admin Read/Write O |

[ Web2 -
[Jhomes _gnap_support Read/Write (] ]

[Crescue

Guest Access Right: Deny access v

Subfolder permissions are not supported on external devices or virtual disk drives.

{4 File Station® EWEX , BWIANERENENEREER,

File Station -3 X

. . p
(¥ FileStation 5 Q®IV i E
= m- T- A -
il TS251a-211
™)
4 4 DataVoll | ‘ v
Container O Name Modified Date ~ Type Size +

home This folder is empty.
homes
Public
Web
) rescue
» 3 Snapshot
@ Qsync
[& Accepted Team Folder
& Recycle Bin
=, Share link management

& Shared with me

~] Recycle Bin

No data to display Show 50 ~  Item(s)

Q

Page 1 n
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Create folder

Folder Name : | recupl

| File station

recup + {number}

(@ FileStation 5

i doro-210
DataVoll
» [ Container
» &3 Download
home
homes
Multimedia
Public
Web
DataVol2

co_testdisk

lost+found

aqpkg

recupl

recup?2
restore
restore.1
restorel
testdisk-7.1

3
=
LT -

Cancel

Storage & Snapshots

admin v

-+ X
Q& SV i
= - - T A
g] rescu V]
[m} Name Modified Date
[m} I co_testdisk 2021/05/14 21:47:56
o lost+found 2021/05/13 1155038
O apkg 2021/05/24.0988TF |
O recupl  4— 2021/
o recup? 2021/05/21 18:31:55
O restore 2021/05/17 17:05:32
] restore.1 2021/05/14 102414
) [m] restorel 2021/05/21 18:40:15
o testdisk-7.1 2021/05/16 18:49:40
o testdisk7.2-WIP 2021/05/18 15:42:57
[m] photorec.se2 2021/05/16 18:53:34
0 U testdisk7.larmnonelinuxg..  2021/05/1311:44:41
O B testdisk7.2WiParmnonedin..  2021/05/130121:30

Page 1 nl

 Display item: 1-13, Total: 13

% Storage & Snapshots

D
ote D
b

(& Extemal Storage Devices ~ | (# SSD Over-Provisioning ~ ) (s

Storage Space Storage Pool: 1, Volume: 2, LUN: 0
Status
v Storage Pool 1 ) Ready

Name/Alias Type Snapsho

| fu DataVoll (Syste-- € Ready Thick volume -

| fm DataVol2 @ Ready Thick volume -

One data volume match
one recup folder

QRescue I AARFFHEMA "recupH{BF} ERNXHRET. MREEREMBEN  ERERF

ATRER KMo

% 2 49 : T3 QRescue MARFEEFLE,
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https://download.gnap.com/QPKG/QRescue.zip


https://download.qnap.com/QPKG/QRescue.zip
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8. EHIE[App Center]> B2ifi[FFhZE p B [NK... ] FITEVL LT K QRescue MARE
l$°

Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You
can download and unzip the add-ons to your computer.

App_ Development: If you would like to develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Note: QNAP recommends that you only install applications from the QTS App Center or the QNAP website.
Applications downloaded from other sources are NOT authorized by QNAP and may harm your system, cause
data loss, or leave your Turbo NAS open to attagk QNAP will not be held responsible for damage, loss or harm
caused by unauthorized apps.

Browse.

9. EENABRFNER , Bl EHRE] SREEFERE, £ QTS fSEIM BT
E QRescue R AR,

Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You
can download and unzip the add-ons to your computer.

App Development: If you would like to develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Note: QNAP recommends that you only install applications from the QTS App Center or the QNAP website.
Applications downloaded from other sources are NOT authorized by QNAP and may harm your system, cause
data loss, or leave your Turbo NAS open to attack. QNAP will not bedeld responsible for damage, less or harm
caused by unauthorized apps. 6

QRescue_0.1.76_x86_64.qpkg Browse... ‘" Install ||




(D The App has been installed and is ready to use

10. FF/2 QRescue N AR , 2FEIRTEH A, XNEFH A A THIT PhotoRec #
QRescue Xk & [RI&8IX

QRescue - X
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Shell

Home > Shell

[admin@TS251a-211 grescue]#

3 &84 : #1417 PhotoRec

1T PhotoRec AILAHBYIEE BB R IR A X4 ENZIRE, T , BNER NAS X4
ENEIRE LW Trecuply (B : recupHEEERT)) XHXK,



M. WALSDS , RAEKRES LW Enter, B[R PhotoRec,

AN
(=] e

photorec

QRescue - + X

Shell

fome > Shell

[admin@PM-QuMagieCore grescue]#
[admin@PM-QuMagieCore grescue]#
[admin@PM-QuMagieCore grescue]#
[admin@PM-QuMagieCore grescue]# photorecl

12. FARL/ATRREREE, Rie , BUAERABL/RARKITHIER NAS #E , AFER
PhotoRec E#HITER,

QRescue = + X

Shell

Home > Shell

PhotoRec 7.2-] . Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

PhotoRec is free software, and
comes with ABSOLUTELY RO WARRANTY.

Select a media (use Arrow keys, then press Enter):
Disk /dev/sda - 10000 GB / 9314 GiB (RO) - ST10000VN0008-2JJ101
i /dev/sdb - 10000 GB / 9314 GiB (RO) - ST10000VN0OO08-2JJ101
/dev/sdec - 515 MB / 492 MiB (RO) - USB DIS¥ MODULE
ede 696 _GB 8 RO
/dev/mapper/cachedev2 - 8246 GB / 7680 GiB (RO) 1
/dev/mapper/vgl-lvl - 7696 GB / 7168 GiB (RO)
/dev/mapper/vgl-1v1312 - 998 MB / 952 MiB (RO)
/dev/mapper/vgl-tpl - 9820 GB / 9145 GiB (RO)
/dev/mapper/vgl-tpl_tierdata 0 - 4194 KB / 4096 KiB (RO)
/dev/mapper/vgl-tpl_tierdata 1 - 4194 KB / 4096 KiB (RO)
/dev/mapper/vgl-tpl_tierdata 2 - 9822 GB / 9147 GiB (RO)
Disk /dev/mapper/vgl-tpl_tierdata_2_ fcorig - 9822 GB / 9147 GiB (RO)
Disk /dev/mapper/vgl-tpl_tmeta - 68 GB / 64 GiB (RO)
/dev/mapper/vgl-tpl-tpool - 9820 GB / 9145 GiB (RO)
/dev/mapper/vg2-lv2 - 8246 GB / 7680 GiB (RO)
/dev/mapper/vg2-tp2 - 9820 GB / 9145 GiB (RO)
Disk /dev/mapper/vg2-tp2 tierdata 0 - 4194 KB / 4096 KiB (RO)
[Previous] [ Next [ Quit ]

Note:

Disk capacity must be correctly deteci._. for a successful recovery.

If a disk listed above has an incorrect size, check HD jumper settings and BIOS
detection, and install the latest OS patches and disk drivers.

o rfl:
m /dev/mapper/cachedevl AEHMEBIENE 1 MHEKX
m /dev/mapper/cachedev2 i Z BB IEH 21 HEE X

m /dev/mapper/cachedev2073 fF i EHE (9 55 20 Mg £ X
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EEIUHA [ FRERBREE | > [ #HEZE / RE | RERFEUEXHHE,

|] File Station x Y B admin v

ile Station + X Storage & Snapshots

. - r N
Q& VYV Eﬁ Storage & Snapshots /2 External Storage Devices ~ | [ #2 SSD Over-Provisioning -] ~
_ =-E3-T- 2 Storage Space Storage Pool: 1, Volume: 2, LUN: 0
i@ doro-210 I Overview
5 Datavel 2T =R =N
Storage
} O Gontainer. (] Name Modified Date \ Storage Pool 1 ) Ready
| & Downicad o eo_testdisk 2021/05/14 21:47:56 Saansict [ Datavoll (Syste- @ Ready Thick volume -
» C1 home (m] lost+found 2021/05/13 11:50:38 & storage ) | fm DataVol2 @ Ready Thick volume -
» 3 homes O apkg 2021/05/24-9
» [ Multimedia 0 mm = T SRR “/dev/imapper/cachedevi” will recover to “recup1”
» O Public “/dev/imapper/cachedev2” will recover to “recup2”
. O recup2 2021/05/21 18:31:55 Cache Acceleration
» 01 Wel
e 0 restore 2021/05/17 17:05:32 External Storage
(m] restore.1 2021/05/1410:24:14 Remote Disk
— " 1 18:40:1
75 coLtestdisk 0 restore! 2021/05/21 18:40:15 &) Snapshot Backup
» 0 lost+found O testdisk-7.1 2021/05/16 18:49:40
Snapshot Replica
» 0 apkg 0 testdisk-7.2WIP 2021/05/18 15:42:57
) ] Snapshot Vault
14 19 [m] photorec.se2 2021/05/16 18:53:34
» 0 recup2
L& restore (m] testdisk-7.1.arm-none-linux-g... 2021/05/13 11:44:41 iSCSI & Fibre Channel [}
+ [ restore.1 a testdisk-7.2-WIParm-none-lin. 2021/05/13 01:21:30 > HyhridMoum Z
» [ restorel
Page 1 n > Display item: 113, Total: 13

» [ testdisk-7.1

eve rvereT mviaay

13. I£EY Text4 s X , HiZEnter

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

Disk /dev/mapper/cachedevl - 161 GB / 150 GiB (RO)
Partition Start End Size in sectors

Unknown 1 314572799 0 1 314572800 [Whole disk]
> P extd 1 314572799 0 1 314572800 [Datavoll]

HBEEE e il| [Options ] [File Opt] [ Quit ]

Start file recovery

14, EEUITH RS A [ ext2/ext3 |, SAF 2 & Enter &,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

P ext4d 0 0 1 314572799 0 1 314572800 [Da 11]

To recover lost files, PhotoRec needs to know the filesystem type where the
file were stored:

MYV k] ext2/ext3/ext4 filesystem

[ Other 1 FAT/NTFS/HFS+/ReiserFs/...




15. &£EVZE[E R [ Whole |, X5 % 1 Enter &,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

P ext4d 0 1 314572799 0 1 314572800 [DataVoll]

Please choose if all space needs to be analysed:
[ Free ] Scan for file from ext2/ext3 unallocated space only
> Whole jl Extract files from whole partition

16. BE , RN BREUIMER BN XHRENE R XG4 K,
o SRR : /share/external/DEV3301_01/qpkg/QRescue [QRescueRi 2]
8 R XK : Ishare/rescuelrecup! [SMEIRE]
BE . ] AEBERXMHX

n  BHIHRAI:QRescue NARF EWAERE
PhotoRec 7.2-WIP, Data Recovery Utility, May 2021

Please select a destination to save the recovered files to.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory
C when the destination is correct
Q to quit
Directory /share/external/DEV3301_1/gpkg/QRescue/workspace
drwxr=xr=x 0 0 4096 22-May=-2021 1 D
Pldrwxr-xr-x 0 0 4096 21-May-2021 18:43 .|
Irwxrwxrwx 0 32 21-May-2021 1 11
1rwxrwxrwx 0 39 21-May-2021 18:21 photorec
0 40960 22-May-2021 10:35 photorec.se2
lrwxrwxrwx 0
1lrwxrwxrwx 0
lrwxrwxrwx 0

42 21-May-2021 1 1 grescue.pyc
41 21-May-2021 1 1 grescue.sh
44 21-May-2021 18:21 sample mem.sh

m B SMEIRE (B rescue) > BIRXHR (BFF : recupt)
PhotoRec 7.2-WIP, Data Recovery Utility, May 2021

Please select a destination to save the recovered files to.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory

C when the destination is correct

Q to quit
Directory /share/rescue
drwxrwxrwx 0
drwxrwxr-x
drwXrwxrwx

0 24-May-2021 09:55
0 0 580 21-May-2021 01:36 ..
0 0 4096 14-May-2021 21:47 co_testdisk
0 0 16384 13-May-2021 11:50 lost+found
0 0 4096 24-May-2021 09:55 gpkg

0 4096 21-May-2021 18:31 recup2

0 HI0 = O

drwXrwxrwx 0
0



17. B B#R2 "/sharekscuelrecup Bt | iHREFHEE LHC,
PhotoRec 7.2-WIP, Data Recovery Utility, May 2021

Please select a destination to save the recovered files to.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory

C when the destination 1s correct

Q0 to quit
Directory |/share/rescue/recupl
>drwxrwxrwx 0 0 4096 21-May-2021 18:34 .
drwXrwxrwx 0 0 4096 24-May-2021 09:55

18. FFI4FA PhotoRec /T EE. IE . BAE HFENEE RN TR,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

Disk /dev/mapper/cachedevl - 64 GB / 60 GiB (RO)
Partition Start End Size in sectors
P ext4 0 0 1 125829119 0 1 125829120 [DataVoll]

Destination /share/rescue/recupl/recup dir

Pass 1 - Reading sector 1841344/125829120, 716 files found
Elapsed time 0h0Oml4s - Estimated time to completion 0hl5m42
txt: 547 recovered

tx?: 74 recovered

elf: 58 recovered

mov: 11 recovered

mp3: 11 recovered

DS Store: 7 recovered

riff: 3 recovered

pdf: 2 recovered

png: 1 recovered

others: 2 recovered

19. SERX PhotoRec BY , 7] LATEIEER [45 3R] f5#% Enter, SE R A Ctrl-c13R4E R,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

Disk /dev/mapper/cachedevl - 161 GB / 150 GiB (RO)
Partition Start End Size in sectors
P ext4 0 0 1 314572799 0 1 314572800 [DataVoll]

202724 files saved in /share/rescue/recup/recup_dir directory.
Recovery completed.

You are welcome to donate to support and encourage further development
https://www.cgsecurity.org/wiki/Donation

% 4 E4 11T QRescue

1T QRescue A LAHBIEE R H PhotoRec IREVHI X, IMIE , F4FM Trecup+{E81X
HBRPERERNHE TrestoreH{BF}) XHR , INMNXHRLBFHEMERE LR,



20. IALLHS , ARKREE LW Enter, BB IARescue,
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grescue.sh

QRescue

Shell

Home > Shell

(admin@doro-210 grescue]# qrescue.shl]]

21. G&RA ) MREM NAS EEMANHESNHEHEX |, N EH < L ZEREE BN BiEwE
REEHEF. FRARS , KRR enter, MRAF—NHFEUEX , NAERFLEILS
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[ Quit ]

[admin@doro-210 grescue]#

[admin@doro-210 grescue]#

[admin@doro-210 grescue]#

[admin@doro-210 grescue]# grescue.sh

2021-05-24 10:40:28,504(INFO) getting /dev/mapper/cachedev* info...
kkkkkkkkkkkkkkkik

*%% NOTICE!!! %%

Kkkkkkkkkkhkkhhkhik

Two or more disks are found, please identify which disk was just processed by PhotoRec:
1: "/dev/mapper/cachedevl" (/lib/modules/4.14.24-gnap/container-station)
2: "/dev/mapper/cachedev2" (/share/CACHEDEV2 DATA)

Enter the number 1-2:

[ Quit ]

[admin@doro-210 grescue ]#

[admin@doro-210 grescue ]#

[admin@doro-210 grescue ]#

[admin@doro-210 grescue]# grescue.sh

2021-05-24 10:40:28,504 (INFO) getting /dev/mapper/cachedev* info...

% d g g d ok ok ok ok ok ok ok k ok kkk

*%% NOTICE!l! *%%

de Je de Je de e Je g Je de de K ke Kk ke ke K

Two or more disks are found, please identify which disk was just processed by PhotoRec:
1: "/dev/mapper/cachedevl" (/lib/modules/4.14.24-gnap/container-station)
2: "/dev/mapper/cachedev2" (/share/CACHEDEV2_ DATA)

Enter the number 1-2: |1

22. &R ) MEEALUEIEREF P XA TREE,

QRescue -4 X

QRescue

Shell

Home > Shell

[admin@TS251a-211 grescuel]# ./grescue.sh
2021-05-20 19:34:29,929 (INFO) > starting rescue
2021-05-20 19:34:29,932(INFO) getting /dev/mapper/cachedev* info...
2021-05-20 19:34:29,954(INFO) scaning 7z root dir="/share/CACHEDEV1_DATA" (/dev/mapper/cachedevl)
2021-05-20 19:34:29,954 (INFO) count total of 7z files ....
2021-05-20 :34:37,988(INFO) —--> total 7z = 6
2021-05-20 :34:37,989(INFO) read all recup files info to memory....
2021-05-20 :34:40,851(INFO) .... counting recup = 50000
2021-05-20 :34:47,751(INFO) total recup files =85253
2021-05-20 19:34:47,894(INFO) {
"act": ip",
"act_7Z": "/share/CACHEDEV1_DATA/Web/for_test_r2/1207-1.jpg.7z",
"proceeded_72Zs": 1,
"proceeded_%
"total_7Zs
"total_recap":
"fix
"skip"

I
,_ 2021-05-20 19:34:47",
"elapsed": "00:00:00.14",
"estimated total time": "00:00:00.85",
"estimated remaining time": "00:00:00.71"




23. 47 QRescue EFHTHE, RENIRERBENRERZIEZNER.

QRescue

+

b

Shell

Home » Shell

"total_7Zs": 6,

"total_recap": 23319,

"fix": 0,

"start_time": "2021-05-21 18:51:30",
"elapsed": "00:00:00.10",

"estimated total time": "00:00:00.10",
"estimated remaining time": "00:00:00.00"

}
2021-05-21 18:51:30,695(INFO) saving all recup file info...
2021-05-21 18:51:32,015(INFO) saving all 7z file info...

2021-05-21 18:51:32,018(INFO) final result={
"root_7z": "/share/CACHEDEV1_DATA",
"root_recup": "/share/rescue/recupl”,

"root_restore": "/share/rescue/restorel”,
"all_7z": 6,
: 0,
"all_recup": 23319,
"elapsed": "00:00:00.10 (0.10s)"

}

2021-05-21 18:51:32,018(INFO) send system log...

[admin@TS251a-211 grescue]#
[admin@TS251a-211 grescue]#
[admin@TS251a-211 gqrescue]#
[admin@TS251a-211 grescuel# ||

24. QRescue NARFELFEHICRIEEZE Qulog Center / RGBSR , HEZKENERE
i EHE, MRESHE QNAP IHFERE | FTRERIBHNENRGHTEL R,
QNAP Z#FHH BB EBEARE, BiEE.

5 5 85 ¥ ERERBEEHN NAS,

f&=a] LU{EFE File Station 15 & [REER ZEHE0 NAS




Sort By

File Station New
- : Co
(¥ FileStation 5 iad
Share
_ =& B Open
i TS251a-211 —
|_ Download

DataVol1

?
Modified Date
>
Copy to
Move to

Type Size +*

Folder

Folder

Q

» [ Container O Na  Rename
home O "€ Copy to/Move to
» & @Recycle | res  pelete
homes cut
Public
Create Shortcut to Desktop
Add to Favorites
» [ recup Compress(Zip)
» [ restore Properties
» @ Snapshot
@ Qsync
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