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2. YMEERERRA NAS, FRIE[RFRRERE > MiERERE]> EREMNIMEEKE >
#—T 3] > B—T#HERAE], REXEIMERE,

| Storage & Snapshots -4 X
| %! Storage & Snapshots @ External RAID Device v ] ((#2 SSD Over-Provisioning ~ ] [a vJBOD/VJBOD Cloud ~ ) | & (D {&
\

Total - Devices: 1, Partition: 1 g o
Overview A ‘

Name/Alias Status Type Capacity Utiliz| . I
Storage Storage Information

— |
V' (= Device 1 StoreJet Transcend UsSB 3.0 894.25 GB
Snapshot : Format
2 I_ drive @ Ready EXT4 889.17 GBI

& storage Eject

Disks/VJBOD
Storage/Snapshots
Cache Acceleration
1 External Storage
(i8] Snapshot Backup
Snapshot Replica
Snapshot Vault

<- iSCSI & Fibre Channel

&, To access devices that use the exFAT file system, you must purchase an exFAT driver license in License Center. Click to purchase now.

3. BERMVLABIEXT4, FELBLEMAL rescue’, MR SLHRTEMEMME FE—T
[#&=1E]

Format Partition

Partition: test (EXT4,889.17 GB ) v

File system: @ EXT4 -

Mainly for NAS and Linux/UNIX environment

Label: rescue

Encryption: NfA v

Password

Verify Password
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REE L,

4. ERNMBEGERBEAERFIEXRETHEEESHREA QTS, HEEFA File Station £
AREEERTIMERE, FaEEHIE]>[#R]> [ RAER K] > [REEL A E H ER],
LB BAREE Trescues BRKXMER / BAER , LLEEEZE A NAS WIRE,
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- 4+ X

Ental el O Users Shared Folder Advanced Permissions Folder Aggregation
System & UserGroups Restore Default Shared Folders Q
0 Shared Folders B | Folder Name Size | Folders Files | Hid.. | Volume Action
: Quota container @ 1.03GB 4489 28184 | No Datavell
5 ) Public 104.43 MB 15 21 | Mo Datavoll
Domain Security
RIS ; Web 247.88 MB 6 36 | No Datavoll
Virtualization Guid: Domain Controller
Nerg;}rk & O web2 75.83 MB 4 17 No Datavel2
e
homes 17.98 MB 31 87 No Datavell
rescue 279.7 MB 305 3792 No USB Disk 1
Applications
Page 1 n Display item: 1-6, Total: 6 | Show 10 ~ Item(s)
. « . >
Edit Shared Folder Permission
Select permission type: | Users and groups permission A

Edit the user and group permissions for access from Windows, Mac, FTR and File Station.

Shares
O Comlainer Permissions Preview Read Only Read/Write Deny Access
[ Public
[Iweb & admin Read/Write O O
[Oweb2
[1homes
[Trescue
Guest Access Right: | Deny access v Add Remao

Subfolder permissions are not supported on external devices or virtual disk drives.

| Apply || Close |




Edit Shared Folder Permission

Select permission type:  Users and groups permission v

Edit the user and group permissions for access from Windows, Mac, FTP, and File Station

Shares

[ Container Permissions Preview Read Only Read/Write Deny Access
[ public

[CIweb ~ admin Read/Write O |

[ Web2 -
[Jhomes _gnap_support Read/Write (] ]

[Crescue

Guest Access Right: Deny access v

Subfolder permissions are not supported on external devices or virtual disk drives.

£ FA File StationiZ EHIRE , MEBINERENBHR B IER,

File Station -3 X

. . p
(¥ FileStation 5 Q®IV i E
= m- T- A -
il TS251a-211
™)
4 4 DataVoll | ‘ v
Container O Name Modified Date ~ Type Size +

home This folder is empty.
homes
Public
Web
) rescue
» 3 Snapshot
@ Qsync
[& Accepted Team Folder
& Recycle Bin
=, Share link management

& Shared with me

~] Recycle Bin

No data to display Show 50 ~  Item(s)

Q
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BN FHER N B @ Arecupl J (K :recup+H{EF}). IR A ZEFFHEE, FHFIEL
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Create folder

Folder Name : | recupl

recup + {number}

admin v

| File station -+ X Storage & Snapshots

(8 FileStation 5 Q= 2V % Storage & Snapshots E External Storage Devices ~ | [ %2 SSD Over-Provisioning ~ ) (s

doro-210 ) ML T Storage Space Storage Pool: 1, Volume: 2, LUN: 0
i doro-: ervie

DataVoll 8] e @ Name/Alias Status Type Snapshof

Container o Name Modified Date : v Storage Pool 1 & Ready
Download 00 Du  cotesdisk 2021/05/14 21:47:56 apany [ f DataVoll (Syste- € Ready Thick volume -
home u] lost+found 2021/05/1311:50:38 orage | fu DataVol2 @ Ready Thick volume -
homes k 2021/050240995T8 | 50D
Multimedia = i One data volume match

O ecupl  4—— 2021 T orage/Snapsho one recup folder
Public

O recup? 2021/05/21 18:31:55 e
Web

— O restore 2021/05/17 17:05:32
) [m] restore.] 2021/05/141024:14 Remote D

co_testdisk O restorel 2021/05/21 18:40:15
lost+found (] testdisk-7.1 2021/05/16 18:43:40
apkg O testdisk-7.2-WIP 2021/05/18 15:42:57
Epl [m] photorec.se2 2021/05/16 18:553:34
recup2

O [ testdisk7.1armnonedinuxg.  2021/05/1311:44:41 b
restore
— O b testdisk72-WiParmnonedin..  2021/05/13 01:21:30
restorel

Page 1 n 3 Display item: 1-13, Total: 13

testdisk-7.1
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QRescuefE AR EAMrecup+H{EFMEAER KL, MREEREMATE, EREF
ATREE BN,

E 2 #4%9: TH QRescue FEAREX % FEIREK,

It QRescue FEARERX 245 AIRA, ALk, B F Y QTS App Center RE L FEATE
=K,

BRI LLESE T 8 QRescue FEARER,
https://download.gnap.com/QPKG/QRescue.zip


https://download.qnap.com/QPKG/QRescue.zip
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8. EEHI{E[App Center]> Z— T [FEIRE]> H—TLEE...], HEM LS QRescue FEMA
B,

Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You
can download and unzip the add-ons to your computer.

App_ Development: If you would like to develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Note: QNAP recommends that you only install applications from the QTS App Center or the QNAP website.
Applications downloaded from other sources are NOT authorized by QNAP and may harm your system, cause
data loss, or leave your Turbo NAS open to attagk QNAP will not be held responsible for damage, loss or harm
caused by unauthorized apps.

Browse.

9. EREARBRUER, BoLUR—T[RE], EREEFTHE, £ QTS SESAIZHE+
BHEX QRescue FEFFER,

Install Manually

To install a package, please follow the steps below:

1. Click here to browse more App add-ons including those newly developed ones from the Beta lab. You
can download and unzip the add-ons to your computer.

App Development: If you would like to develop App add-ons, the QDK has the tools, documentation, and
sample codes you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [Install].

Note: QNAP recommends that you only install applications from the QTS App Center or the QNAP website.
Applications downloaded from other sources are NOT authorized by QNAP and may harm your system, cause
data loss, or leave your Turbo NAS open to attack. QNAP will not bedeld responsible for damage, less or harm
caused by unauthorized apps. 6

QRescue_0.1.76_x86_64.qpkg Browse... ‘" Install ||




@ The App has been installed and is ready to use.

10. B QRescue EAREREF K SEIPEXZEA, EETEA T HRHIT PhotoRec
QRescue REREHIEE,

QRescue - X

Shell

Home > Shell

[admin@TS251a-211 grescue]#

% 3 #9147 PhotoRec

11T PhotoRec Al LI BGEREE P RELIEREIMEEE, BE, TSR NAS EXE
ENEEE EMrecup I(BE61 : recup+{iETRHRaR)) EFK,



1. EIALLER S, SREIREE F#) Enter, BR15EI15$11T PhotoRec,

AN
(=] e

photorec

QRescue - % X

Shell

fome > Shell

[admin@PM-QuMagieCore grescue]#
[admin@PM-QuMagieCore grescuel#
[admin@PM-QuMagieCore grescue]#
[admin@PM-QuMagieCore grescue]# photorecl

12. R L/ T EAEZEERE, A%, EBelLMERARZE/R A EAREIREE NAS g, LUIER
PhotoRec K#ITEIR.,

QRescue =+ X

Shell

Home > Shell

PhotoRec 7.2- , Data Recovery Utility, May 2021
Christophe GRENIER <grenierfcgsecurity.org>
https://www.cgsecurity.org

PhotoRec is free software, and
comes with ABSOLUTELY NO WARRANTY.

Select a media (use Arrow keys, then press Enter):

Disk /dev/sda - 10000 GB / 9314 GiB (RO) - ST10000VNO008-2JJ101

Disk /dev/sdb - 10000 GB / 9314 GiB (RO) - ST10000VNO008-2J7101
/dev/sdc - 515 MB / 492 MiB (RO) - USB_DIS¥ MODULE

/cachedevl _ 7696 CB / RO

/dev/mapper/cachedev2 - 8246 GB / 7680 GiB (RO) 1
/dev/mapper/vgl-lvl - 7696 GB / 7168 GiB (RO)
/dev/mapper/vgl-1v1312 - 998 MB / 952 MiB (RO)
/dev/mapper/vgl-tpl 9820 GB / 9145 GiB (RO)
/dev/mapper/vgl-tpl_tierdata_ 0 - 4194 KB / 4096 KiB (RO)
/dev/mapper/vgl-tpl_tierdata_1 - 4194 KB / 4096 KiB (RO)
/dev/mapper/vgl-tpl_tierdata_2 - 9822 GB / 9147 GiB (RO)
/dev/mapper/vgl-tpl_tierdata 2 fcorig - 9822 GB / 9147 GiB (RO)
/dev/mapper/vgl-tpl_tmeta - 68 CB / 64 GiB (RO)
/dev/mapper/vgl-tpl-tpool - 9820 GB / 9145 GiB (RO)
/dev/mapper/vg2-1lv2 - 8246 GB / 7680 GiB (RO)
/dev/mapper/vg2-tp2 - 9820 GB / 9145 GiB (RO)
/dev/mapper/vg2-tp2 tierdata 0 - 4194 KB / 4096 KiB (RO)

[Previous] [ Next [ Quit |

Note: 2

Disk capacity must be correctly deteccll for a successful recovery.

If a disk listed above has an incorrect size, check HD jumper settings and BIOS
detection, and install the latest 0S5 patches and disk drivers.

o #ifl:
m /dev/mapper/cachedevl &FHRERME 1 EHEE
m /dev/imapper/cachedev2 &7 & ¥ B0 F 2E L=



m /dev/mapper/cachedev20.&7F 1 & #5220 GHE (=
o FE:

AT LGEA (R RREBRE ]S (REERH RB I GEENERENHE.

\_] File Station x P&t =) admin v

E N
= External Storage Devices + ) (% SSD Over-Provisioning + ) ((ws

_ E-@B- TN Storage Space Storage Pool: 1, Volume: 2, LUN: 0
i@ doro-210 @ o
5 Datavel ' ‘ 2T =R <R
+ & Container a Name Modified Date E v Storage Pool 1 ) Ready
+ & Download [m] co_testdisk 2021/05/14 21:47:56 et [ [ DataVoll (Syste- & Ready Thick volume -
+ &3 home (m] lost+found 2021/05/13 11:50:38 orage | fu DataVol2 @ Ready Thick volume -
+ &3 homes O apkg 2021 o BOD
» [ Multimedia 0 recopl  — 2021 z S B f‘dewmapper/cachedew .WIH recover to “recup1 !
» & Public “/dev/imapper/cachedev2” will recover to “recup2’
O recup? 2021/05/21 18:31:55
» O Web
(] restore 2021/05/17 17:05:32 e orage
+ & DataVol2 SE
e a restore.1 2021/05/1410:24:14 Remote D
75 co_testdisk ] restorel 2021/05/21 18:40:15
» 0 lost+found O testdisk-7.1 2021/05/16 18:49:40
» 0 apkg ] testdisk-7.2WIP. 2021/05/18 15:42:57
» [ recupl (m] photorec.se2 2021/05/16 18:53:34
» 0 recup2
(m] testdisk-7.1.arm-none-linux-g... 2021/05/13 11:44:41
» [ restore
a testdisk-7.2-WIParm-none-lin. 2021/05/13 01:21:30
» 0 restore.1
» [ restorel
5 Page 1 n  Display item: 1-13, Total: 13
» O testdisk 7] eve ruureT wvnuay

—= ]
13. EHlext4 |2 EIE, 1R T Enter

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

Disk /dev/mapper/cachedevl - 161 GB / 150 GiB (RO)
Partition Start End Size in sectors

Unknown 0 0 1 314572799 0 1 314572800 [Whole disk]
> P extd 1 314572799 0 1 314572800 [Datavoll]

HEEEE sl [Options ] [File Opt] [ Quit ]

Start file recovery

14, BEEZE R A [ ext2/ext3 ], X#%1%—T Enter &,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

P ext4 0 0 1 314572799 0 1 314572800 [DataVoll]

To recover lost files, PhotoRec needs to know the filesystem type where the
file were stored:

AP S PSSkl ext2/ext3/extd4 filesystem

[ Other ] FAT/NTFS/HFS+/ReiserFs/...




15. EZENZEfE & [ Whole |, %12 — T Enter 2,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

P ext4d 0 1 314572799 0 1 314572800 [DataVoll]

Please choose if all space needs to be analysed:
[ Free ] Scan for file from ext2/ext3 unallocated space only
> Whole jl Extract files from whole partition

16. JE, BMERFIMEEENE R REAER B #t,
o kiR B A9k :/share/external/DEV3301_01/qpkg/QRescue [QRescuefERFER]
o 18R Bruh:/share/rescue/recupl [FMEEE]
o B—TL.ILAEIZILEERK

n  BRhEEH]: QRescue FEFARER LSMERE
PhotoRec 7.2-WIP, Data Recovery Utility, May 2021

Please select a destination to save the recovered files to.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory
C when the destination is correct
Q to quit
Directory /share/external/DEV3301_1/gpkg/QRescue/workspace
drwxr=xr=x 0 0 4096 22-May=-2021 1 D
Pldrwxr-xr-x 0 0 4096 21-May-2021 18:43 .|
Irwxrwxrwx 0 32 21-May-2021 1 11
1rwxrwxrwx 0 39 21-May-2021 18:21 photorec
0 40960 22-May-2021 10:35 photorec.se2
lrwxrwxrwx 0
1lrwxrwxrwx 0
lrwxrwxrwx 0

42 21-May-2021 1 1 grescue.pyc
41 21-May-2021 1 1 grescue.sh
44 21-May-2021 18:21 sample mem.sh

m EflSMERE (B8 rescue) > BRI E R (& recup1)
PhotoRec 7.2-WIP, Data Recovery Utility, May 2021

Please select a destination to save the recovered files to.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory

C when the destination is correct

Q to quit
Directory /share/rescue
drwxrwxrwx 0
drwxrwxr-x
drwXrwxrwx

0 24-May-2021 09:55
0 0 580 21-May-2021 01:36 ..
0 0 4096 14-May-2021 21:47 co_testdisk
0 0 16384 13-May-2021 11:50 lost+found
0 0 4096 24-May-2021 09:55 gpkg

0 4096 21-May-2021 18:31 recup2

0 HI0 = O

drwXrwxrwx 0
0



17. & Bruth 2l /share/rescue/recup! |B, FiR—TFH#B LM C,
PhotoRec 7.2-WIP, Data Recovery Utility, May 2021

Please select a destination to save the recovered files to.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory

C when the destination 1s correct

Q0 to quit
Directory |/share/rescue/recupl
>drwxrwxrwx 0 0 4096 21-May-2021 18:34 .
drwXrwxrwx 0 0 4096 24-May-2021 09:55

18. B4R PhotoRec H{THIE, B, (B EFITEMSBMER AT,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

Disk /dev/mapper/cachedevl - 64 GB / 60 GiB (RO)
Partition Start End Size in sectors
P ext4 0 0 1 125829119 0 1 125829120 [DataVoll]

Destination /share/rescue/recupl/recup dir

Pass 1 - Reading sector 1841344/125829120, 716 files found
Elapsed time 0h0Oml4s - Estimated time to completion 0hl5m42
txt: 547 recovered

tx?: 74 recovered

elf: 58 recovered

mov: 11 recovered

mp3: 11 recovered

DS Store: 7 recovered

riff: 3 recovered

pdf: 2 recovered

png: 1 recovered

others: 2 recovered

19. 52X PhotoRec FF, #&aI LATEEEY [#53R] %1% Enter, S&# Al ctrl-c I ZR#E3R,

PhotoRec 7.2-WIP, Data Recovery Utility, May 2021
Christophe GRENIER <grenier@cgsecurity.org>
https://www.cgsecurity.org

Disk /dev/mapper/cachedevl - 161 GB / 150 GiB (RO)
Partition Start End Size in sectors
P ext4 0 0 1 314572799 0 1 314572800 [DataVoll]

202724 files saved in /share/rescue/recup/recup_dir directory.
Recovery completed.

You are welcome to donate to support and encourage further development
https://www.cgsecurity.org/wiki/Donation

F 4 7 81T QRescue

#1117 QRescue AI LU BNRE /R B PhotoRec REERRIIE SR, IR7E, i1 Mrecup+{BF}&E
FRhERIEEZE restore+H{EIF} B K, EEEHKREEHEINERE LEI,



20.

21.

S

&l
[l

»

ALLERS, RZIREE LA Enter, E15EA15301T QRescue,
A
T

=

grescue.sh

QRescue

QRescue

Shell

Home > Shell

[admin@doro-210 grescue]# qrescue.shl

GER) INREM NAS LAMERESEEHERE, MEH SR EHENEENEE HHEE
ELREBEF. FaAARR , RER enter, MRAF—BAERUKRE , AITRTITSEILS

BRo

[ Quit ]

[admin@doro-210 grescue]#
[admin@doro-210 grescue]#
[admin@doro-210 grescue]#
[admin@doro-210 grescue]# grescue.sh

2021-05-24 10:40:28,504(INFO) getting /dev/mapper/cachedev* info...
kkkkkhkkhkkkkkkkkhkk

*%% NOTICE!!l *x%
khkhkkkkkkhkkkkkkkkk

Two or more disks are found, please identify which disk was just processed by PhotoRec:
1: "/dev/mapper/cachedevl" (/lib/modules/4.14.24-gnap/container-station)

2: "/dev/mapper/cachedev2" (/share/CACHEDEV2_DATA)

Enter the number 1-2:




[ Quit ]

[admin@doro-210 grescue]#

[admin@doro-210 grescue ]#

[admin@doro-210 grescue ]#

[admin@doro-210 grescue]# grescue.sh

2021-05-24 10:40:28,504 (INFO) getting /dev/mapper/cachedev* info...

kkkkkkkkkkkkkkkkk

*%% NOTICE!!]l **%
e e ke ke ok ok ok ok

Two or more disks are found, please identify which disk was just processed by PhotoRec:
1: "/dev/mapper/cachedevl" (/lib/modules/4.14.24-gnap/container-station)

2: "/dev/mapper/cachedev2" (/share/CACHEDEV2 DATA)

Enter the number 1-2: |1

22. GER) BHAGALURINEREF PERNTHEE,

QRescue -4 X

QRescue

Shell

Home > Shell

[admin@TS251a-211 grescue]# ./qgrescue.sh
2021-05-20 > starting rescue
2021-05-20 getting /dev/mapper/cachedev* info...
2021-05-20 scaning 7z root dir="/share/CACHEDEV1 DATA" (/dev/mapper/cachedevl)
2021-05-20 count total of 7z files ....
2021-05-20 —-> total 7z = 6
2021-05-20 read all recup files info to memory....
2021-05-20 .... counting recup = 50000
2021-05-20 total recup files =85253
2021-05-20

"act": 0

"act_72z": "/share/CACHEDEV1 DATA/Web/for_ test r2/1207-1.jpg.7z",

"proceeded_7%Zs

"proceeded_

"total 72s 6,

"total recap": 85253,

"0,
1,

"fixg": "0.00%",

"start_time "2021-05-20 19:34:47",

"elapsed": 0:00:00.14",

"estimated total time": "00:00:00.85",

"estimated remaining time": "00:00:00.71"




23. EfTH QRescue FEFHISTAER, ERFERERBENEE RRFEEHKIRERF

QRescue

+

b

Shell

Home » Shell

"total_7Zs": 6,

"total_recap": 23319,

"fix": 0,

"start_time": "2021-05-21 18:51:30",
"elapsed": "00:00:00.10",

"estimated total time": "00:00:00.10",
"estimated remaining time": "00:00:00.00"

}

2021-05-21 18:51:30,695(INFO) saving all recup file info...

2021-05-21 18:51:32,015(INFO) saving all 7z file info...

2021-05-21 18:51:32,018(INFO) final result={
"root_7z": "/share/CACHEDEV1_DATA",
"root_recup": "/share/rescue/recupl”,

"root_restore": "/share/rescue/restorel”,
"all_7z": 6,
: 0,
"all_recup": 23319,
"elapsed": "00:00:00.10 (0.10s)"
}
2021-05-21 18:51:32,018(INFO) send system log...
[admin@TS251a-211 grescue]#
[admin@TS251a-211 grescue]#
[admin@TS251a-211 gqrescue]#
[admin@TS251a-211 grescuel# ||

24. QRescue FEARR X EGHE ML HREEE Qulog Center / Rifiicsk, MR BEERE

FERBAE, nREEFM QNAP XEFERE | FTESKHHENRFRAR

QNAP ZIEEKS BN ERRIGE, HHE,

5 5 &5 i ERE B EERR NAS,

R

[N

A LUE FH File Station $#1EREHBE TR NAS

REE,




Sort By

File Station New
- : Co
(¥ FileStation 5 iad
Share
_ =& B Open
i TS251a-211 —
|_ Download

DataVol1

?
Modified Date
>
Copy to
Move to

Type Size +*

Folder

Folder

Q

» [ Container O Na  Rename
home O "€ Copy to/Move to
» & @Recycle | res  pelete
homes cut
Public
Create Shortcut to Desktop
Add to Favorites
» [ recup Compress(Zip)
» [ restore Properties
» @ Snapshot
@ Qsync
[& Accepted Team Folder
& Recycle Bin
= Share link management
& Shared with me
—| Recycle Bin
Page 1 n

Display item: 1-2, Total: 2 Show 50 ~  Item(s)

Move to

« [ TS2512-211
4 (3 DataVoll
+ [ Container
#[~7home
» [ @Recycle
» [Thomes
» [ Public
» [Iweb
» Erescue
Q Qsync

Mode: Rename duplicate files
[/ Merge selected file transfer tasks

[] Data integrity check )

Create folder

‘ ’ Cancel




