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Notices
This user manual provides detailed instructions of using the QNAP Enterprise Storage NAS.
Please read carefully and start to enjoy the powerful functions of the Enterprise Storage NAS.

e The QNAP Enterprise Storage NAS is hereafter referred to as the ES NAS or the NAS.

e This manual provides the description of all the functions of the ES NAS. The product you
purchased may not support certain functions dedicated to specific models.

Legal Notices

All the features, functionality, and other product specifications are subject to change without
prior notice or obligation. Information contained herein is subject to change without notice.
QNAP and the QNAP logo are trademarks of QNAP Systems, Inc. All other brands and product
names referred to are trademarks of their respective holders. Further, the ® or ™ symbols are
not used in the text.

Disclaimer

Information in this document is provided in connection with QNAP" products. No license,
express or implied, by estoppels or otherwise, to any intellectual property rights is granted by
this document. Except as provided in QNAP's terms and conditions of sale for such products,
QNAP Assumes no liability whatsoever, and QNAP disclaims any express or implied warranty,
relating to sale and/or use of QNAP products including liability or warranties relating to fitness
for a particular purpose, merchantability, or infringement of any patent, copyright or other
intellectual property right.
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Overview

This application note aims for guiding users to mount the iSCSI LUN on ES NAS
to Windows Server and Hyper-V, as well as the MPIO(Multi-Path I/0) settings.
As for how to create a iSCSI LUN on ES NAS, refer to “Network and Storage
Settings of ES NAS High-Availability Network Storage Services” instead.

Infrastructure diagram

Windows Server
8.8.1.80

Ll

8.8.2.80

N\

VLAN1

Switch

VLAN2

8.8.1.0/24

8.8.1.107

8.8.2.0/24

ES 1640dc
|

8.8.2.108

Pre-configure table

SCA SCB
Data Port 1 8.8.1.80 8.8.1.107 8.8.1.108
Data Port 2 8.8.2.80 8.8.2.107 8.8.2.108
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Server data ports configuration

1. Take Windows Server as example, use “Windows Key + X” on the keyboard and click “Network
Connections”.

Prograrms and Features

Poweer Options

Ewent Wiewer

Systern

Device Manager

Metwark Connections

Cisk kanagement

Cornputer Managerment

Cormmand Prampt

Command Prormpt (2drmim)

Task Manager

Contral Panel

File Explarer
Search

Run

Shut dowen or sign out

Desktop -'
i | & |

2. Click the desired connections to configure the connection properties.

e Netwaork and Sharing Center

|

S5 < Metwork and Internet » Metwork and Sharing Center

T

v ('_a| | Search Control Panel »r |

Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing Network
settings Private network

Unidentified network
Public network

Change your networking settings

HE. Set up a new connection or netwaork
=

[==] Troubleshoot problems

View your basic network information and set up connections

Access type: Internet

Connections: [ Ethernet

Access type: Mo Internet access

Connections:

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Diagnose and repair network preblems, or get troubleshooting information.

©2017 QNAP Systems, Inc. All Rights Reserved. 5
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3. Click “Properties”.

I Ethernet 2 Status -
General

Connection
IPwd Conneckivity: Mo Internet access
IPvE Connectivity: Mo Internet access
Media Skate: Enabled
Duration: 19135835
Speed; 10,0 Ghps

Aikivity

Sent &-\,! Received
G
Packets: 5,079 u}

|$'Properties£| r&'Disahle || Diagnose |

Close

4. Select “Internet Protocol Version 4 (TCP/IPv4)” and click “Properties”.

) Ethernet 2 Properties

Metwaorking | Sharing

Caonnect using:

ljl" IntellR] 32533 10 Gigabit D ual Port Metwork, Cornnection

Thiz connection uses the following itemns:

M Clignt for Microsoft Netwarks

.@ File and Printer Sharing for Microzoft Wetworks
.@ o5 Packet Scheduler

[ - Microsoft Metwork Adapter Multiplexor Protocol
i Link-Layer Topology Dizcovery Mapper 1/0 Driver

i Link-Layer Topalogy Discovery Responder
<& |ntemet Pratocal Wersion B [TCP/1PwE]

B [nternet Prot: n 4 [TCRAPv4]
Install... Uninztall
Drescriptian k

Transmizzian Control Protocol/|nternet Pratocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected networks.

| oK | | Cahcel

©2017 QNAP Systems, Inc. All Rights Reserved. 6
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5. Type the IP address, and an appropriate subnet mask. User can skip default gateway and DNS Server.
Internet Protocol Wersion 4 (TCP/IPvd) Properties .

General

‘fou can get IP settings assigned automatically i wour network supparts
this capability, Otherwise, you need to ask your network, adminiskrator
for the appropriate IP settings,

() Obtain an IP address automatically

(®) Use the Following IP address:

IP address: | & .8 .1 .80 |

Subret mask: | 255 255 .255 . 1 |

Default gateway: | . . . |

Obtain DMS server address aukomatically

(®) Use the Following DMS server addresses:

Preferred DMS server: | . . . |

Alternate DNS server: | . . . |

[wvalidate settings upon exit

| K %| Cancel |

6. After configuring the IP settings, click “Details” to view the configured network settings.

] Ethernet 2 Status -
General
Connection
IPvw4 Conneckivity: Mo Internet access
IPwE Conneckiviey: Mo Internet access
Media State: Enabled
Duration: ao0:o0:13
Speed: 10.0 Ghps
Aickiviby
Sent L_,. Received
-
Packets: 165 ]
| '&'Prnperties | | '$'Disable | | Diagnose |

©2017 QNAP Systems, Inc. All Rights Reserved. 7
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7. Check out the IP address and subnet mask, and click “Close”.

Metwork Connection Details -

Metwork, Connection Details:

Property Walle

Connection-specific DM...

Dezcrption Intel[R] 82593 10 Gigabit Dual Port Metw

Physical Address QC-C4-FA-1F-FE-BE

DHCP Erabled Mo

[Pvd Address g.81.80

IP+vd Subnet b ask 280.250.255.0

P4 Default Gateway
IPvd DMS Server
IPwd WIMS Server
MetBIOS over Tepip En...  Wes
Link-local IPvE Address fel:: eB67 29276053 eed8?1 3
|PvE Default Gateway
IPvE DMS Servers Fez 000 FEFE T30
Fiez 0 00 0 FEFE 2300
Fieze 0 00 0 FEFE 330

8. Follow the steps above, complete configuration of all the other data ports, obtaining their own IP

addresses.
Network and Sharing Center I;‘i-

.:-): + 1 |55 « Metwork and Internet » Metwork and Sharing Center v C,| | Search Contral Panel p |

re
rr

I,

View your basic network information and set up connections
Control Panel Home

WView your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Private network Connections: [ Ethernet

™

Access type: Mo Internet access
Ethernet 2

Unidentified network

i C tions:
Public network onnections:

P E=i =

Change your networking settings

HE. Set up a new connection or network

Set up a broadband, dial-up, or VPN cennection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

©2017 QNAP Systems, Inc. All Rights Reserved. 8
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Enable Jumbo Frame in Windows Server (optional)

Each link in the network path, including servers and endpoints, should be configured to enable jumbo
frames at the same MTU if jumbo frames function is needed. Otherwise, performance may actually
decrease as incompatible devices drop frames.

1. Choose one data port at Network and Sharing Center.

- MNetwork and Sharing Center M

.
.

rr

T

sr <o Metwark and Internet » MNetwark and Shating Center v & | | Search Control Panel o |

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: Internet
settings Private network Connections: 0 Ethernet

Unidentified n rk Access type: - Mo Intern-et access

Public network Connections:

Change your networking settings

'{h;. Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

2. Click “Properties”.

I Ethernet 2 Status -
General

Connection
IPv4 Conneckivity: Mo Internet access
IPvE Conneckivity: Mo Internet access
Media State: Enabled
Durakion: 19:358:33
Speed: 10.0 Gbps

Bikivity
Sent: L‘M! Received
@
Packets: 5,079 i}
|'E§'Pr0perties£| 'EE'DisabIe || Diagnose |

Close

©2017 QNAP Systems, Inc. All Rights Reserved. 9
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3. Click “Configure” in the adaptor’s Properties window.
I Ethernet 2 Properties -

MNetworking | Sharing

Connect using:

LF IntellR] 82599 10 Gigabit Dual Port Metwork Connection

Thiz connection uses the follawing ikenns:
Ll Client for b el
.@ File and Printer Sharing for Microsoft Metwark.s
.@QDS Packet Scheduler
[ -2 Microsoft Metwork Adapter Multiplexor Protocol
i Link-Layer Topology Discovery Mapper 1/0 Driver
<& Link-Layer Topalogy Discovery Responder
<& |nternet Protocol Wersion B [TCP/IPvE]
i |nternet Protocol Verzion 4 [TCR/Pw4)

| Irgtall... | | Uninstall | Froperties

D escription

Allows your computer to access resources on a Microzoft
nietwiork.

| (] || Cancel |

4. Select the “Advanced” tab. Then select “Jumbo Packet” in the “property” list and choose “9014
Bytes” from the Value drop-down menu.

Intel{R) 82599 10 Gigabit Cual Port Netwiork Connecti...-

General | Advanced | Diriver I Detailz I Events | Power Management |

The fallowing properties are available far this netwark, adapter. Click
the property pou want to change on the left, and then select ity value

oh the right.
Property: Walle:
Flon Control ~ Dizabled v

Interrupt Moderation

Interrupt Moderation Rate 4083 Butes
|Psec Offload _ Disabled
IPv4 Checksum Offload = el

Jumbio Packet

Large Send Offload W2 [IPw4]
Large Send Offload W2 [IPvE]
Locally Adminiztered Address
Log Link State Event

b axirnurn Number of RSS Process

b axirnurn MNumber of RSS Queues
WDIS Q05

Facket Priority & WVLAN e

| Ok | | Cancel

©2017 QNAP Systems, Inc. All Rights Reserved. 10
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5. Follow the steps above to complete all other data port, and enable Jumbo Frame.

Metwork and Sharing Center M

:‘.: <« Metwork and Internet » MNetwork and Sharing Center v & | | Search Contral Panel o |

Fr
rir

Ik,

£
2~ 1

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: Internet
settings Private network Connections: [ Ethernet
Unidentified n rk Accesst).rpe: - Mo Internet access
Public network Connections: T:' Etr:emetél
W Etherpet 4

Change your networking settings

“E. Set up a new cennection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

©2017 QNAP Systems, Inc. All Rights Reserved. 11
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TIPS : Use Windows command line to confirm whether the network supports Jumbo Frame

When the interfaces of NAS and server both enable function of Jumbo Frame, user can use simple
commands to verify Jumbo Frame transmission.

Open up Windows command line or Windows PowerShell, and type "ping -| 9000 <NAS IP>.”

For example, “ping -1 9000 8.8.1.107"

ey Administrator Windows FowerShell \;li-

W1 ndows  Pow

Copy

ministrator: ping

L1.107 wit

Tram
¢ Trom

nd trip
=, | oms ,

M1 11 mum A \
s ministrator: ping -1

R fram
Feply from
Eeply fTrom

4, L 0 (0% loss],
es in milli
= Oms,

To optimize the network performance, see “Optimize network performance” in Appendix .

©2017 QNAP Systems, Inc. All Rights Reserved. 12
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Connect to iSCSI targets using Microsoft iSCSI initiator

1.

2.

Select “Tools” > “iSCSI Initiator” in Server Manager.
Server Manager

S DaShboa rd ‘ : Manage Tools  View

Component Services

Computer Management

WELCOME TO SERVER MANAGER

Dashboard Defragment and Optimize Drives

Event Viewer

, iSCS! Initiator |
C on fl E Local Security Policy

QODBC Data Sources (32-bit)

B Local Server

ii All Servers

ii File and Storage Services B

QUICK START oDEC Dara € P
5 ata Sources -kit
2 Add .
Performance Monitor
3 Add Rescurce Moniter

Security Configuration Wizard

WHAT'S MEW A Cred Services
System Configuration
System Information
Task Scheduler
LEARN MORE Windows Firewall with Advanced Security
Windows Memory Diagnostic
Wind P Shell
ROLES AND SERVER GROUPS s FoREEne
Roles: 1 | Servergroups: 1 | Servers total: 1 Windows PowerShell (x&6)
Windows PowerShell I1SE
iy File and Storage 1 Windows PowerShell ISE (86)
Services Windows Server Backup
Pt I F ™ I

If this is the first time that you have launched Microsoft iSCSI Initiator, you receive a prompt that
says the Microsoft iSCSI service is not running. You must start the service for Microsoft iSCSI
Initiator to run correctly. Click “Yes” to start the service. The Microsoft iSCSI Initiator Properties
dialog box opens, and the Targets tab is displayed.

Microsoft iSCSI X

The Microsoft iSCE service is not running, The service is required to be started for
iSCE to function correctly, To start the serdice now and hawve the serdice start
autormatically each tirme the computer restarts, click the Yes button,

Yes %J Mo

3. Click the “Discovery” tab. To add the target portal, click “Discover Portal”.

©2017 QNAP Systems, Inc. All Rights Reserved. 13
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Targets | Discovery |Fa\-'|:|rite Targets | Yolumes and Devices | RADILS I Configuration |

ISCEl Initiator Properties

Target portals
The system will look For Targets on Following portals: | Refresh |
Address Port adapter IP address
To add a target portal, click Discover Porkal, Discover Portal... H&
To remowe a karget portal, select the address above and Remoyve
then click Remove,

In the “Discover Target Portal” dialog box, type the IP address or name of the target portal to

4,
connect to. Keep the TCP port to 3260 as the default.
Discover Target Portal -
Enter the IP address or DMNS name and port number of the portal wou
want to add.
To change the default settings of the discovery of the karget portal, click
the Advanced button,
IP address or DMS name: Port: (Default is 32603
|s.a.1.1n?l | |325|:| |
o [ |
5. IP address of NAS data port is added in the list.

15CEl Initiator Properties

Targets | Discovery |Faw:urite Targets | Yolumes and Devices | RADILS I Configuration |

Target porkals
| Refresh |

The swstem will look For Targets on Following portals:
Address Port adapter

IP address
Default

3260 Default

©2017 QNAP Systems, Inc. All Rights Reserved. 14



6. The available iSCSI targets and their status will then be shown under the "Targets" tab. Select
the target you wish to connect to and click "Connect ".

Targets |Di5cnvery | Favarite Targets | Yolumes and Devices | RADILS I Configuration

Cuick Conneck

To discover and log on ko a target using a basic connection, bype the IP address or
DMS name of the target and then click Quick Connect,

Target: | | Cuick Connect, . |

Discovered targets

| Refresh |

Mame Skatus

Inackive

To conneck using advanced options, select a karget and then Connack
click Connect,

7. Click “OK” to connect to target.

Target name:

| qn. 2004-04 . com. gnap: es1 640dciscsi, hyvlunl . ee048c.0

[w] &dd this connection to the list of Favorite Targets,
This will make the syskem automatically attempt to restore the
conneckion every time this computer restarts,

[]Enable mulki-path
oy ] [

8. The status of the target should now display "Connected".

©2017 QNAP Systems, Inc. All Rights Reserved. 15
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1SCSl Initiator Properties .

Targets |Discwer\; | Favarite Targets | Yaolumes and Devices | RADIUS | Configuration |

Qulick, Connect

Ta discover and log on to a target using a basic connection, type the IP address or
DS name of the target and then click Guick Connect,

Target: | CQuick Connect.. .

Mame Skakus
ign, 2004-04, com.qnap: es 1 640dc:iscsi, hvlunl  ee048c.0 Connected

Discovered targets

To connect using advanced options, select a target and then
click Conmect,

Connect_

To completely disconnect a target, select the target and
then click Disconnect,

For target properties, including configuration of sessions,
select the target and dlick Properties, e Ea:

For configuration of devices associated with a target, select
the karget and then click Devices,

Disconnect

a4 % | Cancel Apply

©2017 QNAP Systems, Inc. All Rights Reserved. 16
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Install the MPIO Service in Windows Server

1. Open Server Manager, click “Add roles and features” under “Configure this local server”.

[ Server Manager

K Das h bOa rd Manage  Tools View

=
B Local Server

ii All Servers

o Configure this local server

&g File and Storage Services P

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW

4 Create a server group

Hide

LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

~
[ 1

2. Inthe “Before you begin” step, read the description, and then click “Next”.

[ Add Roles and Features Wizard = = -

DESTIMATION SERVER

Before yOU beg in WIN-NISLASZE1FE

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type haosting a website.

Server selaction .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Install

©2017 QNAP Systems, Inc. All Rights Reserved. 17



3. Inthe “Select installation type” step, select “Role-based or feature-based installation”, and then
click “Next”.

DESTIMATICON SERVER

Select installation type WIN-JIEL4SZETEE

Before You Begin Seleq the installation typ-e You can ins?z:ll roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
Installation T
@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| Install || Cancel |

4. Choose “Select a server from the server pool”, select the Windows Server 2012 R2 (you can
identify the server using its IP address) from Server Pool, and then click “Next>".

. . DESTINATION SERWER
Select destination server WIN-HLAS2E176
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation T ®) Select a server from the server pool
yoe P
) Select a virtual hard disk

Server Roles Server Pool

Features

Filter:

Name IP Address Operating System

WIN-J6L452E1F6 172.17.22.135.... Microsoft Windows Server 20112 standard Evaluation

<| [0 1B
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incompleta are not shown.

< Previous | | Next = | Install

©2017 QNAP Systems, Inc. All Rights Reserved. 18



5. Inthe “Select server roles” step, click “Next”.

DESTIMATICN SERVER

Select server roles WIN-JIGLAS2E1FS

Before You Begin Select one or more roles to install on the selected server,

Installation Type Description

Server Selection Active Directory Certificate Services
— e [AD C5) is used to create
[[] Active Directory Domain Services certification authorities and related

[] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services j::e;azfg:;::?:ifs E=Ie
[] Active Directory Rights Management Services
[] Application Server
[ DHCP Server
[] DNS Server
[] Fax Server
[ [®] File and Storage Services (1 of 12 installed)
O] Hyper-v
[] Metwork Policy and Access Services
[ Print and Document Services
[ Remote Access
[[] Remote Desktop Services

Install | | Cancel

6. Inthe “Features” list, find and select “Multipath 1/0”, and click “Next”.

DESTIMATICN SERVER

Se | ect ]Ce atures WIN-JIELASZETEE

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection — ' . - Multipath I/Q, aleng with the
] 115 Hostable Web Care Microsoft Device Specific Module

[] Ink and Hanchwriting Services (DSM) ar a third-party DSM,

. . provides support for using multiple
L Internet Printing Client data paths to a storage device on
[] IP Address Management (IPAM) Server Windows.

[] i5N5 Server service
[ LPR Port Monitar
[[] Management OData IS Extension
[ Media Feundation
b [] Message Queuing

Server Roles

Confirmation

[] Metwork Load Balancing

[] Peer Mame Resolution Protacal

[] Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CMZ "

<]

Install | | Cancel

©2017 QNAP Systems, Inc. All Rights Reserved. 19



7. On the “Confirm installation selections” window, click “Install”. Then click “Close” when it is
finished.

Confirm installation selections e

Before You Begin Te install the following roles, role services, or features on selected server, click Install.

Installation Typa [[] Restart the destination server automatically if required

Server Salection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically, If you do not want to install these optional features, click Previous to clear
Eenverices their check boxes.

Features

Multipath 150

Export configuration settings
Specify an alternate source path

8. Click “Close” when installation completes.

DESTIMATICN SERVER

Installation progress WIN-J6L4S2E 175

Wiew installation progress

o Feature installation
. __________________________________________________________________ |

Installation succeeded on WIN-JIEL452E1F6.

Multipath 1/0

You can clase this wizard without interrupting running tasks. View task progress or open this

page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | MNext > | Cancel

©2017 QNAP Systems, Inc. All Rights Reserved. 20
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Configure the MPIO Service in Windows Server

1. Open Server Manager, click “Tools” > “MPIO” to open the “MPIO Properties” window.

= Server Manager

View

T Das h bDa rd r1 Manage  Tools

Component Services

Computer Management

Dashboard WELCOME TO SERVER MANAGER

Defragment and Optimize Drives

Event Viewer
. ISCSI Initiator
0 Conﬂg Local Security Policy
[ [wmpi0 Ly

CDBC Data Sources (32-bit)
QDBC Data Sources (64-bit)

Local Server

i
ii All Servers
L

Filz and Storage Services P

QUICK START

Add

[

3 Add Performance Monitor
Resource Monitor
HEATEREW 4 Creg Security Configuration Wizard
Services

System Configuration

System Information
LEARN MORE Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x38)

File and Storage 1 Windows PowerShell ISE
Services e - e

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

| =¥

©2017 QNAP Systems, Inc. All Rights Reserved. 21



2. Switch to the “Discover Multi-Paths” tab, select “Add support for iSCSI devices” to use Microsoft
Multipath I/0 (MPIO) with iSCSI Initiator, and then click “Add”.

MPIC Devices | Discover Multi-Paths |D5M Install | Configuration Snapshot |

SPC-3 campliant

Device Hardware Id

[w] add support For iSCSI devices
[ ]add support For 545 devices

Others

Device Hardware Id

3. Click “Yes” to reboot the server.

d}j A rebook is required ko complete the operation. Reboak Mow?

©2017 QNAP Systems, Inc. All Rights Reserved. 22



4. After restarting the computer, log in as a domain administrator and then launch MPIO again. You
should see a iSCSI device added into the list.

MPIC Devices |Disu:u:uver Mulki-Paths | C5M Instal | Configuration Snapshot

To add support For a new device, click Add and enter the Yendor and
Product Ids as a string of & characters followed by 16 characters, Mulkiple
Devices can be specified using semi-colon as the delimiter,

Ta remove suppart Far currently MPTO'] devices, select the devices and
then click Remove,

Devices:

Device Hardware Id
MEFT2005i5CSIEusType_Ox9

Yendor SProduct 16

Remove

| | Cancel

©2017 QNAP Systems, Inc. All Rights Reserved. 23
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Configure and start iSCSI initiator

1. Open Server Manager, click “Tools” > “iSCSI Initiator”.

= Server Manager

« Dashboard -

WELCOME TO SERVER MANAGER

Dashboard

al

@1 F

Compaonent Services

Manage Tools View

Computer Management

Defragment and Optimize Drives

i Local Server Event Viewer
i All Servers 0 Confi [ [iscsimitistor [
- ontig : ;
BE File and Storage Services P ~ oz ST el
QODBC Data Sources (32-bit)
QUICK START ODEC Data S .
= ata Sources (B4-bit
2 Add
Performance Monitor
3 Add Resource Monitor

2. To avoid some possible problems resulted from iSCSI connection, user should remove the former
connection used for installing MPIO, and reconnect it with MPIO enabled. Select the connected

iSCSI LUN, click “Disconnect”.

1SCEl Initiator Properties

Targets |Disu:u:uver~;.-' I Favorite Targets | Yolumes and Devices | RADILS | Zonfiguration |

Cuick Connect

DS name of the target and then click Quick Connect,

Target: |

Discovered kargets

To discover and log on to a karget using a basic connection, kype the IP address or

Cuick Connect..,.

Refresh

Marme Skatus

iqn. 2004-04 . com, qnap:es1640de iscsi,hvlun .ee048c,0

Connected

To connect using advanced options, select a target and then |
click Connect,

Conneck |

To completely disconnect a karget, select the karget and
then click Disconnect,

Disconneck [ |
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3. Switch to “Discovery” tab, select added IP and click remove.

1SCSl Initiator Properties -

Targets | Discovery |Favu:urite Targets | Yolumes and Devices | RADIUS | Configuration |

Target portals

Refresh |

The system will look For Targets on following portals: |
Address Port Adapter IP address

Default Default

To add a target portal, click Discover Portal, | Discover Portal. .. |

To remove a karget portal, select the address above and REmoyve
then click Rermowve,

4. Under “Favorite Targets”, select iSCSI targets and remove it.

ISCEl Initiator Properties -

| Targets | Discavery | Favarite Targets |'u'|:|lumes and Devices | RADIUS | Configuration |

The i35 initiator service ensures that all volumes and devices on a Favorite target are
available, An attempt ko restore connections ko targets listed here will be made every
kime this computer restarts,

To add a karget to this lisk o musk use the default selection of "Add this connection ko
the list of Favorite Targets" or use the "Quick Connect” option.

Favorite kargets; Refresh

Marne

ign, 2004-04, com.gnap:es 164

To view the target details, select a target and then click Details, | Details |
To remove a karget From this lisk and make it not reconnect R

after a syskem restart select the target and then click,

Rernove,
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5. Back to “Discovery” tab and click “Discover Portal”.
1SCSl Initiator Properties -

Targets | Discovery |Favu:urite Targets | Yolumes and Devices | RADIUS | Configuration |

Target portals
The system will look For Targets on following portals: | Refresh |
Address Port Adapter IP address
To add a target portal, click Discover Portal, Discover Portal. .. %
To remove a karget portal, select the address above and Remoyve
then click Remove,

6. Inthe “Discover Target Portal” dialog box, type the IP address of data ports in NAS. Keep the TCP

port to 3260 as the default.
Discover Target Portal -

Enter the IF address or DMS name and port number of the portal wou
wank to add.

To change the default settings of the discovery of the target portal, click
the Advanced button,

IP address or DM narme: Part: (Default is 3260.)
| | 3280

| 8.3.1.107|

(o [ |

Discover Target Portal -

Enter the IF address or DMS name and port number of the portal wou
wank to add.

To change the default settings of the discovery of the target portal, click
the Advanced button,

IF address or DMS name: Part: (Default is 3260.)
| 5.3.1.108| | | 3260
(o) oo |
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7. The available iSCSI targets and their status will then be shown under the "Targets" tab. The two
targets shown here are owned by each of the two controllers. Select the target you wish to
connect to and click "Connect ".

1SCSl Initiator Properties -

Targets |Dis-:|:|very | Favorite Targets | Yolumes and Devices | RADIUS | Zonfiguration |

Quick Connect

Tao discover and log an ko a karget using a basic connection, kype the IP address or
DS name of the karget and then click Quick Connect,

Targek: | Quick Connect, ..

Discovered kargets

| Refresh

MName Skatus

iqn. 2004-04,com. gnap: es1 G40dc: . i Inactive
iqn. 2004-0¢,com, gnap: es1 640deiscsi, hlunl  ee048e, 1 Inactive

To connect using advanced options, select a karget and then Connec
click Connect,

Tao campletely disconneck a target, select the karget and | Disconneck |
then click Disconnect.
For karget properties, including configuration of sessions, Pronerties
select the target and click Properties, | . |
For configuration of devices associated with a target, select | reviaes, - |
the target and then click Devices.,

O | | Cancel Apply
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8. Select “Enable multi-path” and click “Advanced...”.

Connect To Target -

Target name:

| iqn. 2004-04 . cam.qnap:es1 640dciscsi, hvlunl . ee048c.0 |

#dd this connection to the list of Favaorite Targets,

This will make the system automatically attermpt bo restare the
connection every kime this computer restarts,

Enable mulki-path

(4 | | Cancel
X

9. On the “Advanced Settings” window, select “Microsoft iSCSI Initiator” from the “Local adapter”
drop-down menu. Then select an IP address from “Initiator IP” drop-down list and “Target portal
IP” drop-down list respectively. Please ensure the Initiator IP and Target portal IP are in the same

subnet.
Advanced Settings _

General | Ipsec

Conneck using

Local adapter: | Microsoft i5CSI Initiator v]
Initiator IP; |5.8.1.80 v]
Target portal IP; Default W
Defaulk
5.8.2.107 { 3260
CRC | Checksum §.5.1,107 | 3260

[ |Data digest

10. Click “OK” to close the window.

Connect To Target -

Target name:

| ign. 2004-04. com.gnap:es1640dc:iscsi. hvlunl .eel48c.0 |

#dd this connection to the lisk of Favaorite Targets,

This will make the system automatically attermpt bo restare the
conneckion every kime this computer restarts,

Enable multi-path

& ] [

©2017 QNAP Systems, Inc. All Rights Reserved. 28



QNAP

11. It shows that one of these iSCSI targets is successfully connected. Select this target and then click
“Properties”.

1SCEl Initiator Properties -

Targets |Discu:uvery | Favarite Targets | Yolumes and Devices | RADIUS | Configuration |

CQuick Connect

To discover and log on to a karget using a basic connection, bvpe the IP address or
DS name of the karget and then click Quick Connect,

Targek: | Quick Connect, .

Discovered kargets

| Refresh

MName Skatus

iqn. 2004-0¢,com. gnap: es1 640dciscsi, hvlunl . ee048c.0 Connected
iqn. 2004-0¢,com, gnap: es1 640deiscsi, hylunl  ee04se, 1 Inactive

To connect using advanced options, select a karget and then |

C k
click Connect, onnec |

To completely disconnect a barget, select the target and |
then click Disconnect,

Far karget properties, including configuration of sessions, Pronerties
select the target and click Properties. .

For configuration of devices associated with a target, select |
the target and then click Devices.,

Disconneck |

Devices. .. |

Ok | | Cancel Apply
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12. On the “Sessions” tab, select “Add session”.

Properties -

Sessions | Porkal Groups

Refresh |

Identifier
|:| fFFFFe0009d945020-400001 3700000007

To add a session, click Add session. Add session [:

To disconnect one of maore sessions, seleck each |
session and then click Disconnect,

Disconneck |

13. Select “Enable multi-path”, and then click “Advanced...”.

Connect To Target -

Target name:

| iqn. 2004-04 . cam. qnap:es 640dciscsi. hyvlunl  ee0480, 1 |

#dd this connection to the list of Favaorite Targets,

This will make the system automatically attermpt bo restare the
connection every kime this computer restarts,

Enable mulki-path

(4 | | Cancel
*

14. Add the IP address of the other data port that belongs to a different subnet. Please ensure the
Initiator IP and Target portal IP are in the same subnet. Click “OK” to close the window.

Advanced Settings _

General | Ipsec

Conneck using

Local adapter: |Micrl:|s':|Ft iSZ51 Initiator W |
Initiator IP: |8.8.2.80 v]
Target portal IP: |8.8.2.108 { 3260 k v]
CRC [ Checksum

[ |Data digest [THeader digest
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15. You should see another session added into the list. Click “OK” to close the window.

Properties -

Sessions | Porkal Groups

Refresh |

Identifier

[ FffFen009d943020-400001 3700000007
[ ] FFfFen009d943020-400001 3700000008

3

Add session

To add a session, click Add session, |

16. Repeat steps above to set up the other iSCSI target with MPIO.

15CSl Initiator Properties -

Targets |Disu:u:uver~;.-' I Favorite Targets | Yolumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to & karget using a basic connection, type the IP address or
DS name of the target and then click Quick Connect,

Target: | Cuick Connect...
Discovered kargets
| Refresh
Marne Stakus
iqn. 2004-04, com.gqnap:es1640dciscsi.hvlunl  ee048c,0 onnected

iqn.2004-04, comn.qnap:es1640dc:iscsi,hvlunl ee048c, 1

Inactive

To connect using advanced options, select a target and then

[ L
click Connect, onnec [
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17. After configuring both targets with MPIO, add the iSCSI volume and/or device to be persistently
bound to the iSCSI service. It ensures that the iSCSI Initiator service will not complete initialization
until all persistently bound volumes and devices are available to the computer. Select “Volumes
and Devices” tab on the iSCSI Initiator Properties window, and then click “Auto Configure” to
automatically configure all available devices. You should see a new volume named as
“mpiottdisk............. ”in the Volume list. Click “OK” to close the window.

1SCEl Initiator Properties -

| Targets | Discovery | Favorite Targets | Yolumes and Devices | RADIUS | Configuration |

If & program of service uses a particular volume or device, add that volume or device ko
the list below, or click Auto Configure to have the i9CSI initiator service automaticalky
configure all available devices,

This will bind the wolume or device so that on system restart it is more readiky available
for use by the program or service, This is onlv effective if the associated target is on
the Favarite Targets Lisk,

Wolume List:

Wolume/mount poink/dervice
1 # i mpio#diskiven_gnapiprod_iscsi_storagefrey_ 300# 187Fhac242083645333433, .,

To automatically configure all available devices, click Auto | Auka Configure |
Configure,

To add a specific device, dlick Add. | add... |
To remove a device, select the device and then click | Remove |
Remove,

To imrmediately remove all devices, click Clear, | Clear |

Ik %H Cancel Apply

©2017 QNAP Systems, Inc. All Rights Reserved. 32



CINEHH

Mount iSCSI virtual disks

1. In Windows Server 2012 or the later versions, use “Windows Key + X” to select “Disk
Management”.

Frograrms and Features
Poweer Options

Ewent Wiewer

Systemn

Device Manager

MNetwork Connections

Disk Management

Computer Management
Comrnand Prompt
Comrnand Prompt (Admin)
Task Manager

Contral Panel

File Explarer

Search

Run

Shut down ar sign out ]
Desktop

= ST

2. User should see a new disk appears as “Offline” in the bottom panel. Click “Offline” and select
“Online” to bring this disk online.

= Disk Management \;‘i-
File Action  ‘iew Help
&= | H&E B
Wolurne | Layout | Type File System | Status | Capacity | Free Spa.. | % Free
[ (ot} Sirmple Basic MTFS Healthy (B.. 931,17 GB BES.24GE 95 %
W Systern Reserved Sirnple Basic NTFS Healthy (S.. 350 MB 88 MEB 25 %
< L] >
|
Disk 0 - ]
Basic System Reserved (c:)
931-_51 GB 350 MB NTFS 031,17 GB NTFS
Online Healthy (Systern, Active, Prirn | | Healthy (Boot, Page File, Crash Durnp, Primary Partition)
“TIDisk 1 |
Unknown
500.00 GB 500,00 GB
Offline i Unallocated
| Online  r |
M
Properties
B Unallocate Help
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3. The disk status becomes “Not Initialized”. Before you can use a disk, you must first initialize it.
Right click on “Not Initialized” and select “Initialize Disk”.

b= Disk Management = | = -

File  Action  View Help

o= o & B E

Wolurne | Layout | Type File System | Status | Capacity | Free Spa.. | % Free

[ (o} Sirmple Basic MTFS Healthy (B., 931,17 GB 85,24 GE 95 %

—w Systern Reserved Sirnple Basic MNTFS Healthy (5., 350 MB 88 MEB 25 %

< L] >
|

aDisk 0 - ]

Basic System Reserved )

931._51 GB 350 0B MTFS 93117 GB MTFS

Online Healthy (Systern, Active, Prirn | | Healthy (Boot, Page File, Crash Durnp, Primary Partition)

“TIDisk 1 |

Unknown

500.00 GB 500,00 GB

Mot Initialized Unallocated

Initialize Disk
Offline

W Unallocated | Praperties

Help

4. Select the disk that is to be initialized, and select MBR as default. (GPT is for disks larger than 2

TB).
Initialize Disk -

Y'ou muzt intialize a disk befare Logical Disk Manager can access it
Select dighs:

] Diick 1

Uze the following partition style far the selected disks:
(® MBR [Master Boot Flecord)
() GPT [GUID Partition T able)

Maote: The GPT partition style is not recognized by all previous verzions of

Wfindows,
k. %| Caricel

©2017 QNAP Systems, Inc. All Rights Reserved. 34



QNAP

5. The disk is now initialized. You can now create a volume on it. Right click on the disk and select
“New Simple Volume”.

= Disk Management = I:'-
File  Action View Help
&= ] =

Wolurme | Layout | Type File Systern | Status | Capacity | Free Spa.., | % Free

e (T Simple Basic MNTFS Healthy (B... 231.17 GB BE5.24 GB 05 %

 Systerm Reserved Sirmple Basic NTFS Healthy (5., 350 ME 88 ME 25 %

< 1] >
i

4Disk 0 |

Basic System Reserved (c:1

931.51 GB 150 MEB NTFS 031,17 GB MNTFS

Online

Healthy (Systern, Active, Prim | | Healthy (Boot, Page File, Crash Dump, Pritmary Partition)

—=Disk 1

Basic

500.00 GB 500.00 GB

Online Unallocated | Mews Simple Wolume.., E
Mews Spanned Volume..,

ey Striped Wolume..,
Mew kirrored Yolume,.,

Mew RAID-5 Yolume..,

B Unallocated W Primary pattition

Properties

Follow the on-screen instruction of the “New Simple Volume Wizard”. After the volume is
formatted, a new drive is attached to your PC.

MNew Simple Yolume Wizard .

6.

Welcome to the New Simple
Volume Wizard

Thiz wizard helpz you create a simple volume on a digk.

A gimple volume can only be on a single disk.

To continue, click Mext.

¢ Back | Next}% | Cancel

7. Specify volume size, set maximum disk space as default.
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Specify ¥olume 5Size
Chooze a walume size that iz bebween the maximum and minimum sizes.

b amirnum dizk. gpace in ME: 511997

Minirum dizk zpace in MB:

Simple volume zize it MB:

< Back ” Mext » Cancel

8. Assign drive letter as user desire, then click “Next”.

Aszsign Dnve Letter or Path
For easier access, pou can assign a dive letter or diive path to vour partition.

(®) Azzign the following drive letter:
() Mount in the Following empty NTFS folder;

| || Browse. . |

() Do not azsign a drive letter or diive path

< Back ” Ne:-:t>>\l | Cancel
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9. Specify partition name and file system, select “Perform a quick format” to accelerate format,
and click “Next”.

Mew Simple Yolume Wizard -

Format Partition
To store data on thig partition, pou rust format it first,

Chooze whether you want ta farmat thiz valume, and if 20, what settings pou want to use.

() Do ot format this wolurme

(®) Format this wolume with the following settings:

File system: | MTFS W |
Allocation unit size: | Default W |
Walume |abel: | RMAP_SC51_500G] |

Perform a quick format

[ | Enable file and folder compression

< Back ” ﬂe:-:t>%| Cancel |

10. Confirm all the settings, and click “Finish”.
Mew Simple Yolume Wizard -

Completing the New Simple
Volume Wizard

Y'ou have succeszsfully completed the Mew Simple Volurme
Wizard.

You zelected the following settings:

Molume fvoe; Simple Yolume .
Disk selected: Disk 1

Yolume zize: 511997 MB

Drrive letter or path |:

File zpzterm: HTFS

Allocation unit zize; Default
Wolume label: OMAP_ISCSI_B00G

Moick Farmatk es

To cloze thiz wizard, click Finish,

< Back ” Finizh kj | Cancel
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11. After quick format, it will specify disk name and letter as shown in the fiigure.

b= Disk Management = | = -
File Action  View Help

= mHE LS

Wolurne | Layout | Type File Systerm | Status | Capacity | Free Spa... | % Free

) Simple Basic MNTFS Healthy (B... 931,17 GB BES.24GB 95 %

o QMAP_ISCSI_500G ... Simple Basic MNTFE Healthy (P... 500,00 GB 49984 GE 100%

W Zystern Reserved Simple Basic MTFS Healthy (5., 350 ME 88 B 5%

W Unallacated W Primary partition

Healthy (Pritmary Partition)

£ 1] >
i

CiDisk 0 .+ |

Basic System Reserved )

031.51 GE 350 B NTFS 93117 GB NTFS

Online Healthy (Systern, Active, Prim || Healthy (Boot, Page File, Crash Dump, Primary Partition)

CaDisk 1 .

Basic QMAP_iSCS1_500G (k)

500.00 GB 500,00 GB NTFS

Online

12. Start Windows Explorer. Then click “This PC" and you can now use this iSCSI LUN as a

regular disk partition.

i = |

This PC = | = -
Computer Wi 0
+ |:|.'i » This PC » v & | Search This PC P |
[ Fawvorites 4 Folders i)
B Desktop -
& Downloads E Desktop | & Docurments
5l Recent places ’
h .
/88 This BC J% Downloads Ar}. Music
€ Network i Pictures E Yideos
4 Devices and drives (2)
Local Disk (C:) QMAP_ISCSI_S00G {:)
— I —
- 885 GB free of 931 GE = 499 GB free of 499 GB %
4 Network locations (1) Space free: 4399 GB
Public (1172.17.23.20) @) e s 42 6l
: ...;v# 705 GB free of 2.68 T
Qitems

i =
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Optimize MPIO policies and performance

1. Open Disk Management, right-click the mounted iSCSI disk, and select Properties.

File Action View Help
= @ Hm B E

Volume I Layout I Type I File Systermn I Status I Capacity I Free Spa.. | % |
cw (C) Simple Basic MTFS Healthy (B... 200.05 GB 122.85GB 61
w (F) Simple Basic MTFS Healthy (P... 200.05 GB 146,93 GB
Cm Mew Volume (D:) Simple Basic MNTFS Healthy (P... 73112 GB 433.96 GB
Cm Mew Volume (G:) Simple Basic MNTFS Healthy (P... 2%4.25 GB 84,05 GB
= System Reserved Simple Basic MNTFS Healthy (5... 350 MB 29 MB
= System Reserved (.. Simple Basic MNTFS Healthy (A... 330 MB 29 MB

<

“3/Disk 5
Basic

500,00 GB
Re

COnline

Properties

Help

B Unallocated W Prirnary partition
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2. Click on the "MPIO" tab and select the "Round Robin with Subset" in "Select the MPIO policy"
field. Round Robin with Subset allows the data to be transmitted only on path close to the
controller, thus improves transmission efficiency. To test performance, it is recommended to

select “Least Queue Depth” instead.

QONAP I15CSI Storage Multi-Path Disk Device Properties-

|Genem| | Palicies | "u"ulumes| MPID | Diriver I Details | Events |

Select the MPIO palicy: Round Robin With Subset

Description Fail Cwer Oniby
Round Robin

BRIt Rl R RN Round Robin With Subset
on paths designated as ac|Least Queue Depth
paths will be tied an a roun Weighted Paths
active/optimized paths.  |Least Blocks

D5M Mame:  |Microsoft DSM

Details

This device has the following paths:

Path Id Path State TPG... TPG State
F0Z20000 Active/Optimi... 0 ActiveOptimi...
F0200Mm Active/Optimi... 2 Actives/Unopti...
< [[[]

Wei...

>

To _ed'rt tlje_p_atl'lseﬁings forthe MPIO policy, select a

Edit...

3. Click the "Details" button to confirm that "Path Verify Enabled" is checked in DSM Details.

| General I Policies I \r"olumesl MPFIO | Dirirver I Dretails | Ewents |

QNAP iSCSI Storage Multi-Path Disk Device Properties| %

Select the MPIO policy: | Round Flobin With Subsst v]

Description

The round robin with subzet policy executes the round robin policy only
on paths designated as active/optimized.  The non-active/optimized
pathz will be tried on a mound-robin approach upon failure of all
activedoptimized paths.

DSk Mame: | Microsoft DS

Thiz device haz the following paths:

Path 1d Path State TPG... TPG State Wi
Fr0z0000 Active/DOptimi... 0 ActiveDptimi...
Frozoom Active/Dptimi... 0 ActiveDptimi...

< m >

To edit the path settings far the MPIO policy, select a
path and click Edit.

To apply the path settings and selected MPIO policy,
click Apply.

ar. || Cancel |

DEM Details
General Information
DS Mame: | Micrasoft DS |
DSM Version: | 6.3.9500.18217 |
DSM Context: | FFFFe001 4F7h8230 |

Timer Counkers

Path Yerify Period:

Retry Count:
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TIPS : MPIO Policy Description

Fail Over Only: Policy that does not perform load balancing. This policy uses a single active path, and the
rest of the paths are standby paths. The active path is used for sending all I/O. If the active path fails,
then one of the standby paths is used. When the path that failed is reactivated or reconnected, the
standby path that was activated returns to standby.

Round Robin: Load balancing policy that allows the Device Specific Module (DSM) to use all available
paths for MPIO in a balanced way. This is the default policy that is chosen when the storage controller
follows the active-active model and the management application does not specifically choose a load-
balancing policy. (Windows default)

Round Robin with subset: Load balancing policy that allows the application to specify a set of paths to
be used in a round robin fashion, and with a set of standby paths. The DSM uses paths from a primary
pool of paths for processing requests as long as at least one of the paths is available. The DSM uses a
standby path only when all the primary paths fail. For example, given 4 paths: A, B, C, and D, paths A, B,
and C are listed as primary paths and D is the standby path. The DSM chooses a path from A, B, and Ciin
round robin fashion as long as at least one of them is available. If all three paths fail, the DSM uses D, the
standby path. If paths A, B, or C become available, the DSM stops using path D and switches to the
available paths among A, B, and C. (QNAP recommend)

Least Queue Depth: Load balancing policy that sends I/O down the path with the fewest currently
outstanding I/O requests. For example, consider that there is one I/O that is sent to LUN 1 on Path 1, and
the other I/O is sent to LUN 2 on Path 1. The cumulative outstanding I/O on Path 1 is 2, and on Path 2, it
is 0. Therefore, the next I/O for either LUN will process on Path 2.

Weighted Paths: Load balancing policy that assigns a weight to each path. The weight indicates the
relative priority of a given path. The larger the number, the lower ranked the priority. The DSM chooses
the least-weighted path from among the available paths.

Least Blocks: Load balancing policy that sends I/O down the path with the least number of data blocks
currently being processed. For example, consider that there are two I/Os: one is 10 bytes and the other
is 20 bytes. Both are in process on Path 1, and both have completed Path 2. The cumulative outstanding
amount of I/0 on Path 1 is 30 bytes. On Path 2, it is 0. Therefore, the next I/0 will process on Path 2.

Reference: https://technet.microsoft.com/en-us/library/dd851699(v=ws.11).aspx

To optimize fault tolerance timer, see “lll. Optimize MPIO high availability fault tolerance timer” in
Appendix lllI.
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Use iSCSI LUN to store Hyper-V virtual machines

1. Open Hyper-V Manager. Select “Action” > “New” > “Virtual Machine...”

Action | Wiew Help

ey Virtual Machine...
Impatt Virtual Machine... Hard Disk... " | Actions

Hyper-¥ Settings.., Floppy Disk... | ”” i Iiiiiii .
Wirtual Switch Manager... State CPU Usage Assighed Mermory Uptirne Mew N
Wirtual SAMN Manager..,

Mo virtual machines were found on this server. Import Wirtual Machi...

Edit Disk... Hyper-V Settings...

Inspect Disk... . .
Wirtual Switch Mana..,
Wirtual 38N Manager..,

Edit Disk...

Stop Service

Rernowve Server

Refresh

Inspect Disk...

Help

Mo virtual machine selected. Stop Service
Rernowve Server
Refresh

Wiew

Help

Details

Mo item selected.

Displays the Mew Virtual Machine Wizard,
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2. The New Virtual Machine wizard opens. Click “Next” to create a virtual machine with a custom
configuration.
s New ¥irtual Machine Wizard -

[ kl‘ Before YYou Begin
= ;

This wizard helps vou create a virtual machine, You can use virkual machines in place of physical
computers for a variety of uses, ¥ou can use this wizard to configure the virtual machine now, and
wou can change the configuration later using Hyper-¥ Manager.

Specify Mame and Location

Specify Generation
[EERY To create a virkual maching, do one of the fallowing:

Assign Memary
) . « Click Finish to create a virtual machine that is configured with default values.
Configure Networking « Click Next to create a virtual maching with & customn configuration,

Connect Yirtual Hard Disk,
Installation Options

SUrmnaky

[ Do nok show this page again

| Mext = k‘ | Finish | | Cancel |

3. Onthe “Specify Name and Location” page, type an appropriate name. Then select “Store the
virtual machine in a different location” and click “Browse...”.

L™ New Virtual Machine Wizard -
| . .
[ k. Specify Name and Location
i
Before You Begin Choose & name and location Faor this virkual maching,

The name is displayed in Hyper-¥ Manager, We recommend that vou use a name that helps you easily
Specify Generation identify this virbual maching, such as the name of the quest operating syskem or workload,

Assign Mernory Marne: |Windows 10

Configure Metworking ‘ou can create a folder or use an existing Folder to store the virtual machine. IF vou dont select a

Connect Virtual Hard Disk folder, the wirtual machine is skared in the default Folder configured For this server.
Installation Options Store the wirtual machine in a different: location
Summary Locakion: |C:IProgramData'l,MicrosoftIWindows'l,Hyper—\-"l, | | Browse. .. '[,\L

1 IF wou plan to take checkpoints of this virtual machine, select a location that has enough free

space, Checkpoints include virtual machine data and may require a large amount of space,

| = Previous | | Mext > | | Finish | | Cancel
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4. Select the iSCSI drive that we have created to store the virtual machine.

i Select Folder -

a'

(€ (3) = 1 |y ThisPC » v & | | Search This PC 2]
Organize - v @
B Desktop ~ ~
Pictures
4 Downloads

=l Recent places

E Wideos
1M This PC |

J Desktop 4 Digvices and drives (23
oD t

- o wm  Local Disk (C)

4 Downloads .-

U Music = "W 555G free of 03168
=| Pictures QAP _SCE_500G ()
& Videos

- _ S 159 GB frer 0f 49968
i Local Disk (T

—a OMAP_iSCSI_500! 4 Metwork locations (1)
5 Public (3172178 ) Public (8721723200 (2
— I
T4 GB free of 2,68 TB

€l Network hd v
Folder: | OMNAP_iSCSI_5006 (1) |
Select Falder % | Cancel |
5. Click “Next” to proceed.
e Mewr ¥irtual Machine Wizard -

r:h;’ * |'I Specify Name and Location

Before You Begin Choose a name and location For this virtual maching.

The name is displaved in Hyper-Y Manager, We recommend that wou use a name that helps vou easily

Specify Generation identify this virtual maching, such as the name of the guest aperating system or workload.
Assign Memnory Mame: |Windows 10
©onfigure Networking ‘You can create a folder or use an existing Folder to store the virtual machine, IF vou dont select a
Connect Virtual Hard Disk Folder, the wirtual machine is stored in the default Folder configured Faor this server,
Installation Options Store the virtual machine in a different location
Summary Location: |EE| | | Browse. ..

/v, IF vou plan to kake checkpoinks of this virtual machine, select a location that has enough free
space. Checkpoints include wirtual machine data and may require a large amount of space,

< Previous | | Mext = % | Firish | | Cancel
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6. Specify the generation for the virtual machine. Note that you cannot change its generation once a
virtual machine has been created.

LS Mew Virtual Machine Wizard -
| . .
[ kl Specify Generation
= ]
Before You Begin Choose the generation of this virtual machine,
Specify Mame and Location ® Generation 1

Specify Generation This virtual machine gereration pravides the same virkual hardware to the virtual machine as in
previous versions of Hyper-4,

Assign Mernory

Configure Metworking \) Generation 2

This wirtual machine generation provides support For Features such as Secure Boot, SCSI book, and

e Wi (e D PE boot using a standard network adapter, Guest operating syskems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 3,
Surnmary /1. Once a virtual machine has been created, vou cannot change its generation,
| < Previous | | Mexk = V\I\SJ | Firish | | Cancel |

7. Onthe “Assign Memory” page, specify enough memory to start the guest operating system.

LS MNew Yirtual Machine Wizard
| "
[ kl Assign Memory
= §
Before You Begin Specify the amount of memory o allocate to this virtual machine, You can specify an amount from 32

ME through 254202 ME. To improve performance, specify mare than the mininum amount
recommended for the operating syskem,

Specify Generation Startup memory: 2048 | ME

[ Use Cynamic Memory For this virtual machine,

Specify Mame and Location

Configure Metwarking

[6] When vou decide how much memary to assign ta a virtual machine, consider how vou intend to

Couz=cliitialliaidlb=t ~ use the virtual maching and the operating svstem that it will run,

Installation Options

Surnrnary

< Previous | | Mext = %‘ | Finish | | Cancel
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8. On the “Configure Networking” page, connect the virtual machine to the switch you created when
you installed Hyper-V.

[ &If Configure Networking
=~

Before You Begin

New ¥irtual Machine Wizard -

Each new virtual machine includes a netwark adapter, Y¥ou can configure the network adapter ko use a

S SRR puey wirtual switch, or it can remain disconnected.
Specify Generation Connection:  |Mok Connected v
Assign Memory Mok Connected

Configure M ing
Connect Yirtual Hard Disk
Installation Options

Surnmary

| < Previous | | Mext = | | Finish | | Cancel |

In this example Hyper-V built a virtual disk in iSCSI LUN, if you will install the guest operating

system from a DVD or an image file (an .ISO file), choose “Create a virtual hard disk”. Confirm the
size and click “Next>".

R

MNew Yirtual Machine Wizard -

[ Ir Connect Virtual Hard Disk
=

Biefore You Begin A virtual machine requires skorage so that wou can install an operating swstem. You can specify the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties,
Specfy Generation (®) Create a virtual hard disk

ectan FEmERg Use this option to create a YHDY dynamically expanding wirtual hard disk.
Configure Metworking Mame:

Connect Virtual Hard Disk,

Location: |I:'|,Wind0ws 104 Virtual Hard Disks!,

| | Browse. ..
Installation Options 5 6B (Mani 64 T}
ize laximum:
Surnmaty
() Use an existing virtual hard disk
Use this option to attach an existing wirtual hard disk, either YHD or WHDX Format.
I
() attach a virtual hard disk later
Use this option to skip this step now and attach an existing wvirtual hard disk later.
| < Previous | | Mext = %J | Finish | | Cancel
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10. Then click the option that describes the type of media you will use. For example, to use an .iso file,
click “Install an operating system from a bootable CD/DVD" and then specify the path to the .iso

file.
s Newr Virtual Machine Wizard -
| . .

[ *. Installation Options

| =
Before You Begin You can install an operating system now if vou have access to the setup media, or vou can install it

later.
Specify Name and Location
Specify Generation () Install an operating system later
Assign Memory (®) Install an operating system from a bootable CD{DYD-ROM
Configure Networking Media
Connect Yirtual Hard Disk.
Installation Options ®) Image file (iso): |',|'||1;r2,1?,22,44'|Id'||05'|lwmdgw5 10,is0 | | BrOWSE, ..

Surmnmary

() Install an operating system from a bootable Floppy disk

() Install an operating system from a network-based installation server

| < Previous | | et = ﬂs| Firish | | Cancel |

11. On the Summary page, verify your selections and click “Finish”.

™ Mew Virtual Machine Wizard -

[ *.’ Completing the New Virtual Machine Wizard
=S

Before You Beqin You have successfully completed the New virtual Machine Wizard, You are about to create the

following wirkual machine.
Specify Kame and Location J

Specify Generation Eescrplion]
Assign Memory Tame: Sindows 10
e e Generation: Generation 1
) _ Mernory: 2045 ME
Connect Yirtual Hard Disk Network: Inkel(R) Ethernet Contraller $540-AT2 - Yirtual Switch
Installation Options Hard Disk: Lwindows 100virkual Hard Disksywindows 10.vhdx (WHD¥, dynamically expandir
S Operating Systerm: Wil be installed fram 111721722, 441d, 05\ windows 10.isa
< m >

To create the virtual machine and close the wizard, click Finish,

o ] [
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12. From Hyper-V Manager, right-click the name of the virtual machine and click “Connect...”. The
virtual machine starts, searches the startup devices, and loads the installation package. Proceed
through the installation.

File Action ‘iew Help

&= n[z |
53 Hyper-¥ Manager | Actions I
Ha win-1I6LA52E1FE Virtual Machines N

: me State CPU Usage Assigned Memory Uptime Stats Mewr N
1] [nli3
Settings... k Y| Hyper- Settings...
Start T Wirtual Switch Ma...
< | el el T 51 | e virtual S8N Mana..
n A Edit Disk.,
Checkpoints Mave... [&)] i
Expart. E Inspect Disk...
Renarme... has na checkpoints. (m) Stop Service
Delete... 75 Remave Server =
Enable Replication.. T4 Refresh
Help Wiew 3
Help
Windows 10 | Windows 10~
é Connect..,
Created: 10A15/2015 21747 PM Clustered: Mo - .
24 Settings.
Yersion: 50
Generation: 1 0 Start
Notes: Mone §3 Checkpoint
= Move
el Export..
Summary | bdemary | Metworking I Fieplication | = Rename.. -

Launches the Yirtual Machine Connection application,
13. Open the Windows Explorer and click the iSCSI drive to view all the installation files or files
created on the VM.
NIiER-|

Home Share Wiewy

© = 0L > ThisPC » QNAPISCS_S00G (1) » “Windows 10 v & | | SearchWindows 10

s
< Favorites Mame Date modified Type Size

B Desktop . Wirtual Hard Disks 10157205 277 P File folder
& Downloads . Wirtual Machines 10/15/2015 217 P File folder
<E_—-ﬂ Recent places

18 This PC
g Desktop
| Docurnents
8 Downloads
W Music
(] Pictures
B Videos
&, Local Disk (C:)
o QMAP_ISCSI_500G (|
S Public 0\172.17.23.2

f! Metuork

2 itemns

©2017 QNAP Systems, Inc. All Rights Reserved. 48



QNAP

Appendix

I. Optimize network performance

TIPS : Different brands,network adapter models may need different optimization, the effect may
not be the same, here to Intel X540 network card as an example.

1. Open Device Manager, right-click the Data-port where the card, press the "Properties".

= Device Manager
File Action View Help

&= = HmE 8 @&S

]

4 g2 HY
- 1M Computer
b =y Disk drives
L. Display adapters
L% Human Interface Devices
g |DE ATAJATAPI controllers
Keyboards
j-f!, Mice and other pointing devices
| Monitors
L MNetwork adapters
&F Hyper-V Virtual Ethernet Adapter #2
¥ Hyper-V Virtual Ethernet Adapter #4
l‘-'." Intel(R) 82399 10 Gigabit Dual Port Metwork Connection
l‘-'." Intel(R) 282399 10 Gigabit Dual Port Metwork Connection #2
'-'-." Intel(R) Ethernet Controller X540-4AT7
¥ Intel(R) Ethernet Controller X540 Update Driver Software...
¥ |ntel(R) Ethernet Controller X534( Disable
EF |ntel(R) Ethernet Controller X540

b = W W v VW

= Uninstall
b "77 Ports (COM & LPT)
I o= Print queues Scan for hardware changes
B n Processors Properties

- 45 Storage controllers
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2. Click the "Advanced" page, in "Settings" to find the "Jumbo Packet" item and modify the value to
9000 or 9014 bytes.

oM Computer

I

[ v S

= Disk drives

R Display adapters
EC}". Human Interface Devid
g IDE ATASATAPI contrg
== Keyboards
ﬂ Mice and cther pointin

[ ™

o
C

Menitors
Metwork adapters

Hyper-V Virtual Eth
Hyper-V Virtual Eth
Intel(R) 8239310 G
Intel(R) 8239310 G
Intel(R) Ethernet C
Intel(R) Ethernet C
Intel(R) Ethernet C

Intel(R) Ethernet C

:é Dhimn cnimim Bl oy o g im gm
: : : Intel(R) Ethernet Controller X540-AT2 Properties -
File Action View Help
@ $ D il | | Teaming | VLAN= | Boot Options I Driver | Dietails | Everts | Resources
General | Link Speed | Advanced | Power Management | Data Center
4 = HVO

( inter) Advanced Adapter Settings

Profile: | Storage + Virtualization W |

Settings: Yalue:

Intermupt Moderation ~ || | 9014 Bytes W
T — Disabled

Large Send Offload V2 (IPv4) 4083 E
Large Send Offload V2 (IPv6) T ‘35
Locally Administered Address =
Log Link State Event

M =rvirmum blumbar of BES Proccccnm

< m > | Use Defautt |

Jumbo Packet

Enables Jumbo Packet capability for TCRIP packets. In situations
where large packetz make up the majerity of traffic and
additional latency can be tolerated, Jumbo Packetz can reduce
CPU utilization and improve wire efficiency.

Loembim Ommlemtem mps loepmmrdbhon mtomdaed Cdboemat fempmeam saibish

3. Click "Interrupt Moderation", and modify the value to Disabled. (This step is optional, if your card

is Intel X550, it is recommended to the default value).

=

File

Action

&= | E HE S

I H W]

View Help

[ A -

& Display adapters
&‘ﬁ'. Human Interface Devig
g IDEATAJATAPI contrg
ZZ Keyboards
ﬂ Mice and other pointin

L

o
il

4 g5 HVOT
- /M Computer
—a Disk drives

Monitors
Metwork adapters

Hyper-V Virtual Eth
Hyper-V Virtual Eth
Intel(R) 8239910 G
Intel(R) 8259910 G
Intel(R) Ethernet
Intel(R) Ethernet C
Intel(R) Ethernet
Intel(R) Ethernet

Intel(R) Ethernet Controller X540-AT2 Properties -

Teaming | WVLANs I Boot Options I Driver | Details I Events I Resources

General | Link Speed | Advanced | Power Management I Data Center

( intE| Advanced Adapter Settings

Profile: | Storage + Virttualization W |

Settings: Value:

Header Data Split ~ | | Disabled W
| Intemupt I'H'Ioderatinn :

Jumbo Packet sa
Large Send Offload V2 {|Pv4) e L
Large Send Offload V2 {IPvE)
Locally Administered Address

Lan Linle Stata Ewant

< m > | Use Default |

Imterupt Moderation
Allows the adapter to moderate interrupts.

When a packet arrives, the adapter generates an interrupt,
which allows the driver to handle the packet. At greater link

speeds, more interrupts are created, and CPU utilization also
H Thi I’y H 4. £ JE0
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Click "Performance Options", then press the "Properties" button on the right, turn off "Interrupt

Moderation Rate" . (This step is optional, if your card is Intel X550, it is recommended to leave the
default.)
E Chiimn on imim B o m om g mi i
: : : Intel(R) Ethernet Controller X540-AT2 Properties -
File Action View Help
Vi = =] il | Teaming | VLANs | Boot Cptions | Driver | Details | Events | Resources
- General | Link Speed | Advanced | Power Management | Data Center
4 g= HVDT
[ 1M Computer . p
by Disk drives ( |ntE| Advanced Adapter Settings
[ & Display adapters
I E‘E} Hurnan Interface Devid Profile: |5tmage + Virtualization V|
I g |IDEATASATAPI contrg
22 Keyboards Settings:
I ﬂ Mice and other pointif Madmum Mumber of RS5 Processors | . | Properties
& Moni Madmum Mumber of R55 Queues
I & Monitors Cffloading Options
4 EF Network adapters Packet F'rinﬁ' & VLAN
= G Peformance Options
% HyperVVitual Bt g red NUMA node =
LF Hyper-V Virtual Eth Dlaraises Cids Cmalina
¥ Intel(R) 82599 10 G < i ;
‘.'-." Intel(F) 82593 10 G Performance Options
" Intel(R) Ethernet C Configures the adapter to use settings that can improve adapter
‘-'-." Intel(R) Ethernet C performance.
LF Intel(R) Ethernet C
¥ Intel(R) Ethernet C
_E Thimacnime Bl o o n e
Fle At Vi el Intel(R) Ethernet Controller X540-ATZ2 Properties =
ile ion iew elp
&= El ! Performance Options -
4 ‘Eﬂ HVO1 Settings: Value:

[ (M Computer

b Disk drives

B Display adapters

l':iﬁ Human Interface Devig

g |IDE ATASATAPI contro

= Keyboards

ﬂ Mice and other pointin

A Monitors

LF Metwork adapters
LF Hyper-V Virtual Eth
LF Hyper-V Virtual Eth
LF Intel(R) 8258910 G
LF Intel(R) 8258910 G
2 Intel(R) Ethernet C
L¥ Intel(R) Ethernet C
L¥ Intel(R) Ethernet C
LF Intel(R) Ethernet C

b = = = = = =

Flow Contral

Low Latency Interrupts
Receive Buffers
Transmit Buffers

Interrupt Moderation Rate

This =&tz the rate at which the controller moderates or delays the
generation of interruptz making it possible to optimize network ~
throughput and CPU utilization. The Adaptive setting adjusts the
interrupt rates dynamically depending on traffic tvpe and network
uzage. Choosing a different 2etting may improve network and

system performance in certain configurations.

Without interrupt mederation, CPU utilization increases at higher v
data rates because the system must handle a larger number of

oK | | Cancel |
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5. Open Windows PowerShell, enter "netsh int tcp set supplemental datacenter", until the screen
shows OK.

ey Select Administrator; Windows PowerShell \;‘i-

W1 ndows Powe =
14 Microsoft Corporation. A11 rights reserwed.

Ldmini strator: netsh int tcp set supplemental datacenter

dministrator: _
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II. Recommended updates and hotfixes for Windows Server

We recommend the following hotfixes that offer reliability and performance enhancements and protect
against security vulnerabilities of the Windows Server. You may choose to install these hotfixes manually
or automatically. The updates and hotfixes are organized by operating system version.

Windows Server 2012 R2:

Run the Windows Server 2012 R2 Update. For more information, see the Microsoft TechNet website at
https://technet.microsoft.com/en-us/library/dn645472.aspx

Windows Server 2012:

Hotfix Importance Description
2796995 Recommended Offloaded Data Transfers fail on a computer that
is running Windows 8 or Windows Server 2012.

Windows Server 2008 R2 SP1:

Hotfix Importance Description

2528357 Required Nonpaged pool leak when you disable and
enable some storage controllers in Windows
Vista, in Windows 7, in Windows Server 2008 or
in Windows Server 2008 R2.

2684681 Required Iscsicpl.exe process stops responding when you
try to reconnect a storage device to a computer
that is running Windows Vista, Windows Server
2008, Windows 7, or Windows Server 2008 R2.
2754704 Required A hotfix is available that provides a mechanism
for DSM to notify MPIO that a particular path is
back to online in Windows Server 2008 and
Windows Server 2008 R2.

Windows Server 2008 R2:

Hotfix Importance Description

979711 Required Stop error message on a computer that is
running Windows 7 or Windows Server 2008 R2
and that has iSCSI storage: "0x0000000A"
2520235 Recommended "0x0000009E" Stop error when you add an
extra storage disk to a failover cluster in
Windows Server 2008 R2.

2522766 Required The MPIO driver fails over all paths incorrectly
when a transient single failure occurs in
Windows Server 2008 or in Windows Server
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2008 R2.

2528357

Required

Nonpaged pool leak when you disable and
enable some storage controllers in Windows
Vista, in Windows 7, in Windows Server 2008 or
in Windows Server 2008 R2.

2684681

Required

Iscsicpl.exe process stops responding when you
try to reconnect a storage device to a computer
that is running Windows Vista, Windows Server
2008, Windows 7, or Windows Server 2008 R2.

2718576

Required

MPIO disk is removed unexpectedly when a
PR_IN command fails in a Windows Server 2008
R2 environment.

2754704

Required

A hotfix is available that provides a mechanism
for DSM to notify MPIO that a particular path is
back to online in Windows Server 2008 and
Windows Server 2008 R2.

Windows Server 2008:

Hotfix

Importance

Description

2684681

Required

Iscsicpl.exe process stops responding when you
try to reconnect a storage device to a computer
that is running Windows Vista, Windows Server
2008, Windows 7, or Windows Server 2008 R2.

2754704

Required

A hotfix is available that provides a mechanism
for DSM to notify MPIO that a particular path is
back to online in Windows Server 2008 and
Windows Server 2008 R2.

Windows Server 2003 (and Windows Server 2003 R2) SP2:

Hotfix

Importance

Description

945119

Required

Stop error that is related to the Storport.sys
driver on a Windows Server 2003-based
computer: "0x000000D1 (parameterl,
parameter2, parameter3, parameter4)
DRIVER_IRQL_NOT_LESS_OR_EQUAL"

982109

Required

Access to an MPIO-controlled storage device fails
after you disconnect all data cables in Windows
Server 2003.
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II1. Optimize MPIO high availability fault tolerance timer

1. Press the keyboard Windows key + R button, enter regedit.

Type the narme of a program, folder, docurment, or Internet
resource, and Windowes will open it for you,

v

'@' This task will be created with administrative privileges,

Cancel Browse...

2. In"HKEY_LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Services\Disk"path, find "TimeOutValue",
click the right mouse button, then press Modify.

File Edit ‘iew Favorites Help

Marme Type Data

ab] (Default) REG_SZ {walue nat set)
f_'ﬂAutoRunAlwaysDisable REG_MULTI_SZ Brother RemovableDiski{ll)
f_?jDispIayName REG_SZ @disk.inf,¥%disk_ServiceDescaDisk Driv
#ie|ErrorCantrol REG_DWYORD 000000001 (1)

b Group REG_ST

f,‘_'jlmagePath REG_EXPAMD_SZ SysternI2drivershdisk.sys
ab| Oyyners REG_MULTI_SZ disk.inf

o) Start REG_DWYORD 000000000 (0

T Timeoutialue REG_DWYORD 00000003 {60h
000000001 1)

B L CryptSec
|>_L. DCLocatar Modify...

|>_L, Decomlaunch Maodify Binary Data..,
|>_L, defragswc

|>_L, DevicefssociationService

Delete

Renarme

|>_L, Devicelnstall
|>_L, Dfsc
b-. Dhep

P L dot3swe
bl DPS

o drmkaud
b <0 DsmBec
L DHGEmI
- Ly eliexpress
|>_L, Eaphost

Loelda,

Compute\HEKEY_LOCAL_MACHIMNENSYSTEMACurrentControlSeth Serviceshdisk
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3. Click on the right Decimal option, and then enter the value on the left.
|| =v|ImageHath REL_EAPANL b

Edit DWORD (32-bity Walue

Yalue name:

| Timeoutt alue

Yalue data; Baze
|E|:| | () Hexadecimal
(®) Decimal
| k. | | Cancel

4. Follow the instructions on the next page to modify the value of other registry keys.

o

Registry Editar

File Edit ‘iew Favorites Help
b )l LSI_SAS3
b )l LSI_SSS

Bl LS

o luafe

bl rnegasas

bl rnegasr

- L mled_bus

- mibdethe?

bl MMCSS

----- , Modern

|> . maonitar

[~ mouclass

l> . maouhid

. mountmgr

J mpio

. DeviceldDatabase
 Enum

. Pararneters

) mpsdry

) MpsSec

 mrxsmb

; mrsmb10

) mrsmba0

- . MsBridge

- msdsm

, MSDTC

 MSDTC Bridge 3.0.0.0
- . MSDTC Bridge 4.0.0.0

(X

T T T

£

Mame

ab] (Default)

24| DiskPathCheckDisabled
4] DiskPathChe ckintenval
74| FlushHealthinterval

‘.’.'cﬂ GatherHealthStats

| PathRecoverylntersal

Wie| PathierifyEnabled
‘.’.'.%]PDORemovePeriod
ﬁ'ﬂRetr}-’Count

| Retrylnterval

<

no]UseCustomPathRecover}-’...

Type
REG_SZ
REG_DW/QORD
REG_DWYQRD
REG_DWYQRD
REG_DWYQRD
REG_DWORD
REG_DWYQRD
REG_DWYQRD
REG_DWYQRD
REG_DWYQRD
REG_DWYQRD
REG_DWYQRD

Data

{walue not set)
(00000000 (0
C:0000000a {100
000000520 (1440
000000001 (1)
(00000028 (40
00000001 e (300
000000000 {0
000000014 (200
000000003 (3)
000000001 (1)
000000000 {0

ComputeryHKEY_LOCAL_MACHINEVSYSTEM\ CurrentControlSethServices\mpiotPararmeters
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TIPS : Proposed modification of the registry keys

Registry Entries for SCSI Miniport Drivers

Path : HKLM\SYSTEM\CurrentControlSet\Services\Disk

Value Name : TimeOutValue

Description : Timeout (seconds) after the disk is offline.
Default Value : 60

Recommended Value : 60 ~ or adjust as necessary

Range: 1~255

Microsoft iSCSI Initiator Driver Timers
Path : HKLM\SYSTEM\CurrentControlSet\Control\Class\

{4D36E97B-E325-11CE-BFC1-08002BE10318}\0001\Parameters

Value Name : DelayBetweenReconnect

Description : When the connection is interrupted, the iSCSI driver attempts to reconnect, log in. Modify
this value to adjust the reconnect interval (seconds).

Default Value : 5

Recommended Value : 10

Value Name : LinkDownTime

Description : An I/O request sent, the maximum time to wait (seconds), only to determine the
connection is interrupted, and then re-connected again.

Default Value : 15
Recommended Value : 300

(Continued on next page)
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TIPS : Proposed modification of the registry keys(Continued on the previous page)
Value Name : MaxRequestHoldTime

Description : An I/O request sent out found that the target is lost, the maximum time to wait (seconds),
and then reconnect.

Default Value : 60

Recommended Value : 300

Value Name : SrbTimeoutDelta

Description : The system disk driver (such as disk.sys) does not take into account the network

latency when deciding on a transmission timeout. This value provides a reference time (in
seconds) for network timeouts to these disk drivers.

Default Value : 15

Recommended Value : 300

Microsoft Multipath 1/0 (MPIO) Timers

Path : HKLM\SYSTEM\CurrentControlSet\Services\mpio\Parameters

Value Name : PathVerificationPeriod
Description : Indicate the time period (in seconds) that MPIO performs path validation.
Default Value : 30

Recommended Value : 30 ~ or adjust as necessary

Value Name : PDORemovePeriod

Description : The amount of time (in seconds) that the MPIO LUN remains in system memory,
even if all device paths fail. When this time is exceeded, the 1/0O operation will fail and the

system will no longer attempt to recover the connection path and inform the application that 1/0O
has failed.

Default Value : 20
Recommended Value : 600
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TIPS : Proposed modification of the registry keys(Continued on the previous page)
Value Name : RetryCount

Description : The number of times that DSM (device-specific modules) must retry when it
determines that an | / O request has failed.

Default Value : 3

Recommended Value : 3 ~ or adjust as necessary

Value Name : Retrylnterval

Description : Indicate the time interval (in seconds) that must be retried when DSM (device-
specific modules) determines that an 1/O request has failed, -

Default Value : 1

Recommended Value : 1 - or adjust as necessary
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