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Notices

This user manual provides detailed instructions of using the QNAP Enterprise Storage NAS. Please

read carefully and start to enjoy the powerful functions of the Enterprise Storage NAS.

e The QNAP Enterprise Storage NAS is hereafter referred to as the ES NAS or the NAS.
e This manual provides the description of all the functions of the ES NAS. The product you
purchased may not support certain functions dedicated to specific models.

Legal Notices

All the features, functionality, and other product specifications are subject to change without prior
notice or obligation. Information contained herein is subject to change without notice. QNAP and
the QNAP logo are trademarks of QNAP Systems, Inc. All other brands and product names referred
to are trademarks of their respective holders. Further, the ® or ™ symbols are not used in the text.

Disclaimer

Information in this document is provided in connection with QNAP® products. No license, express or
implied, by estoppels or otherwise, to any intellectual property rights is granted by this document.
Except as provided in QNAP's terms and conditions of sale for such products, QNAP Assumes no
liability whatsoever, and QNAP disclaims any express or implied warranty, relating to sale and/or
use of QNAP products including liability or warranties relating to fitness for a particular purpose,

merchantability, or infringement of any patent, copyright or other intellectual property right.
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NFS Introduction

Network File System (NFS) is a distributed file system protocol that allows remote applications on

other computers to access files over a network similar to how local storage is accessed. With NFS, you
can bring the resources of the ES NAS to client platforms, providing the advantages of system-managed
and high-performance storage, file access security, and centralized data access with the option of data
encryption.

The following figure illustrates the client-server relationship in an NFS environment. Using NFS, the
client can mount all or part of the remote file system and make it appear as part of the local file system.
From there the client user can create, delete, read, write, and treat the NFS server-located files as part of
the workstation’s own file system. On NFS Client 1, /home/data/SrvShared is the directory in the local

client file system where the shared folder. /share/SrvShared, is to be mounted.

Metwork

Metwaork

MFS Sené.édr share
Jshare/SrvShared/ directory

-~ ~

Tw[¥ (¥
- o
X S
MNFS Client 1 MFS Client 2
mount /share/SrvShared/ mount /share/SrvShared/
into /home/data/SrvShared/ into /mnt/nfs/SrvShared/
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Use NFS Datastore in a vSphere Environment

Since NFS is file-level storage, an NFS Datastore is ideal storage for file-level resource sharing. To use
NFS as a shared repository, create a directory on the NFS server (i.e. ES NAS) and then mount it as a
datastore on all hosts. The following diagram illustrates the deployment of NFA storage in a vSphere

environment.

ESXi Host

10.10.10.132 10.10.20.132
10.10.10.0/24 10.10.20.0/24
VLAN1 Switch VLANZ2

[

10.10.10.111

10.10.10.112

10.10.20.112
SCB

10.10.20.111

SCA
ES 1640dc

Note:
For better performance, a gigabit Ethernet adapter that transmits 1000 megabits per second

(Mbps) is recommended for connection.
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Preparation for Installation

We have learned that each of VMware hosts is able to connect to the ES NAS via NFS. And it allows you
to mount an NFS volume and use it as if it were a Virtual Machine File System (VMFS) datastore, a
special high-performance file system format that is optimized for storing virtual machines.

° Storage Device: QNAP ES NAS series with QES 1.1.4 (NAS operating system) or later.

o vSphere ESXi Host: VMware ESXi 6.0.

° IP Addressing: Static IP addresses are recommended for both ESXi host and the ES NAS.

IP Addresses
Server Host Network Settings
Role IP Description
ESXi server A 172.17.23.116 VMware ESXi host
Data Network 1 10.10.10.132 10G Data port in ESXi host
Data Network 2 10.10.20.132 10G Data port in ESXi host
Table 1
ES1640dc v2 Network Settings
Setting Value Description
SCA Management IP 172.17.23.111 Management IP of controller A
SCA Ethernetl IP 10.10.10.111 Data port 1 IP of controller A
SCA Ethernet2 IP 10.10.20.111 Data port 2 IP of controller A
SCB Management IP 172.17.23.112 Management IP of controller B
SCB Ethernetl IP 10.10.10.112 Data port 1 IP of controller B
SCB Ethernet2 IP 10.10.20.112 Data port 2 IP of controller B
Table 2
ES1640dc v2 Storage Settings
Setting Value Description
Pool at SCB Pool2 RAID6 pool at controller B
NFS shared at Pool2 SharedFolderTest NFS Server is “10.10.10.112”
Folder path is “share/SharedFolderTest”
Table 3

©2017 QNAP Systems, Inc. All Rights Reserved.



Confirmation before Configuration

e All data ports, from ESXi host and ES NAS, should be in the same subnet.
e Available pools must be built before configuring NFS Share on ES NAS. Regarding creating a storage pool,

see”Network and Storage Settings of ES NAS High-Availability Network Storage Services”.

Configure NFS Host Access Permissions

Please follow this procedure to configure the shared folder permissions for NFS host access.

Step1:  Go to “Storage Manager” > “Storage Space”, select the owning controller and the storage pool
on which the shared folder was created, and then select the shared folder.

(In this example, "Storage Space” > “Pool2” > “SharedFolderTest”.)

A | TR-ES1640dcv2 (%) control Panel (% || 85 Storage Mana.. %

DASHBOARD Storage Pool List - Total 2 Pool{s) Create v] Actions v]

E = Controlier A (SCA) H Controller Caparity Allocated Free Size Dedup Saving

anl Utilization L poolt H pool2 SCB 866.33 GB 3.35 GB 862,98 GB 0.0 % ¥ Ready

E wm Controller B (SCB)

| = Storage Space I H
Name/alias Capacity Thin

IEITEST 866,00 GB 160,00 KB Yes v Ready @0
R 866.00 GB 208.00 KB Yes v Ready @0
866.00 GB 160.00 KB Yes (W Ready ®: 0
sharez. 866.00 GB 160,00 KB Yes (v Ready i\ g
testworm L 866.00 GB 75.10 MB Yes ¥ Ready @0
testworm2 866.00 GB 75.10 MB Yes ¥ Ready o]

ISCSI LUN of Storage Pool pool2

Name/alias Capacity Allocated Thin £ Snapshot

oechan 100.00 GB 3.20 GB Yes ¥ Ready O]

https:/f17217.23.111 /e gi-bin/#
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Step 2:  Click “Permissions” in Shared Folder Manager.

Shared Foldar Managar

Permissions Snapshot = Actions =
rame/alias Capacity Free Size Thin 55D Cache compression 5. Status
SharedFolderT. 966,00 GB 866.00 GB ves Enabled 0.0% ¥ Ready

W Used: 0% M Allocated: 0 % | Alert: Disabled

Close
. " 3 3 ”n " ”n
Step 3: Select permission type” > “NFS host access”.
Shared Folder
sSelect permission typef|l |NFS host access 7
Edit the NFS permissiofls. Users and groups permission
Ea— NFS host access
Microsoft Netwaorking host access Stwde sh
~JESXi-NFS = =tughic share.
_JIEITEST MNetwork share name: SharedFolderTest
_J3ackhebefolder ¥ Support NFSv4 ACL Inheritance
_1lackhebe_Folder
—HFS-NEW Enahle Map_Root and Map_all
_Raw-& User: Group:
) SharedFolderTest
~Jhan v
_Jiavhuang . =
_livzhao
leeshare Access right: Deny access N
~michael
“Jmichaelyu11o
Jguan Create Host
) s1bkbk
~sharel Alias Descripti.. 1Pw4 IPvE Metwork ... ISCSIIQN  Operatin..
RN e
g - 10.10.10. -
Apply Close

Step 4:  “Access right” > “No limit”, select desired host and click “Apply” > “Close”.

Shared Folder
Select permission type:  NFS host access 7
Edit the NFS permissions.
Shares
~ES¥i-NFS - =
_JIEITEST
_1lackhehe_Folder 'Nn imit i
~ NFS-NEW all hosts can accesgit.
Read only
_JRaw-A Create Host | o
_15haredFolderTest i 7 P Sy aceess 3
1 alias Descripth etwork ISCSIIQN  Operatin,
“Jhan
_liayhuang 7 10.10.10,
[ g | 10.1020.
_liyzhao
“Jleeshare I demo ign. 1991
_Imichael =
4l 5-h1-0 ign.1998
_michaelyul10 n A
—aquan =] trainer-c2 10.10.10
“s1bkbk 10.10.20
“jsharel Mote: Please make sure the format you enter is correct. An incorrect format can lead
Vb T to access error.
I Apply I Close
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Add a NFS Datastore in vSphere Client

Step 1:  Loginto vCenter, select the ESXi host on which you want to add the datastore. Then go to

”

“Configuration” > “Storage”, and select “Add Storage

B rBIm
& [y Primeste
E § 1rsas
B bk-Vesam-Server

B han-test
& psmal Datastores s Dentell adiStorae. [Rescn s
@ pepde Terofcaton e Tenes B EI T Hamazes | SweloCond | Hrdeare Acoderabn B
g :;:r:n B ceoghangent? Momd QAP ECSIDisk.. HorSSD 075G 49806E WFSS  GZ4NITI04S36AM  Ensbled Dissbled Suppurted
& g B eSS feado. Momd 10602218 sha. Unknown 42078 3E9TB WS B[24Z017 04359 M  Enabled Dissbled Hot supported
B trainer-cl (1P_debu B uscs Momd QAP ECSIDisk.. HorSSD 40TS@ 490G WESS G417 04536 MM Ensbled Dissbled Suppurted
B traner2 B s Momd 101010110 jsh. Unknown M@ 000G WS B[24Z017 04535 4 Enbled Dissbled Hot supported
sebverced Settings B henest Momd QAP ECSIDisk.. HorSSD OTS@  8.93GE WESS G417 1045:36AM  Ensbed Dissbled Suppurted
o - B soedms Momd QAP ECSIDisk.. HorSSD 975G  SA0GE WFSS  BZ4NITI04S36AM  Ensbled Dissbled Suppurted _
B soshantest Lert P CSIDisk . oS0 975G 469G WFSS  GZ420I7I04S36AM  Ensbled Diszbled Sipprted B

jackhebestoe Momd QAP ECSIDisk... NomSSD 497563 498065 WSS EZ4I7 104536 AM  Enabled Diszbled Suppurted

3AAAAAARSCAIACAIIIIARD
g
2

8
Licensed Fezures B s QNP BOSIDisk .. Hon-S5D 997563 S80GE WSS G/Z4/2017 10456 MM Ensbled Disabled Supported
—— B jmeng Bert QAP 5CSIDisk ... Mom-S5D 9%975GE  S79GE WSS BI24/2017 1045364 Enabled Disabled Supported
—_ B e Momd  QMAPBCSIDisk... Mon-SD 475GE  405GE WFSS  BIZ4/2017 1045364 Enabled Disabled Supported

B michaekyang Momd  QMAPBCSIDisk... Mon-SD 4975G3  49.80GE VPSS B/24/2017 10:45:364M  Enabled Disabled Supported

B8 &= IE Womsi  TAT2ANITAR. Unkoawn i L) B2 5TAM D ko

a Hormdl Local ATADisk (t...  Mon-S5D) 18118 LETTE WSS Bf24[2017 10:43:59 M Enabled Disabled Uninowin

] Momd  QMAPBCSIDisk... Mon-SD 4975G3  49.80GE VPSS B/24/2017 10:45:364M  Enabled Disabled Supported

] Momd  QMAPBCSIDisk... Mon-SD 4975G3  49.80GE VPSS B/24/2017 10:45:364M  Enabled Disabled Supported

B manea Ml PRSI s TWATSE EITIGR WSS ADAGIITISGSIM  Frabed bl Srnnred -
Hast Cache Canfigura y

Datastore Details: Propest

£ Feservaton

advanced Settrgs
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Step 2:  Select “Network File System” and click “Next”.

& Add Storage =108 -

Select Storage Type
Specify if vou want ko Format a new volume or use a shared Folder over the network,

[E NAS Storage Type
Metwork, File System
' n
Ready to Complete Lt Uk

Create a datastore on a Fibre Channel, i3C3I, or local 5231 disk, or mount an existing YMFS volume,

* Network File System
Choose this option if wou want to create a Metwork File Syskem,

< Back Mext = [ I Cancel |
Y

10
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Step 3:  Server: Enter the data port’s IP of the storage controller on the ES NAS.
Folder: Enter the shared folder’s path.

Datastore Name: Give a name for this NFS share.
(Regarding Server IP/Folder settings, see the previous “IP Addresses” section for reference)

%) Add Storage — = -

Locate Metwork File System
‘“Which shared Folder will be used as a v3phere datastore?

E NAS Properties
Metwork File System
Feady to Complete

Server: |10.10.10.112

Examples: nas, nas.it.com, 192,168.0.1 or
RSN 2A 8 EEEE9A4C AR

Falder: |Isharep’5haredFoIderTest

Example: fvolsfvoldfdatastore-001

[ Mount MFS read only

i If a datastore already exists in the datacenter For this MF3 share and vou intend
“ toconfigure the same datastore on new hosts, make sure that vou enter the
same input data (Server and Folder) that wou used for the original datastore,
Different input data would mean different datastores even if the underlying NFS
storage is the same,

Dakaskare Mame

|QN.¢\P-SharedFuIderTest|

< Back Mext = I Cancel |

11
©2017 QNAP Systems, Inc. All Rights Reserved.



QNAP

Step4:  Confirm your settings and click “Finish”.

@ Add Storage

Metwork File System
The following network file system will be added as a shared YMFS datastore

NAS

Ready to Complete Review this surnmary and click Finish,
Server! 10.10.10.112
Folder: IsharefsharedFolder Test

Wolume Label:  QHAP-SharedFolderTest

< Back | Finish I Cancel |

Step 5:  NFS datastore is added and shown on the list.

172.17.23.116 ¥YMware ESXi, 5.5.0, 3248547

Hardware View: |Datastores Devices
Processars Datastores
Meriary Tdentification | Status Device Drive Type Capadiy Free | Type Last Update Blarm Actions Storage 1jo Contral Hardware Acceleration
v Storage B isci adams @ Mormal  QNAPISCSIDisk .. Mon-S3D 297568 90.80GD WMFSS  G/24/2017 104536 A Enabled Disabled Supparted
Networking B iscshantest & Aert QHAPISCST Disk .., ManS50 497568 469GD WMFSS /242017 10:45:36 M Enabled Disabled Supparted
Storage Adapters @ jockhebestor @ Hormal OQMNAPISCSI Disk ... Mon-SSD 4975GE  48.30GB WMFSS  B/24/2017 10:45:36 AM  Enabled Disabled Supported
Metwark Adapters 8 javisci @& Mormal QAP ISCSI Disk ... Mon-SSD 99.75GE  9B.B0GE WMFSS  B[24/2017 10:45:36 AM  Encbled Disabled Supported
Advanced Settings B jnwang & Alert QAR ISCSI Disk ... Mon-SSD 99,75 GB 8.79GB WMFSS /242017 10:45:36 AM  Enabled Disabled Supported
Pt Mansgsment B e @ Mormal  QNAPISCSIDisk .. Mon-S3D 47568 4.05GB WMFSS Enabled Disabled Supparted
& michasigiang @ Mormal  QHAPISCSIDisk.. Mon-S3D 497568 45.80GE WMFSS Enabled Disabled Supported
Software B AOFIHANGDENG (ha. @ Womsl Q7220277 Unknown Lz WA WA SN IOINEIAM  Enabied Disabled Lniaon
P = ool ekl e oo e A il sn e cealied i L
Time o TR QHAP-SharedFolderTest @ Mormsl  10.10,10,1121/sh..  Unknown 59440GB  64.40GB NFS 5/24/2017 11:42:59 AM__ Enabled Disabled WMot supported l
oS endicti Tuan o ; T oD Tl B e 81} WS =TT o o e e
ey 8 st @ Mormal  QMAPISCSIDisk.. Mon-SSD 49.75GE  48.80GE WMFSS Enabled Disabled Supported
@ vmlunpasu) @ Hormal GQNAPISCSI Disk ... Mon-SSD 1,023,756 637.70GE WMFSS  8/24/2017 11:42:59 AM  Enabled Disabled Supported
Pawer Managsment B vmwarswebplugin @ Marmal QAR ISCSI Disk ... Mon-SSD 197566 18.85GB WMFSS  B/24/2017 10:45:36 AM  Enabled Disabled Supported
virtual Machine Startup/Shutdown B welinwang & Hormal 10,10,10,111 sk Urknown 63496 GE  680.15GB NFS G24[2017 11:42:59 AW Enabled Disabled Mot supparted
wirtual Machine Swapfile Location & wb @ Mormel  QNAPISCSIDisk ... MNoreSSD 6.75GB SO5GE WMESS 6242017 10:45:36 AM  Enabled Disabled Supported
Security Profile
Host Cache Configuration _
Datastore Details
System Resaurce Reservation
figent YM Settings
Advanced Settings

12
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Add an NFS Datastore in vSphere Web Client 6.0

Step1:  Loginto vSphere Web Client, select the ESXi host on which you want to add the datastore.

Then go to “Related Objects” > “Datastores”, and select “Create a new datastore” icon.

vmware" vSphere Web Cliel

51 bl-Veeam-Server
1 han-test

5 ps-mail

& ps-prc

{0 ps-sim

B ps-ve

3 ps-r

(p trainer-c2

(G trainer-ct (JP_delug_

Navigator X | [ 1724723116 | Actons ~
4 Home (ol Getting Starfed  Summary  Monitor Managal lated Objects \I
|8 |@ 8 @ ; g - .
BTN [ Top Level Objects | Virtual Machines ‘ VM Templates in Folders ‘wﬁppa ‘ Networks ‘ Distributed s\wtcneslnalasm.es |
~ [I Primesite

& @ ¢ B @ | Gacons -

Name 1 | stats Trpe Datastors Cluster Capacity
B dengzhang2017 © Normal VMFS5 4075 68
3 ESFAE-FS(read only) @ Normal NFS 3 4278

B3 ESxi-NFS @ MNormal NFS 3 300 GB
B Esxi_iscs! @ MNormal YMFS5 49975 6B
B hantest @ Normal YMFSS 9.75 68
B isci adams © Normal YMFSS 9975 68
EJ isvsinantest o Alert YMFSS 4975 68
3 jackhebestor © Normal YMFSS 49.75 68
B jayisci @ MNormal VMFS5 9875 GB
3 jinwang @ Alert VMFS5 0875 6B
e © MNormal VMFS5 475 68
B3 michaelgiang © Normal YMFS5 4075 68
[ PETZHANGDENG (unmoun... | @ Normal NFS 3 685.26 6B
B ps-htndd © Mormal YMFSS 181 T8
B quan @ Normal YMFSS 4075 68
Bt © Normal YMFSS 4875 68
B vm-lungeasu) @ Normal YMFSS 102375 GB
B3 vmwarewebnlugin © Normal YMFSS 19.75 68
B weijinwang @ Normal NFS 3 684 86 GB
B uib © MNormal VMFS5 675 GB
L.

Free
48.8 6B
389 TB
300 GB
4988 OB
8.89 6B
98.8 6B
489 GB
48.8 6B
98.8 GB
876 GB
405 6B
48.8 6B
(]

167 TB
48.8 6B
48.8 6B
887.7 GB
18.85 oB
680.16 GB
505 GB

& (Q Fitter

200bjects [~

Step 2:  Select “NFS”, and then click “Next”.

©2017 QNAP Systems, Inc. All Rights Reserved.

3 Mew Datastore ?) M
v -
2 Name and configuration
3 Readyto complete Create avMFS datastore on a disk/LUMN.
() NFS
Create an MFS datastore on an MFS share over the network.
Cancel
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Step 3:  Datastore name: Give a name for this NFS share.

Folder: Enter the shared folder’s path.

Server: Enter the data port’s IP of the storage controller on the ES NAS.

(Regarding Server IP/Folder settings, see the previous “IP Addresses” section for reference)

3 Mew Datastore (Z) M
+ 1 Type Datastare name: |QNAP-SharedFOIderTest
2 Name and configuration
3 Readyto complete NFS Share Defails
y =
Folder: |IshareISharedFOIderTest
E.g: NolsivolDfdatastore-001
gerver: ||10.10.10.113
E.g: has, nas.itcamar 192.168.0.1 J
(i ] Ifyau plan to configure an existing datastare on new hosts in the datacenter, it is recammended to use the "Mount to additional
hosts" action instead.
Access Mode
[ ] Mount WFS as read-anly
Back Hext Cancel
Step4:  Confirm the settings and click “Finish”.
14
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3 New Datastore

+ 1 Type
General:
+ 2 Name and configuration

Mame GMAP-SharedFolderTest
¥ 3 Readyto complete

Type MFS
Yersion MFS 3

MFS share and access mode:
Server 101010112
Falder IsharefSharedFolderTest

Access Mode Read-write

Back I Finish I Cancel

Step 5:  NFS datastore is added and shown on the list.

X | [J17217.23.116  Actions v

o) Gelting Started _ Summany  Monitor  Manage | Refated Objects |
a8 @8
B 21T [ Top Level Objects | virtual Machines | WM Templates in Folders | vpps | Networks | Distributed Suitches [Batastores
Z frimeste & alels | g o~ % (@ fiter B

I T—— Name 14 status Type Datastors Cluster Capacity Free

51 han-test 3 dengehang2017 © Normal WMFS5 40.75 68 488 68

& ps-mail 3 ESFAE-FSiread only) © HNormal FS 3 4278 384 T8

G ns-pde B ESKiNFS @ Normal NFS3 300 GB 300 GB

&1 ps-sm B Esx_iscsl @ Mormal VMFSS 499.75 GB 198.8 B

gl}psr‘f[ B3 hantest @ MNormal WMFSS 975 GB 8.89 GB

%Fv:x;m b zbuy | | B isciadams © Normal FS5 90.75 6B 9.5 68

 trainer c2 (3 iscsinantest @ At FS5 40.75 68 489 68
3 iackhebestor © Normal FSS 4075 68 488 68
B javisti © Nommal YMFSS 99.75 8 9.8 68
B Jinwang @ Akt YMFSS 99.75 8 .79 68
e © Normal YMFES 475 68 405 68
3 michaelgiang © Normal WHFSE 4075 68 438 68
F2 PBT-ZHANGDENG (unmoun... | @ Normal NFS 3 63526 0B oe

ps-hihod1 Quliomal PSS 1.61 T8 167 T8

5 ONAP-SharedFolderTest @ Mol 1FS 3 5344 GB 894.4 6B
B auan © Normal I TeTE GO 8.8 68
Bt © Normal YMFSS 40.75 o8 4.6 68
B3 vm-lun(xsau) @ MNormal WMFSS 1,023.75 GB 6877 GB
3 vmwarewebplugin © Normal FS5 19.75 68 18.85 68
3 weiiinwang @ Normal NFS 3 684,86 0B 680.15 68
£ wib |@ mormal WHFSS 6.75 8 595 68
[y 21 0bjects [~

15
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Add an NFS Datastore in vSphere Web Client 6.5

Step 1: Log into vSphere Web Client, select the ESXi host on which you want to add the datastore.

Then go to “Configure” > “Datastores”, and select “Create a new datastore” icon.

« Datastores

~ Storage - o
[=] @ @ = B Actions ~
Storage Adapters @ < E {gi
tatus

Name
Storage Devices 3 aatactore @ Normal

— @ tems

Protocol Endpoints
~ Networking
Virtual switches
VMkernel adapters
Physical adapters
TCP/IP configuration
Advanced
~ Virtual Machines
VM Startup/ Shutdown
Agent VM Settings
Swap file location

Default VM Compatibility

~ System

Licensing

Time Configuration ]
- Authentication Services . MY |

Getting Started  Summary Mumtnrl C\)ﬂﬁgureil:’ermwssmns VMs Resource Pools Datastores Networks

ype
VMFS 5
VMFS 5

Datastore Cluster

Capacity
924 GB
99.75 GB

G
82408 GB
98.8 GB

5

2 Objects [ Export [{4Copy ~

Step 2:  Follow the same steps from 2 to 5 as in “Add an NFS Datastore in vSphere Web Client 6.0”

section.
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