Use MPIO with QNAP Turbo NAS



How to connect to your QNAP Turbo NAS from
Windows Server 2012 using MPIO

QNAP provides you with what others cannot!

In addition to the other available features on your Turbo NAS, MPIO (Multipath Input Output)
enables you to have multiple paths to reach an iISCSI target. Please note that only
x86-based Turbo NAS support MPIO.

Benefits of using MPIO on a Turbo NAS:

- Ensures failover. It will avoid downtime n the event of network problems (faulty cable,
switch power unit malfunction) with every application remaining online.

- It can provide load balancing. Whenever a large transfer occurs, it can use different
switches to avoid the possibility of overloading a switch.

- Itis supported by many third-party applications.

In this application note, we will set a standard failover multipath 1/0 to access your favorite
Turbo NAS from Windows Server 2012.

Before getting started, please note:

- DO NOT use NIC Teaming on the server: NIC Teaming used with iISCSI is not supported
by Microsoft.

- DO NOT use MCS and MPIO together to connect a target. Microsoft does not support
that configuration: “Although it is technically possible to layer Microsoft MPIO and MCS
together since they function at different layers in the Windows stack, Microsoft does not
support the layering of MPIO and MCS due to complexities this can introduce if
troubleshooting is needed on a configuration.”

- See “Microsoft iISCSI Software Initiator Version 2.X Users Guide”
http://download.microsoft.com/download/A/E/9/AE91DEA1-66D9-417C-ADE4-92D824B
871AF/uGuide.doc



http://download.microsoft.com/download/A/E/9/AE91DEA1-66D9-417C-ADE4-92D824B871AF/uGuide.doc
http://download.microsoft.com/download/A/E/9/AE91DEA1-66D9-417C-ADE4-92D824B871AF/uGuide.doc
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Physical network architecture
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MPIO is useful when both your Turbo NAS and Windows Server are connected with 2

network cards, 2 cables on 2 different switches.
You can use network failover in such configuration, and you will be able the use multipath

feature in case of a broken cable or switch failure.
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Logical network architecture

On Windows Server 2012, you will need 2 network cards with 2 different IP addresses. On
the Turbo NAS, you can enable the trunking mode to allow network failover (port trunking is

enabled by default on Turbo NAS).

P 1
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Here are the 2 logical paths that Windows Server 2012 will use:

- e e Path 1

™ e o> Path 2

Port trunking enabled
1 unique IP address
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Different failures and failover

Handled by MPIO feature

If the cable or the switch linked to IP1 fails, path 1 will fail, but path 2 will remain up:

- e e Path 1

- e e Path 2

If the cable or the switch linked to IP2 fails, path 2 will fail, but path 1 will remain up:

@ @ Path 1

o e e Path 2

)

Port trunking enabled
1 unique P addrens
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Handled by QNAP trunking mode (failover setting)

If one of the cable linked to the Turbo NAS fails, all paths will remain UP, because it is
protected by the QNAP port trunking mode:

AP Path 1

- e e Path 2

- o e S e,

-ee Path 1

- o e Path 2

Port runiung enabled
1 unique 1P address
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Prerequisites

- Have at least 2 network interfaces, with different IP addresses on Windows Server 2012.
- Have Multipath 1/O feature enabled.

- Have Multipath enabled on iSCSI devices.

- Have an existing iSCSI target created on the Turbo NAS.

- To allow full network failover, have the trunking mode enabled on the Turbo NAS.

- You MUST be running firmware version 3.2.2 (or above) on your Turbo NAS.
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Set up

Set up an iSCSI target on your Turbo NAS

You can refer the online application note “ How to create and use the iSCSI target service on
the QNAP NAS” on http://www.gnap.com/i/en/trade teach/

Enable Multipath feature in Windows Server 2012

First, ensure that MPIO is enabled on Windows Server 2012.

Go to the “Server Manager” panel, "Tools" and check if Multipath 1/O is enabled.
Server Manager [ = | o s
@ v « Dashboard v @ | [’ Manage Tools View

Component Services

Computer Management

HT ROLES AND SERVER GROUPS
IiE Dashboard Rofec: e i iy Defragment and Optimize Drives
oles:1 | Servergroups:1 | Servers total: 1

i Local Server & Event Viewer
i Al Servers M - iSCS! Initiator
= : Services R
g File and Storage Services b SEE I s [
(® Manageability | MPIO I:
ODBC Data Sources (32-bit) [
Events
ODBC Data Sources (64-bit)
Performance Performance Monitor
BPA results Resource Monitor
Security Configuration Wizard
Services
System Configuration
System Information
e Task Scheduler
- Windows Firewall with Advanced Securi
B Local Server 1 3 3 ; 4
Windows Memory Diagnostic
@ Manageability Windows PowerShell
Windows PowerShell (x86)
Events
Windows PowerShell ISE
Services Windows PowerShell ISE (x86)
Performance Windows Server Backup
BPA results
2012 R2 Standard Ev.
s License valid for 1
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If Multipath 1/O is not enabled, you can add it by using "Add roles and features”

@ ¥ Server Manager * Dashboard @ | F vamge ook view

i Dashboard

Local Server

a Configure this local server

[ QUICK START

i
ii All Servers
5

File and Storage Services P>

2 Add roles and features

3 Add other servers to manage

4 Create a server group

Hide

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
iy - e.md " i 1 # Local Server 1
Services
@ Manageability @ Manageability o
Events Events
Performance Services
BPA results Performance
BPA results

Choose the checkbox “Multipath 1/0”, and then click “install”.

DESTINATION SERVER

Select featu res WIN-ULISSCITCRQ

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection N ) |A .NET Framework 3.5 combines the
[ Ink and Handwriting Services power of the .NET Framework 2.0

Server Roles il 3 : >
_ [ Internet Printing Client APIs with new technologies for

Features [] 1P Address Management (IPAM) Server buildirI\g applicatior:fs that offer

. . appealing user interfaces, protect
L] iSNS Server service your customers' personal identity

[[] LPR Port Monitor information, enable seamless and
[[] Management OData liS Extension secure.c.ommunication, and provide
[] Media Foundation :Les ;‘t::styp:cr:;so::l a range of
b [[] Message Queuing

| ¥ Muitipath /O (Installed) |
[[] Network Load Balancing
[C] Peer Name Resolution Protocol
O Quality Windows Audio Video Experience
[[] RAS Connection Manager Administration Kit (CM
[] Remote Assistance

<] u HE

|<Previous|| Next > ‘ I] Install |i| Cancel |
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Connect to QNAP iSCSI portal

Once MPIO (Multipath 1/0O) is enabled, you can add an iSCSI LUN with MPIO support, for

ONLY one of your network card:

From the Administrative Tools, launch the iSCSI Initiator:

Shortcut Tools | Application Tools
Home Share View Manage Manage v 0
1 - <« System and Security » Administrative Tools v & | ] Search Administrative Tools p e |
3% Favorites Name 2 Date modified Type Size A
B Desktop | Terminal Services 8/22/2013 8:39 AM  File folder

& Downloads [;j- Component Services 8/21/201311:57PM  Shortcut 2KB
2 Recent places (# Computer Management 8/21/2013 11:54 PM  Shortcut 2KB
[#k Defragment and Optimize Drives 8/21/201311:47PM  Shortcut 2KB
1% This PC {al] Event Viewer 8/21/2013 11:55PM  Shortcut 2KB
|ﬂ iSCS! Initiator 8/21/2013 11:57PM  Shortcut 2KB
€ Network 2 Local Security Policy 8/21/2013 11:54 PM  Shortcut 2KB
& mpi0 8/21/2013 11:46 PM  Shortcut 2KB

ODBC Data Sources (32-bit) 8/21/2013 4:56 PM Shortcut 2KB =
ODBC Data Sources (64-bit) 8/21/201311:59 PM  Shortcut 2KB
@ Performance Monitor 8/21/2013 11:52 PM  Shortcut 2KB
@ Resource Monitor 8/21/201311:52PM  Shortcut 2KB
[fn Security Configuration Wizard 8/21/2013 11:45PM  Shortcut 2KB
@ Server Manager 8/21/2013 11:55PM  Shortcut 2KB
@g, Services 8/21/201311:54 PM  Shortcut 2KB
(7 System Configuration 8/21/201311:53 PM  Shortcut 2KB
System Information 8/21/201311:53 PM  Shortcut 2KB
@ Task Scheduler 8/21/201311:55PM  Shortcut 2KB
@ Windows Firewall with Advanced Security ~ 8/21/2013 11:45PM  Shortcut 2KB
Windows Memory Diagnostic 8/21/201311:52 PM  Shortcut 2KB

[5 Windows PowerShell (x86) 8/22/2013 8:37 AM  Shortcut 3KB v

24items  1item selected 1.11KB == =

©Copyright 2014. QNAP Systems, Inc.
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Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dlick Quick Connect.

Target: I [ Quick Connect... l
. Discovered targets
You will open a new [ refesn |
window and you will Name Status

be able to connect to the
first path to your iSCSI
target LUN.

To connect using advanced options, select a target and then [ CGonniect
dick Connect.

To completely disconnect a target, select the target and
then click Di Zh 4 \ Disconnect ]
For target properties, induding configuration of sessions, [ Properties
select the target and dick Properties. 2
For configuration of devices associated with a target, select Devices
the target and then dlick Devices.
o] e ][ w |

| Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Target portals
The system will look for Targets on following portals: Refresh
Address Port Adapter IP address

To add a target portal, dick Discover Portal.

To remove a target portal, select the address above and faave
then dick Remove.,

iSNS servers

CIICk the "Discovery“ tab’ The system is registered on the following iSNS servers: Refresh
and then click "Add Portal" -
to add your Turbo NAS:

To add an iSNS server, dick Add Server. Add Server...

To remove an iSNS server, select the server above and :
then dick Remove. : Remove

9 ©Copyright 2014. QNAP Systems, Inc.
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Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

Enter the IP address or
DNS name of your Turbo NAS IP address or DNS name: Port: (Default is 3260.)
|-332. 172 | | 3260

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: || I ‘ Quick Connect... ’
Discovered targets
Name Status
Cllck “OK” ign. 2004-04.com. gnap: ts-ec879proiscsi.datal.c9dess Inactive
. ign. 2004-04.com. gnap: ts-ec879proiscsi.data2.c9desd Inactive

Return to the initiator
window; go to the
“Targets” tab, and you

Wl" See a" the targetS ;%(c%nnecet;singadvancedopﬁons,selectatargetandﬂ)en
on your Turbo NAS. To canpletely dscomect arget, selectthe trget and

For target properties, incduding configuration of sessions,
select the target and dlick Properties.

i

For configuration of devices assodiated with a target, select
the target and then diick Devices.

ok | [ cancel ][ apoly

10 ©Copyright 2014. QNAP Systems, Inc.
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Connect 1 path for 1 iSCSI target LUN

Select the target you want
to connect to, and then
click “Connect”

In the new window, check
“Add this connection to the
list of Favorite Targets ” to
make that iSCSI target LUN
to be connected at Windows
startup.

Check “Enable multi-path”
Then click “Advanced...”

Discovered targets

Refresh

Name Status

ign. 2004-04.com.gnap:ts-ec879pro:iscsi.data 1.cSde88 Inactive
ign.2004-04.com.gnap: ts-ec879pro:iscsi.data2.c9deds Inactive

To connect using advanced options, select a target and then | Connect I
dick Connect. 7 =

To completely disconnect a target, select the target and Bicornect

then dlick Disconnect. l = I
For target properties, induding configuration of sessions, | Properties. .. |

select the target and dick Properties.

For configuration of devices associated with a target, select I
the target and then dick Devices.

Target name:

ign. 2004-04.com.gnap:ts-ec879pro:iscsi.data1.c9des8s

this connection to the list of Favorite Targets.
is will make the system automatically attempt to restore the
ection every time this computer restarts.

able multi-path

11 ©Copyright 2014. QNAP Systems, Inc.
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Advanced Settings L2

In the Advanced Settings you
can add a specific target initiator

General | 1Psec

Connect using
pair in one Of the Local adapter: |Microsoft iSCSI Initiator vl
ISCSI networks ONLY by Initiator IP: [172.17.32.121 v|
choosing the initiator IP Target portal IP: [172.17.32.172 / 3260 v]
(first IP address, 172.17.32.121

CRC [ Checksum
for example) and target portal IP. o i e
We will add the remaining i Biitiig o
ISCSI path once MPIO is B2 il s W—
configured S

To use, spedify the same name and CHAP secret that was configured on the target for this

(http://technet.microsoft.c iy The RO R L e S A e AU
om/enus/library/dd834763.aspx.

We need at least one iSCSI
connection to enable
Multipath on iSCSI devices.) | Perform st Sueriicaton

3l CHAP, either specify aninitiator secret on the Configuration page or use

ign. 1991-05.com.microsoft:win-uij99c 1tcrg

Use RADIUS to generate user authentication credentials

Use RADIUS to authenticate target credentials

OK I I Cancel Apply
Discovered targets
Refresh
e SOV L Name Status
Click “OK". r ign.2004-04.com.gnap:ts-ec879pro:iscsi.datal.c9deds Connected
Then click “OK” again. ign. 2004-04.com.qnap: ts-ec879proiscsi.data2.cdeds Inactive

You can see if your iSCSI
target LUN is connected.

12 ©Copyright 2014. QNAP Systems, Inc.
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Enable Multipath on iSCSI devices and reboot

Now, we have to enable MPIO (Multipath 1/0O) for iISCSI devices.
To do so, we have to open the MPIO panel from the Administrative Tools:

@ kR

Shortcut Tools I Application Toals

Home Share View Manage Manage v 9
T I@ <« System and Security » Administrative Tools v ¢ | I Search Administrative Tools P |
ﬂ' Favortes Name - Date modified Type Size A
B Desktop |, Terminal Services 8/22/2013 8:39 AM  File folder
&8 Downloads {21+ Component Services 8/21/201311:57 PM  Shortcut 2KB
‘%l Recent places (& Computer Management 8/21/201311:54 PM  Shortcut 2KB
[#} Defragment and Optimize Drives 8/21/2013 11:47PM  Shortcut 2KB
1% This PC (] Event Viewer 8/21/2013 11:55PM  Shortcut 2KB
@, iSCSI Initiator 8/21/201311:57PM  Shortcut 2KB
eﬁ Network r_?g Local Security Policy 8/21/201311:54 PM  Shortcut 2KB
[P MPIO 8/21/201311:46PM _ Shortcut 2k8|
ODBC Data Sources (32-bit) 2/21/3013 ASEDM.___Chockaut— —2.1D =
i Add or remove MPIO support for devices that are multipathed.
ODBC Data Sources (64-bit) LU’?WWI_J?TVH
@ Performance Monitor 8/21/201311:52PM  Shortcut 2KB
@ Resource Monitor 8/21/201311:52PM  Shortcut 2KB
[‘i‘g Security Configuration Wizard 8/21/2013 11:45PM  Shortcut 2KB
(@ Server Manager 8/21/201311:55PM  Shortcut 2KB
@-,, Services 8/21/201311:54 PM  Shortcut 2KB

Here is the MPIO panel:

MPIO Devices | Discover Multi-Paths | DSM Install | Configuration Snapshot |

To add support for a new device, dick Add and enter the Vendor and
Product Ids as a string of 8 characters followed by 16 characters. Multiple
Devices can be specified using semi-colon as the delimiter.

To remove support for currently MPIO'd devices, select the devices and
then dick Remove.

Devices:

Device Hardware Id
Vendor 8Product 16

13 ©Copyright 2014. QNAP Systems, Inc.
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| MPIO Devices | Discover Multi-Paths | pSM Install | Configuration Snapshot |
SPC-3 compliant

We are going to add multipath
support for iISCSI devices.

Change to the DEVCRTirdwace i
“Discover Multi-paths” tab.
Then check “add support for
iISCSI devices” and click
“Add” (you must connect Add support for ISCST devices |
to the iISCSI device otherwise this MRSl
part will be grayed out) l e |
Others
Device Hardware Id

Click “Yes "to restart Windows. &)  Arebootisrequired to complete the operation. Reboot Now?

14 ©Copyright 2014. QNAP Systems, Inc.
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MPIO Properties | x |

MPIO Devices | Discover Multi-Paths | DSM Install | Configuration Snapshot |

Once you have restarted,

To add support for a new device, dick Add and enter the Vendor and
youcan go back to the MPIO Product Ids as a string of 8 characters followed by 16 characters. Multiple

properties and see a new device. Devices can be specified using semi-colon as the delimiter.

To remove support for currently MPIO'd devices, select the devices and
then dick Remove.

Devices:

Device Hardware Id
MSFT2005iSCSIBusType_0x9
~Vendor oProduct 1o

No action is necessary here; just
click “OK” once you see the new
device

Add I l Remove

ok || cancel

15 ©Copyright 2014. QNAP Systems, Inc.
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Connect the second path to iISCSI target LUN.

We will now connect the second path to our iISCSI target LUN.

You can open the iSCSI initiator from the Administrative Tools.

Go to the “Targets” tab.

Click “Connect” again, even if the target is already connected. (Remember we have
previously connected the target with 1 path)

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | ; Quick Connect... |
Discovered targets

| Refresh |
Name Status

ign.2004-04.com.gnap: ts-ec879pro:iscsi.data1.c9de88 Connected
ign.2004-04.com.gnap: ts-ec879pro:iscsi.data2.c9dess Inactive

To connect using advanced options, select a target and then Comect
dick Connect.
To completely disconnect a target, select the target and B reck
then dick Disconnect. I I
For target properties, including configuration of sessions, s
select the target and dlick Properties. I FropeTics:« ]
For configuration of devices associated with a target, select | Peices |
the target and then dick Devices. =

oK | | Cancel | ‘ Apply

16 ©Copyright 2014. QNAP Systems, Inc.
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Again:

- Check “Add this connection
to the list of Favorite Targets
connection” to make that
iISCSI target LUN be
connected at Windows
startup.

- Check “Enable multipath”.
Click “Advanced...”

Add the specific target-initiator
pair in the remaining iSCSI
network:

- Choose Microsoft iSCSI
Initiator

- Select your second IP address
as the source IP (Second IP:
172.17.32.126)

- Select your Turbo NAS portal

Click “OK”.
Then click “OK” again.

Target name:

ign. 2004-04.com.qgnap:ts-ec879pro:iscsi.datal.c9deds

Add this connection to the list of Favorite Targets.

is will make the system automatically attempt to restore the
connection every time this computer restarts.

able multi-path

General | IPsec

["]Enable CHAP log on
CHAP Log on information
CHAP helps ensure connection security by providing authentication between a target and

an initiator,

To use, specify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Name of the system unless another name is
specified.

Connect using

Local adapter: | Microsoft iSCSI Initiator v]
Initiator IP: [172.17.32.126 vl
Target portal IP: |172.17.32.172 / 3260 vl
CRC ] Checksum

[Ipata digest ["IHeader digest

Name: ‘[ ign. 1991-05.com.microsoft:win-uij9Sc1tcrg

Target secret;

["]Perform mutual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADIUS,

[]use RADIUS to generate user authentication credentials
[]Use RADIUS to authenticate target credentials

ok || cancel ||

Apply

|

Your iISCSI target is connected with MPI1O with failover. If one of your network links fails, the

connection will remain.

17 ©Copyright 2014. QNAP Systems, Inc.
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Check the settings

We are done, but we can verify if everything is ok:
- In the main iISCSI initiator panel, select your target LUN and click “Details”. You will see

your two connected sessions.

Discovered targets

| Refresh

Name

ign. 2004-04.com.gnap: ts-ec879pro:iscsi.data1.c9de88
ign. 2004-04.com.gnap:ts-ec879pro:iscsi.data2.c9de88

Status
Connected
Inactive

Click “Properties...”

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dlick Quick Connect.

Target: | | Quick Connect... ‘
Discovered targets
Name Status

Connected
Inactive

ign. 2004-04.com.gnap:ts-ec879pro:iscsi.data1.c9des8s
ign. 2004-04.com.gnap: ts-ec879pro:iscsi.data2.c9de8s

To connect using advanced options, select a target and then
dick Connect.

To completely disconnect a target, select the target and
then diick Disconnect.

Sessions | Portal Groups

Identifier
[] ffffe000bSbaf020-4000013700000001
["] ffffe000bsbaf020-4000013700000003

For target properties, including configuration of sessions,
select the target and dlick Properties.

For configuration of devices assodated with a target, select
the target and then dick Devices.

OK || Cancel |] Apply

To add a session, dick Add session.

To disconnect one or more sessions, select each
session and then dick Disconnect.

To view devices associated with a session, select
a session and then dick Devices.

Session Information

Target portal group tag: 5

Status: Connected
Connection count: 1

Maximum Allowed Connections: 8
Authentication: None Specified
Header Digest: None Specified
Data Digest: None Specified

Configure Multiple Connected Session (MCS)
To add additional connections to a session or

configure the MCS policy for a selected session,

dick MCS. C.

ok || cancel
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You can see the 2 sessions
that have different paths.

In the “Devices” tab

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: I l Quick Connect... ‘

Discovered targets

Port 6: Bus 0: Target 0: LUN O
Port 6: Bus 0: Target 1: LUN O

Volume path names:
Legacy device name: \\.\PhysicalDrive2

\\?\mpio #disk&ven_gnap&prod_iscsi_storage&rev_4.!
Device interface name:

[« m ]
Configure Multipath IO (MPIO)

To configure the MPIO policy for a
selected device, dick MPIO,
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you can see 2 devices

20 ©Copyright 2014.  QNAP Systems, Inc.
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Application

Note that the two devices will be handled by the MPIO layer to avoid the system seeing two
different disks. You will see only one disk in the disk management panel.

- You can also find those two connections by opening a command prompt window (cmd.exe)
and using “netstat.exe”. We can see the two connections that are connected to the same IP.

Windows PowerShe ] :
opyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> netstat -n
Active Connections

Proto Local Address Foreign Address State

TCP 127.0.0.1:49160 127.0.0.1:49161 ESTABLISHED
TCP 127 0N 0 1-491A1 127 .0 0 _1-491A0 ESTARI TSHED
TCP 172.17.32.121:49154 172.17.32.172:3260 ESTABLISHED
TCP 172.17.32.126:49168 172.17.32.172:3260 ESTABLISHED

I'_) L \USC S\ AU sLr acvor &~ o
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- In “Server Management” console, go to “All Server” > “File and Storage Services” > “Disk”.

You can see the newly added disks as designated.

= Server Manager

Tools View

-@1F

Manage

= DISKS
[F] Servers ) ) gk | 3 total [Tasks v |
_l Volumes Filter o @B~ @~ v
ﬂ Storage Pools Number Virtual Disk  Status Capacity Unallocated  Partition Read Only Clustered Subsystem Bus Type Nam)
4 WIN-UIJ9SC1TCRQ (3)
2 Offline 100GB  10.0GB Unknown iISCSI QNA
0 Cnline 233GB 0008 MBR SATA wD(g
1 Cnline 492 MB  0.008 MBR use Use
<] n >
Last refreshed on 12/6/2014 8:42:45 AM
VOLUMES STORAGE POOL )
LTASK_S > QNAP iSCS! Storage Multi-Path Disk Device on WIN... | TASKS v |
Disk is Offline No related storage pool exists.

- = A & AN
o] L == o= ¥ || M. @ e Ta 9:08 AM
LH = & LE_J 7 | & ~BBRG 12/6/2014
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- You can now format the disk, bring it online and create a volume for it

= DISKS )

=) Al disks | 3 total | TASKS w |
Filter jeo B~ @~ v
Number Virtual Disk ~ Status Capacity Unallocated  Partition Read Only Clustered Subsystem  BusType  Nam

4 WIN-UI9SC1TCRQ (3)

100GB 100 GB Unknown
0 Online 233GB  0.008B MBR Sl A SATA WD(
1 Online 492 MB 0.008 MBR USB USB
<| ] >
Last refreshed on 12/6/2014 8:42:45 AM
B Server Manager |- o

« File and Storage Services *

Volumes * Disks

@1 F

Manage  Tools View

Servers

Volumes

Storage Pools

Filter

‘> & "
Number Virtual Disk ~ Status Capacity Unallocated  Partition Read Only Clustered Subsystem BusType  Nam
4 WIN-UIJ9SC1TCRQ (3)
0 Online 233GB  0.008 MEBR SATA wb(
1 Online 492 MB  0.008 MBR Use use

<[ 1 "

Last refreshed on 1*6/2014 8:42:45 AM

VOLUMES

STORAGE POOL

Related Volumes | 1 tot§l ‘ TASKS ¥ QNAP iSCSI Storage Multi-Path Disk Device on WIN... TASKS w
Filter jeol (-E\/» v ([ v No related storage pool exists.
‘b Volume Status|

4 WIN-UIJ99C1TCRQ (1)

<] [ >

Go to Volumes Overview >

Go to Storage Pools Overview >

23

©Copyright 2014. QNAP Systems, Inc.



QNAP

Others

Jumble Frame

According to Microsoft iISCSI Software Initiator Version 2.X Users Guide, you can enable
Jumbo Frame (jumbo packet) on all your equipment to enhance performance.
“if Jumbo Frames if supported in your network infrastructure. Jumbo Frames can be used
to allow more data to be transferred with each Ethernet transaction and reduce the
number of frames. This larger frame size reduces the overhead on both your servers and
iISCSI targets. For end to end support, each device in the network needs to support Jumbo
frames including the NIC and Ethernet switches.”

In Windows Server 2012, click “Configure” in your network interface properties

i Ethernet 3 Properties x|
Networking [Shan'ng

Connect using:

&¥ Intel(R) 82575EB Gigabit Network Connection

Configure...

This connection uses the following items:

9% Client for Microsoft Networks

@ File and Printer Sharing for Microsoft Networks
BQOS Packet Scheduler

«&. Microsoft Network Adapter Multiplexor Protocol
«&. Link-Layer Topology Discovery Mapper /O Driver
«&. Link-Layer Topology Discovery Responder

-4 |ntemet Protocol Version 6 (TCP/IPv6)

e Intemet Protocol Version 4 (TCP/IPv4)

[ nstal. | Urinst

KKK ECOR

o

I [ Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel
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Go the “Advanced” tab, find “Jumbo Packet” in menu. Specify the speed in Value menu.

| General | Advanced | Driver | Details | Events | Power Management |

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Value:

Flow Control [A] Disabled
Gigabit Master Slave Mode -
Interrupt Moderation : es
Interrupt Moderation Rate Disabled -
|Pv4 Checksum Offload =

Large Send Offload V2 (IPv4)

Large Send Offload V2 (IPv6)

Locally Administered Address
Log Link State Event

Maximum number of RSS Processc
Maximum Number of RSS Queues |
Maximum RSS Processor Number
Packet Priority & VLAN [v]
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And on your Turbo NAS from the “Control Panel”, go to “System Settings” > “Network”. Find
the interface used to connect to Window Server 2012 and click the “Edit” icon

Control Panel 200

Search Q . =) sk 2

5= Overview

-IF) System Settings
|5 General Settings
& Storage Manager
& Security
& Hardware
G Power
@ Notification
& Firmware Update
% Backup / Restore
. External Device
B System Status
| System Logs

A Privilege Settings

(@ Network Services
& Win/Mac/NFS

| “Ratd

1P Address
Refresh Port Trunking
Edit  Link Interface DHCP IP Address Subnet Mask Gateway MAC addre
@ Ethernetl (1 GbE) Yes 172.17.32.172 255.255.254.0 172.17.32.1 00:08:98:
@ Q@ Ethernet2 (1 GbE) Yes - - - 00:08:9B:
+ ,

DNS Server Default Gateway

® Obtain DNS server address automatically: @ Use the settings from: Ethernet 1 v |

) Use the following DNS server address:

Primary DNS server: a a1} HO 0

Secondary DNS server: 0 10 ) 0

Apply

Ldmly AL

In “Network Parameters”, specify the speed in “Jumbo Frame”.

Network Speed: Aut

@® Obtain IP address settings automatically via DHCP
) Use static IP address

Fixed IP Address:
Subnet Mask:

Default Gateway:

Jumbo Frame:
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Unbind Unnecessary Protocols

You can also unbind unnecessary protocols from your iISCSI NICs to optimize your
connection. This should be done only on DEDICATED network interfaces that are only used

for iISCSI.

Clear the checkbox for “Client for Microsoft Networks”

Clear the checkbox for “File and Printer Sharing for Microsoft Networks”

Clear the checkbox for “QoS Packet Scheduler”

Clear the checkboxes for the “Link-Layer Topology Discovery Mapper I/O Driver”
Clear the checkboxes for the “Link-Layer Topology Discovery Responder
Clear the checkboxes for the “Internet Protocol Version 6 (TCP/IPv6)”

Ethernet 4 Properties

=

Networking ! Sharing ]

Connect using:
li" Intel(R) 82575EB Gigabit Network Connection #2

This connection uses the following items:

File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler

4. Microsoft Network Adapter Multiplexor Protocol
Link-Layer Topology Discovery Mapper |/0 Driver
. Link-Layer Topology Discovery Responder
{Intemet Protocol Version 4 (TCP/IPv4) i

.
s

KRKOOOOOO

Properties

| nstal.. | Uninstal

Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

OK || Cancel
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Double click “Internet Protocol
Version 4 (TCP/IP4)”; click
“Advanced” in the “General”’ tab

Go to the “DNS” tab and clear the
checkbox for “Register this
connection's address in DNS”

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

IP address: I - - - ]

Subnet mask: | - . . I

Default gateway: | 3 : ’ |

(®) Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DNS server: | : X X |

Alternate DNS server: | - : ; |

[ ] validate settings upon exit

| 1P Settings | DNS ~ Jwins |

DNS server addresses, in order of use:

| Add... H Edit... |l Remove |

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualified names:

(® Append primary and connection specific DNS suffixes
[] Append parent suffixes of the primary DNS suffix
() Append these DNS suffixes (in order):

| Add... H Edit...J[ Remove l

DNS suffix for this connection: l I

[“Iregister this connection's addresses in DNS !
T TUSE IS CONNECUoN'S DI SUThX N UG regisration

Lok || concel |
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Go to the “WINS” tab and clear the checkbox for “Enable LMHOSTS Lookup” and select the
radio button for “Disable NetBIOS over TCP/IP”

| 1P Settings | Dns | wins |

WINS addresses, in order of use:

t]
3]

I Add... H Edit... H Remove l

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

[ ] Enable LMHOSTS lookup | ImportiMHOSTS... |

NetBIOS setting

O Default:
Use NetBIOS setting from the DHCP server. If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.

() Enable NetBIOS over TCP/IP
(® Disable NetBIOS over TCP/IP

29 ©Copyright 2014. QNAP Systems, Inc.



