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QNAP

QNAP

QNAP

!
"Turbo NAS" "NAS"
Turbo NAS

QNAP QNAP Systems, Inc.

™

QNAP

QNAP

QNAP Systems, Inc. (QNAP) ,

QNAP

. QNAP , ,

NAS

QNAP

Turbo NAS(
Turbo NAS

. QNAP

QNAP



QNAP, QNAP , QTS, myQNAPcloud  VioStor QNAP Systems, Inc.



1.2

FCC
QNAP NAS FCC
FCC A
FCC 15
1
2.
FCC 15

: QNAP Systems, Inc.

FCC B
FCC 15
1
2.
FCC 15

: QNAP Systems, Inc.

FCC

FCC



CE

QNAP Turbo NAS CE

FCC CE NAS

A A TS-EC1679U-RP, TS-EC1279U-RP, TS-EC879U-RP, TS-
1679U-RP, TS-1279U-RP, TS-1270U-RP, TS-1263U-RP, TS-
1263U,TS-1253U-RP, TS-1253U, TS-879U-RP, TS-870U-RP,
TS-863U-RP, TS-853U-RP, TS-453U-RP, TS-1079 Pro, TS-
879 Pro, TS-863U, TS-853U, TS-463U, TS-463U-RP, TS-
453U-RP, TS-453U, TS-451U, TS-431U, TVS-871U-RP, TVS-
1271U-RP

B B TS-853S Pro, TS-453S Pro, TS-870 Pro, TS-853 Pro, TS-670
Pro, TS-653 Pro, TS-470 Pro, TS-453 Pro, TS-253 Pro, TS-
431+, TS-231+, TS-451S, TS-870, TS-851, TS-670, TS-651,
TS-470, TVS-863+, TVS-863, TVS-663, TVS-463, TVS-471,
TVS-671, TVS-871,TS-451, TS-451+, TS-431, TS-251, TS-
251+, TS-251C, TS-231, TS-131, TS-269H, TS-212P, TS-
112P, HS-251, HS-251+, HS-210, TS-453mini, TS-563, I1S-
453S, TS-531P, TS-253A, TS-453A, TS-653A, TS-853A, TS-
128, TS-228, TAS-168, TS-268
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1.4

1. NAS 0 -40 0%- 95%

2. NAS

. NAS

NAS

7. NAS

9. NAS

10.
11. NAS

12. ) NAS

NAS

NAS

11

(100W, 90- 264V)

NAS

NAS



NAS NAS . QNAP
NAS QNAP NAS NAS
283
NAS :
1 13
2 [18Y
3 [23)
4 [24)
5 NAS [27
NAS :
. NAS [28)
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2.1

NAS
1.

2. QNAP NAS PC

NAS
[18)

(QIG)

QNAP

13

(HDD) NAS

(http://start.qnap.com)

LED


http://start.qnap.com
http://start.qnap.com

2.1.1

(SSD)
compatibility)
: "Device not found(
1. NAS 3
2. NAS
3.
: QNAP

NAS

2.5"/ 3.5" SATA
QNAP

LAN

14

(http://www.gnap.com/


http://www.qnap.com/compatibility
http://www.qnap.com/compatibility
http://www.qnap.com/compatibility

2.1.2

LED
LED LED
0.5
/
0.5
0.5
2
1
LAN

1) NAS

2) NAS
3)

4) RAID

5) RAID
6) RAID

1)
2)
3
4) (TS- 119

5) « /7 )

6)
7) NAS
RAID 5

8) ( )

NAS (
RAID 1, RAID 5 RAID 6

)
1) NAS
2) NAS
3)
NAS S3 1
NAS

NAS

NAS

NAS

NAS

15

(2
RAID



10
GbE*

HDD

usSB

eSATA*

*10 GbE

0.5

10GbE

10GbE

1) USB
2) USB
NAS

3) NAS

4)

USB

1) USB
2) NAS

eSATA

eSATA

USB
USB
USB USB
USB/eSATA ()
(
USB USB

TS- 470 Pro, TS- 670 Pro, TS- 870 Pro, TS- 870U- RP, TS-

879 Pro, TS- 1079 Pro, TS- 879U- RP, TS- 1270U- RP, TS- 1279U- RP, TS- EC879U- RP

TS- EC1279U- RP

**TS-210, TS-212, TS- 219, TS- 439U- SP/RP, TS- 809 Pro, TS- 809U- RP  eSATA

> "Buzzer(

http://www.gnap.com

"Control Panel(

(0.5

)"

)" > "System Settings(

1) NAS
2) NAS
3)
4)

16

" > "Hardware( )"

NAS


http://www.qnap.com

(0.5

NAS USB

(TS- 119

1)

2)

3) NAS

4) HDD

1) NAS (
2) NAS

17



2.2

NAS

1. [19
2. [20Y

3. CD [21

4. HDMI [22)

NAS

(http://www.qnap.com/support).

CD

18

CD


http://www.qnap.com/support

2.2.1

NAS
1. http://start.gnap.com
2. HDD NAS
3. "Hardware( )"
4. "Install firmware( )"
)" .

. Qfinder
6. Qfinder NAS
7. QTS

Turbo NAS )

"Start Now(

19

. Qfinder

QTS

"Local Installation(

NAS

(QTS


http://start.qnap.com

2.2.2

NAS .
1. NAS PC "start.gnap.com"” " "
. "Cloud Installation( )" "Start
Cloud Installation( )" "Start Cloud Installation(
)" . QR
2. ( QNAP NAS )
"Enter" ) , myQNAPcloud
; ( myQNAP
).
myQNAPcloud [283) .
3. myQNAPcloud myQNAPcloud
. "l'agree to myQNAPcloud Terms of Use and QNAP Privacy Policy(myQNAPcloud
QNAP )" "Next Step( )"
. myQNAPcloud "Sign in myQNAPcloud account(myQNAPcloud
)"
4. Turbo NAS "Register( )"
5. Turbo NAS
6. "Begin( )" Turbo NAS
7. "Starf( )"
8. "Proceed( )"
9. .
10."Connect and Login QTS( QTS )"
11. ID Turbo NAS
: "Device not found( )"
1. NAS 3
2. NAS LAN
3.

20



2.2.3CD

NAS CD
1. CD-ROM QNAP Qfinder Pro .
2. QNAP Qfinder Pro ) QNAP Qfinder Pro
3. Qfinder Pro
(QTS NAS
® TS-x12, TS-x20, TS- x21 NAS CD
e NAS ID "admin"

21

QTS



2.2.4 HDMI

NAS HDMI
1. NAS HDMI
2.

3. HD Station
(QTS NAS

. HDMI

e NAS ID

NAS

268 QTS

)

"admin"

22

QTS



2.3

. NAS

QNAP NAS
A
1: QNAP
http://www.qgnap.com/ "Support( )" > "Download( )" > "Utilities(
)" PC
2: CD-ROM

NAS CD- ROM

myQNAPcloud Connect NetBak Replicator.

CD- ROM

o : NAS

e QNAP : Windows QNAP

¢ myQNAPcloud Connect : Windows

e NetBak Replicator : Windows

° : NAS

23

. QNAP

myQNAPcloud Connect

NetBak Replicator


http://www.qnap.com/??

2.4 NAS

NAS

e NAS - Windows [25)
e Mac Linux NAS [26)

24



2.4.1 Windows

Windows NAS
1: QNAP Qfinder Pro NAS .
1. QNAP Qfinder Pro . NAS "Tool( )" > "Map
Network Drive( )" .
2. NAS "Map Network Drive(
)ll i
3. NAS "OK( )"
4. 2 oS "Finish( )"
5. Windows  File Explorer( )
& NAS
1. QNAP . :
2. "Connect( )" "Storage Plug & Connect( )"
3. "Login with username and password( )" "
4. NAS .
5. "Map the Network Drive( > M
2: File Explorer( ) Run( ) NAS
1. Windows File Explorer "Network( )" NAS
. NAS NAS . NAS
Windows (Windows + R)
.\ '\ NAS_name \' \ NAS_IP .
2. ( ID "admin"
).
3.

25



2.4.2 Mac Linux

Mac

NAS

1: QNAP Qfinder Pro

1. QNAP Qfinder Pro NAS "Connect(
Explorer( )"

2. ID )
3' IIOK( )u
4.

2:
1. "Go( )" > "Connectto Server( )"
2. NAS IP
3. ID .
4- IIOK( )ll
5.
Linux
Linux .

mount -t nfs <NAS IP>:/< > <
NAS IP 192.168.0.1 /mnt/pub directory

mount -t nfs 192.168.0.1:/public /mnt/pub

ID NAS

26

> "Open in File

"public"



2.5 NAS

NAS .
1. http:// NAS 1P:8080 . QNAP Qfinder Pro
NAS
NAS IP  169.254.100.100:8080 . DHCP NAS
QNAP NAS IP . NAS QNAP
. NAS
, NAS QNAP
2. ID . "Secure login( )"(Secure Sockets
Layer ) NAS . NAS
; (NAS
ID "admin" ).
: NAS NAT , NAS
443 NAT NAS LAN IP
3. NAS

27



2.6 NAS

NAS
> "Backup/Rest

NAS

NAS

TS-x10, TS-
x12, TS-x19,
TS-x20, TS-
x21, HS-210

509, TS-809,
SS-x39, TS-

NAS

ore Settings(
NAS

[32)

NAS

3.8
4.0.x
4.1.x

4.0.x
4.1.x

NAS

( ) NAS (
NAS
NAS
NAS "System Administration(
)" NAS
NAS [28)
NAS [30)
[3A)
NAS
NAS NAS
NAS

TS-x10, TS-x12, TS-x19,

TS-x20, TS-x21, HS-210
3.8.x
TS-x39, TS-509, TS-809,

SS-x39, TS-x59, TS-x59U, 402
TS-x69, TS-x69U, TS-x70,
TS-Xx70U, TS-x79, TS-x79U

TS-x31/x31+, TS-431U, HS-
251/251+, TS—x51/x51+,
TS-x53, SS-x53 405

TVS-x63, TS-563, TS-x63U, 41X

TS-x69, TS-x70, TVS-x71,
TS-x79, TS-x80, TVS-x80,

TS-x80U

J9.0.X
TS-x10, TS-x12, TS-x19,
TS-x20, TS-x21, HS-210 4.0.2

28

) NAS
NAS



TS-x31/x31+,
TS-431U, HS-
251/251+,
TS-x51/x51+,
TS-x53, SS-
x53, TS-x53S
Pro

TS-x69, TS-
x69U, TS-x70,
TS-x70U, TS-
X79, TS-x79U,
TS-x80, TS-
x80U, TVS-x80

TS-x31+

4.1.x

3.8.x

4.0.2

4.0.5
4.1.x

4.1.1

TS-x39, TS-509, TS-809,

SS-x39, TS-x59, TS-x59U,
TS-x69, TS-x69U, TS-x70,
TS-x70U, TS-x79, TS-x79U

TS-x31/x31+, TS-431U, HS-
251/251+, TS-x51/x51+,
TS-x53, SS-x53

TVS-x63, TS-563, TS-x63U,
TS-x69, TS-x70, TS-x70U,
TVS-x71, TVS-x71U, TS-
X79, TS-x80, TVS-x80, TS-
x80U

TS-431U, HS-251, TS-x51/
x51+, TS-x53, SS-x53

TVS-x63, TS-563, TS-x63U,
TS-x70, TS-x70U, TVS-x71,
TVS-x71U, TS-x79, TS-x80,
TVS-x80, TS-x80U

TS-x10, TS-x12, TS-x19, TS-
x20, TS-x21, HS-210

TS-x39, TS-509, TS-809,

SS-x39, TS-x59, TS-x59U,
TS-x69, TS-x69U, TS-x70,
TS-x70U, TS-x79, TS-x79U

TS-x31/x31+, TS-431U, HS-
251/251+, TS-x51/x51+, TS-
x53, SS-x53

TS-x69, TS-x70, TS-x79, TS-
x80, TS-x80U

TVS-x63, TS-563, TS-x63U,
TS-x69, TS-x69U, TS-x70,
TS-x70U, TVS-x71, TVS-x71U,
TS-x79, TS-x79U, TS-x80,
TS-x80U, TVS-ECx80

HS-251/251+, TS-x51/x51+,
TS-x53, SS-x53

TVS-x71, TVS-x63, TS-563,
TS-x63U, TS-x53, TS-x51/x51
+, x31+

29

4.0.5
4.1.x

4.0.x
4.1.x

4.0.5
4.1.x

3.8.x

4.0.2

4.0.5
4.1.x

4.0.5

4.0.5
4.1.x

4.1.2

4.1.1



4.1.2/4.

1.3

4.1.1

HS-251/251+,

TS-x51/x51+

TS-x53U, TS-

4.1.2/4.

1.3

4.1.1

Xx53 Pro/x53A,

IS-453S, TS-

x53S Pro

TVS-x63, TS-
563, TS-x63U

TVS-x71

TVS-x71U

1.3

4.1.2/4.

1.3

4.1.1

4.1.2/4.

1.3

4.1.1

4.1.2/4.

1.3

NAS

NAS

4.1.2/4.

TS-x80, TVS-x80, TVS-x71U,

4.1.2/4.
TVS-x71, TVS-x63, TS-563, 13
TS-x53, TS-x51/x51+, TS-x31 '
+
TVS-x71, TVS-x63, TS-563, 411
TS-x63U, TS-x53 o
TS-x80, TVS-x80, TVS-x71U, 4.1.2/4.
TVS- x71, TVS-x63, TS-563,
TS-x63U, TS-x53, TS-x51/x51
+1
TVS-x71, TVS-x63, TS-563, 411
TS-x63U, TS-x51/x51+ o
TS-x80, TVS-x80, TS-x71U, 4.1.2/4.

TVS- x71, TVS-x63, TS-x53, 1.3
TS-x51/x51+

TS-x80, TVS-x80, TVS-x71U, 4.1.2/4.
TVS- x71, TVS-x63, TS-x53, 1.3
TS-x51/x51+

TVS-x63, TS-563, TS-x63U 4.1.1

TS-x80, TVS-x80, TS-x71U, 4.1.2/4.
TVS- x71, TVS-x63, TS-x53, 1.3
TS-x51/x51+

TS-x80, TVS-x80, TVS-x71U,
TVS-x71, TVS-x63, TS-563,
TS-x63U, TS-x69, TS-x79,
TS-x70

4.1.1

TS-x80, TVS-x80, TVS-x71U,
TVS- x71, TVS-x63, TS-563,
TS-x63U, TS-x53, TS-x51/x51
=+

4.1.2/4.

NAS

NAS
NAS
RTRR

NAS
Rsync 204

NAS

30

NAS



TS-x10, TS-x12, TS-
x19, TS-x20, TS-x21,
HS-210, TS-x39, TS-

TS-x31/x31+, TS-
509, TS-809, SS-x39,

431U, HS-251/251+, 4.1.x TS-x59. TS—x59U. TS— 3.8.x
TS-x51/x51+, TS- ' ’ 4.0.2
X53, SS—x53 x69, TS-x69U, TS-

x70,

TS-x70U, TS-x79, TS-

X79U

TS-x10, TS-x12, TS-
x19, TS-x20, TS-x21,
HS-210, TS-x39, TS-
509, TS-809, SS-x39,

3.8.x
TS-x59, TS-x59U, TS- 402
TS-x69, TS-x69U, TS- 0 x69, TS-x69U, TS- o
x70, TS-x70U, TS-x79, +0-° X70,
TS-x79U 4.1.x TS-x70U, TS-x79, TS-
X79U
TS-x31/x31+, TS-
431U, HS-251/251+, 4.0.5
TS-x51/x51+, TS-x53, 4.1.1
SS-x53
TS-x31+/x51/x53 4.1.2 TS-x31 4.1.x
. NAS NAS
. NAS
. http://
www.qnap.com/compatibility.
e SS-x39 SS-469 Pro 2.5
. NAS

. TS-110, TS- 119, TS-210, HS-210, TS-219, TS-219P, TS-x20, TS-x21, TS-410,
TS-419P, TS-410U, TS-419U, TS-119P+, TS-219P+, TS-419P+, TS-112, TS-212, TS-412,
TS-419U+, TS-412U, TS-420U  TS-421U

e TS-x79 TS-x70U/ TS-x79 Multimedia Station,
Download Station, iTunes Server DLNA Media Server
Multimedia/ Qmultimedia, Download/Qdownload

31
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c NAS myQNAPcloud NAS

NAS myQNAPcloud
NAS myQNAPcloud ]
NAS : QNAP
NAS
NAS
1- NAS 1-
2- NAS 1~ 2- , JBOD, RAID 0,
2- RAID 1.
4- NAS 1~ 4- , JBOD, RAID 0,
2- RAID 1,
3~ 4- RAID 5,
4- RAID 6,
4- RAID 10.
5- NAS 1~ 5- , JBOD, RAID 0,
2- RAID 1,
3~ 5- RAID 5,
4 ~ 5- RAID 6,
4- RAID 10.
6- NAS 1~ 6- , JBOD, RAID 0,
2- RAID 1,
3 ~ 6- RAID 5,
4 ~ 6- RAID 6,
4- 6- RAID 10.
8- NAS 1~ 8- , JBOD, RAID 0,
2- RAID 1,
3 ~ 8- RAID 5,
4 ~ 8- RAID 6,
4- , 6- 8- RAID 10.
NAS
1. NAS
2. NAS

32



3. NAS( )

4. QIG( ) NAS

5. NAS . (NAS ID
"admin" ).
6. NAS
7. "Start Migrating( )" . NAS
IT
NAS

e Windows AD

33



3. QTS

QTS NAS Turbo NAS
NAS . !

e QTS [357

e QTS [37)

34



3.1 QTS

QTS Turbo NAS

QTS GUI Turbo NAS ,
Turbo NAS
QTS , ISCSI
QTS

App Center

Turbo NAS -

’ ) ’

QNAP Turbo NAS

QNAP Turbo NAS

35


http://docs.qnap.com/nas/4.0/QTS-world_1980X1485.jpg

Dropbox
App Center 90
Turbo NAS -
TCO(
. QNAP Turbo NAS
, SSD
1
Dropbox
App Center 90
Turbo NAS

, JBOD

36
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IP SAN
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3.2 QTS

NAS

e QTS [37)
e 2-step Verification(2

1)

2) QNAP
QNAP
3)

(SYSTEMS): NAS
(APPLICATIONS): NAS
QNAP

NAS

37



QTS

(HDD SMART ,
: : )
( )
USB SATA NAS
USB .
File Station . "External Device(
)ll
(File Station File Station
) ( )
Notification . "Clear All(
and Alert( )"
) "Event Notifications( )"
145
e Profile( ):
128 [46)
e Wallpaper( ):
e 2-step Verification(2 ): 2
2- step Verification(2
)laf
e Change Password( ):
e E-mail Account( ): Music Station, Photo Station, Video
Station File Station

o Auto logout after an idle period of(

):

o Warn me when leaving QTS(QTS ):
QTS (
)

o Reopen windows when logging back into QTS(QTS

):
( " ") NAS

38



o Show the desktop switching button( ):

(No. 12)
o Show the link bar on the desktop( ):
(No. 13, No.
14, No. 15).
o Show the Dashboard button( ):
(NO. 10).
o Show the NAS time on the desktop( NAS ):

NAS

o Keep Main Menu open after selection(

) /

o Show a listofactions when external storage devices are

detected( ):
NAS
Lastlogin time( ):
Options( ): No. 7

Sleep( ): NAS

. 1)
. 2) QNAP Qfinder Pro Qmanager Wake-

on- LAN(WOL) . WoL
"Control Panel( )> " "Power( )" > "Wake-on- LAN"
WOL .
_fi2h; 3) RM- IR002 MCE

o
Restart( ): NAS
Shutdown( ): NAS
o : NAS

= NAS 1.5 .

= Qfinder Pro "Tools( )> " "Shut down

Server( "

Logout( ):
Help( ) , QTS ,

Language( ): Ul
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10

11

12

13

14

15

16

Desktop

Area(

Next

Desktop/

Last

Desktop(

myQNAPclo

ud

QNAP Utility
(QNAP

Feedback

(

)

)

)

* Desktop Preference(

(0]

e}

o Frameless Mode(

NAS

Tab Mode(

Window mode(

e Feedback( ):

e Abouf(

HDD

): NAS
(

NAS

myQNAPcloud

NAS

40
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NAS

HDD


http://www.myqnapcloud.com/

2-step Verification(2 )

1 (6 )
(TOTP)
Google Authenticator(Android/iOS/BlackBerry)

, NAS

Authenticator(Windows Phone)

2
1. . Android i0S
Google Authenticator . Windows
Authenticator
2. NAS
3. " " > "2-step Verification(2 )" "Get Started( )"
NAS
4. QR
5. NAS
6. ,
. SMTP
"Control Panel( )" > "Notification( )" > "Email( )"
2 QTS
QTS
, "Verify another way( )"
2
2 "Options( " > "2-step Verification(2
"Stop( )" . NAS
Panel( )" > "Users( )" > "Edit Account Profile( )"
2
QTS 2
, NAS "RESET( )"
NAS
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)ll
"Control
NAS



e QTS 4.x 1024x768
* NAS QNAP
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4,

"Control Panel(

> "System Settings(

Turbo NAS

I Neoufalnn

,__' Firmmwars Upcate

@ Biockup / Réstone

= Extemal Gevice

W System Statug

A System Loge
A Privilege Sattinge
B Hetwork Sanvices

Crmrtrnd Prned
i P
='. Qv .
Syitem Zafling:
[ Genern: Sertengs L& ﬂ ;‘{'
FABR Grneral Smgs Storage Phetwenre

B St Mg ¥ Hanage
w0, Natuark
e | @
& Setatity e
—_ R Naotifeation Farmusvaze
il Hatvenz ptate
D Bowic

Syitem Ligs

Thisrdeebol
r‘ﬂ"ld;l"‘.’-?l':

®

Eaehins
Feviorz

o jm

Secupity Hardwars

Eurerrnal Dypvrge Syalem Sraties

|

. B
. [103)

e Thunderbolt

S

. i

. [12h

. [123)

A

[
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4.1

NAS "Control Panel( )" > "System Settings(
> "General Settings( )"
System Administrafion Time Caylight Saving Tume Codepage Fassword Strength Login Screen
Sarver name MASCAEF14

You can change the default port number (HTTF) for Web Administration
System port E030
B Enable secure connection (HTTPS)

Por numbes 443

[ Force secure connection (HTTPS) only

Mipte: After enabling the "Force sacure connegtion (HTTPS) anly” aption, the Web Administration can only be connected via hilps

Apply

Apply Al

. : NAS . NAS 14
(A-Z a-z), (0-9), (-) : () (-),
. 8080
. . System Management, Photo Station,
Music Station, File Station, Download Station. ,

. (HTTPS): HTTPS NAS . (HTTPS)

. "Force secure connection(HTTPS) only(
(HTTPS) )" , HTTPS
e Photo Station, Music Station, Surveillance Station, Download
Station, iTunes DLNA /



. Photo Station, Music Station, Video
Station(2.0 1.0.5 ), Surveillance Station, Download Station, DJ Station, iTunes
, Media Library DLNA NAS
. X70U, x79 Pro, x79U.

[ . NAS ’ ’
o NAS ;
O
o : NAS "Update now(
)ll X
° . NAS
NTP( ) . NTP IP
( time.nist.gov, time.windows.com)
NAS
(DST) , "Adjust system clock automatically for
daylight saving time( DST )" "Apply( )"
. "Time( )" DST . DST
. DST
. DST "Enable customized daylight saving time table(
DST )" . "Add Daylight Saving Time Data(DST
)Il DST llApply( )ll
NAS
: NAS .PCOS FTP
, NAS 0S
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100

(QNAP

. "Change Picture(

"Apply(

)"

NAS
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"Preview ( )"
, myQNAPcloud
100
)ll
. "Preview(
"Apply( )"
"Preview ( )"



4.2

QNAP'

NAS
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: HDD ,
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RAID

RAID

LUN

LUN

SSD

JBOD RAID

JBOD

. [50)
[52)

iscsifsN

. [1oh
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e USB ,

] QTS 4.2 ,
: https://www.qnap.com/i/au/trade_teach/con_show.php?
op=showone&cid=139

49


https://www.qnap.com/i/au/trade_teach/con_show.php?op=showone&cid=139
https://www.qnap.com/i/au/trade_teach/con_show.php?op=showone&cid=139

4.2.1

e
&

Tywtun -Enclocon 1, Dtk 7 Florage Fool

[~ e nnun“un =IE

Sieewge Lpacs
\
Cache Acorterstion 0 Cacrm B e B spwe W e troes B viaeeng B St —— [
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Wikl D ﬁﬂ.ue, 18400 CE 1008 Saorbepd Poai 2
B farote tina L B & Beszy 5 0 B 15200 0F ncrage Fogd 3

M Exiernal Derice

3 : ,  /LUN
. : (NAS

[539)
. / LUN: , ( ,LUN
) . LUN [64
. : NAS

1TB 10TB
- "Overview( )"
"Subscription( )" - 10:1

[59)

NAS
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. "Clear
Record( )"

NAS : TS-269L, TS-269 Pro, TS-469 Pro, TS-469L,
TS- 469U RP, TS-469U- SP, TS-470 Pro, TS-470, TS-569 Pro, TS-569L, TS-669 Pro, TS-
669L, TS-670 Pro, TS-670, TS-869 Pro, TS-869L, TS-869U-RP, TS-870 Pro, TS-870, TS-
870U- RP, TS-879 Pro, TS-879U-RP, TS-1079 Pro, TS-1269U- RP, TS- 1270U- RP, TS- 1279U-
RP, TS-1679U- RP, TS- EC879U-RP, TS- EC1279U- RP, TS- EC1279U- SAS-RP, TS- EC1679U-
RP, TS- EC1679U- SAS- RP, SS-EC1279U- SAS- RP, SS- EC1879U- SAS- RP, SS- EC2479U- SAS-
RP, TS- EC2480U- RP, TS- EC1680U- RP, TS- EC1280U- RP, TS- EC880U- RP, TS- EC1080 Pro,
TS- EC880 Pro, TVS-471, TVS-671, TVS-871, TVS-871U-RP, TVS-1271U- RP, TVS-463, TVS-
663, TVS-863, TVS- 863+.
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4.2.2.1

NAS
NAS
"NAS Host(NAS )" NAS
. NAS :
; , , BUS , BIOS ,
CPU , ; )
NAS LED
("Action(
)" )
RAID RAID , RAID , RAID
NAS Il+ll
]
]
°
. : RAID
. ( I/O0 )

, ) ) , , ATA

ATA

53



S.M.ART

. S.M.A.R.T

("Action( "Status( )"
)" ) "bad blocks( )"
("Action LED
¢ ) )
RAID 1, RAID 5, RAID 6
RAID 10 RAID
("Action( RAID
)" )
RAID
("Action(
)" )
[64).
("Action(
)" )
RAID RAID , RAID , RAID
(
( NAS), | , (HDD
) SSD), BUS : : ( , ' ’
) . "Refresh(
)" .
IOPS ("Performance test( )"
),

HDD S.M.A.R.T.

( ) "Disk Health(
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NAS S.M.ART

S.M.A.R.T
ATA ATA
SMART S.M.A.R.T
S.M.A.R.T
1)
. 2)
. "Summary( )"
"APPLY to Selected HDD( HDD )"
"APPLY to All HDDs
( HDD )"
( ll?ll
"setting( )" ):
J SMART : SMART
S.M.A.R.T ( RAID
) RAID
RAID
J S.M.A.R.T () S.M.A.R.T
10 .
e TLER/ERC () R/W
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: : TS-470 Pro, TS-
470, TS-670 Pro, TS-670, TS-870 Pro, TS-870, TS-870U-RP, TS-879 Pro, TS-
879U-RP, TS-1079 Pro, TS-1270U-RP, TS-1279U-RP, TS-1679U-RP, TS-
EC879U-RP, TS-EC1279U-RP, TS-EC1279U-SAS-RP, TS-EC1679U-RP, TS-
EC1679U-SAS-RP, SS-EC1279U-SAS-RP, SS-EC1879U-SAS-RP and SS-
EC2479U-SAS-RP, TVS-471, TVS-671, TVS-871, TVS-871U-RP, TVS-1271U-RP,
TVS-463, TVS-663, TVS-863, TVS-863+.

(REXP)
, BUS , CPU , | , | ,
("Action( )" )
LED
("Action( )" )
("Action(
)" )
("Action
« ) )
RAID RAID , RAID
, RAID

: : TS-470 Pro,
TS-470, TS-670 Pro, TS-670, TS-870 Pro, TS-870, TS-870U-RP, TS-879 Pro,
TS-879U-RP, TS-1079 Pro, TS-1270U-RP, TS-1279U-RP, TS-1679U-RP, TS-
EC879U-RP, TS-EC1279U-RP, TS-EC1279U-SAS-RP, TS-EC1679U-RP, TS-
EC1679U-SAS-RP, SS-EC1279U-SAS-RP, SS-EC1879U-SAS-RP and SS-
EC2479U-SAS-RP, TVS-471, TVS-671, TVS-871, TVS-871U-RP, TVS-1271U-RP,
TVS-463, TVS-663, TVS-863, TVS-863+.

"Recover( )" . :
1. : NAS ( : SAS

"Error( )" RAID "Not
active( )"
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: "Recover(

)"

: NAS
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4.2.2.2

NAS , ISCSI LUN

/
/  IRAID
/ . : RAID
. [597

. [64)
e RAID [72)
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RAID

. [59)
. [59Y
o ,Eﬁ
. [60
. [6n)
. [62)
o ,?Zﬁ
. iSCSI LUN [62)
. NAS : TS- 269L, TS- 269 Pro, TS- 469

Pro, TS-469L, TS-469U-RP, TS-469U-SP, TS-470 Pro, TS-470, TS-569 Pro,
TS-569L, TS-669 Pro, TS-669L, TS-670 Pro, TS-670, TS-869 Pro, TS-869L,
TS-869U-RP, TS-870 Pro, TS-870, TS-870U-RP, TS-879 Pro, TS-879U-RP,
TS-1079 Pro, TS-1269U-RP, TS-1270U-RP, TS-1279U-RP, TS-1679U-RP, TS-
EC879U-RP, TS-EC1279U-RP, TS-EC1279U-SAS-RP, TS-EC1679U-RP, TS-
EC1679U-SAS-RP, SS-EC1279U-SAS-RP, SS-EC1879U-SAS-RP and SS-
EC2479U-SAS-RP, TS-EC880 Pro, TS-EC1080 Pro, TS-EC880U-RP, TS-
EC1280U-RP, TS-EC1680U-RP, TS-EC2480U-RP, TVS-471, TVS-671, TVS-871,
TVS-871U-RP, TVS-1271U-RP, TVS-463, TVS-663, TVS-863, TVS-863+.

C 16 RAID 512MB RAM . NAS
8 NAS 8GB RAM

1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

)" .
2. "Create( )" > "New Storage Pool( )" .
3. , , RAID "Create
( )"
4, .
5. . "OK(
)
6.
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"Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll

e "Remove( )" > "Remove Pool( )"

e "Apply( )"

[ ]

LUN
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll

2.

3. "Remove( )" > "Safely Detach Pool( )"

4. "Apply( )"

5.

iSCSI LUN
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll

2.

3. "Expand Pool( )" .

4, RAID . "Adding new hard drive(s) to an existing
RAID group( RAID )"("Create new RAID groups(
RAID )" )

RAID "Next( )"

5. "Next( )"

6. "Expand( )" .

7. . "OK(

)ll

8.

: RAID 0, RAID 1, JBOD

RAID
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RAID

RAID :
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)
2. .
3. "Expand Pool( )" "Create and add a new RAID group( RAID
)" "Next( )" .
4. , , RAID "Next(
)
5. RAID RAID
"OK( )
6. "Expand( )"
7. "OK( )"
8.
o RAID 1, 5, 6 10 RAID 0, JBOD
RAID
O )
. USB
RAID
; RAID
RAID : RAID 1, RAID 5, RAID 6 RAID
10. RAID :
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)
2.
3. RAID "Manage( " > "Expand Capacity( )" .
4. "Change( )" . "Please
remove this drive( )" , NAS
5. "You can replace this drive( )"
. "Expand Capacity( )"
6. "Yes( )"
7. RAID
: RAID
RAID [72).
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. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

1
)ll
2.
3. "Action( " > "Set Threshold( )"
4. "Apply( )"
o 0%
[67).
. 0% ,
[67.
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2.
3. "Actions( " > "Set Snapshot Reserved( )"
"Apply( )"
. [66)
o NAS
x51*, x53, x63, x70, x71, x79, x80.
o * 4 GB RAM
o * x51 1024 256 . HS- 251
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2. .
3. "Create( )"> "New Volume( )"
[64)
iSCSILUN
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iSCSI LUN :
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

)

2. .

3. "Create( )"> "New iSCSI LUN( iSCSI LUN)"
iSCsI (857
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"Next( )"
. "Finish( )"

(657
(657
[661
[661
[66)
Windows [681
[661
SSD [71)
. "Storage Manager( )" > "STORAGE(
)ll
. "Create( )" > "New Volume( )"
: (
or Thin Volumes( )" ) "Next( )"
, , RAID
llNeXt( )ll
. "File system option(
inode
"Next( )" .
"Finish( )"
RAID 1, RAID 5, RAID 6 RAID 10
RAID
. "Thick Multiple Volume( )" "Thin Multiple Volume(
"Next(
, inode ,

64

"OK(

)" > "Storage Space(

)"

"Thick



RAID

1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2.
3- llRemoVe( )Il . llApply( )ll
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2.
3. "Expand Volume( )" .
4. "Set to Max( )"
"Apply( )" . ("Setto Max( )"
)
5.
"Storage Manager( )" > "STORAGE( )" > "Storage Space(
)" "Actions( )" ,
o . "Format( )"
[ ] ( 3 3 ’ )
[68).
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e 2TB EXT4
. NAS

=

aoa W

x51*, x53, x63, x70, x71, x79, x80.
o * 4GB RAM

o * x51 1024 256

"Storage Space( )"
"Actions( " > "Set Threshold( )"

"Apply( )"

. "Storage Manager( )" > "STORAGE(
)ll

. "Actions( " > "Create New Shared Folder(
4 "Configure access privileges for users(

"Edit( )" .
4 "Advanced settings( )" "Edit(

)"

. HS- 251

)" > "Storage Space(

, , Oplocks, . "Create( )"

LUN )

J ( /LUN ) Backup Station

Backup Station R1d)

o NAS

x51*, x53, x63, x70, x71, x79, x80.
o * 4GB RAM

o * x51 1024 256

66

. HS- 251

/LUN



1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

)ll i

2. LUN "Snapshot( "> "Take a Snapshot(

)ll
3.
4. "OK( )"

"Storage Space( )" LUN
"Snapshot( )" > "Snapshot Manager( )" ( LUN
)
° .
"Restore( )" / "Restore to
( )" . "Download(

)Il
o : "Revert( )"
o : "Delete( )"
o : LUN

"Clone( )" ,
LUN iSCSI
o : "Schedule( )" , "Enable schedule( )"
"Global Settings( )"
o (@Recently- Snapshot)
File Station
"@Snapshot"
"Global Settings( )"
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o : (LUN 256 , 1024 )

o : (LUN 256 , 1024 )

: "When reaching snapshot limitation( )"
[62)
Windows
QTS 421 WindOWS " n
, ( , )
1. Windows NAS 1250 (
)
2. .
3. Windows "File Explorer( )" > "Properties( )" > "Previous Versions(
)" ( )
4.
5- IIOK( )ll
"File Explorer( )" > "Properties( )" > "Previous Versions( )"
NAS 256- AES
/
NAS
: AES NAS . ()
QNAP NAS
NAS
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http://www.qnap.com/images/products/comparison/Comparison_NAS.html
http://www.qnap.com/images/products/comparison/Comparison_NAS.html

l@# $%"&* ()

"admin" 8- 32
=27
o : NAS
"Encryption( )"
NAS
e NAS JBOD RAID
153
e NAS
[ ]
|
: : : )
1. NAS . "Storage Manager( )" > "STORAGE(
)" > "Storage Space( )" "Create( )" > "New Volume(
)
2. "Next( )" .
3. ( : ) , "Encryption(
) ’ ,
. "Next( )"
4, "Finish( )"
5. I
"Yes( )"
6. .
7. "Actions( "> "Encryption( )" > "Lock this Volume( )"
"Yes( )"
8. NAS
NAS "Storage Manager(
)" > "STORAGE( " > "Storage Space( )"
"Actions( "> "Encryption( )"
3 .
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( "Locking and unlocking disk
volumes manually( )" )
!
o : NAS NAS
.NAS
NAS . "Storage Manager( > >
"STORAGE( )" > "Storage Space( )" .
"Actions( )" > "Encryption( )" > "Lock this Volume
( )ll X IIYeS( )ll
NAS . "Storage Manager( > >
"STORAGE( )" > "Storage Space( )"
"Manage( " > " Unlock this volume( )" .
. "Apply( )"
NAS . "Storage Manager
( )" > "STORAGE( " > "Storage Space( )"
"Status( )"
. "Status( )"
NAS
e DataVol1 "Save Encryption Key( )"
e DataVol2 "Save Encryption Key( )"
: "Save Encryption Key( )"
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NAS

DataVol1

NAS
. NAS

NAS
SSD

SSD SSD

"Global Settings( )" (

o SSD

o : SSD

. DataVol1 DataVol2
DataVol1
. NAS
NAS
NAS
ll?ll llsetting( )ll
SSD
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RAID

e RAID
e RAID

e RAID

RAID

RAID
RAID

RAID 0

RAID 1

RAID 5

RAID
, RAID
RAID

[72)

RAID [761

NAS

RAID

. RAID 1

RAID 5

RAID

72

-1)

RAID

. RAID 0

. RAID 5
. RAID 5



4 3 RAID 5
. RAID 5
. RAID 5
, "degraded mode(
"rebuilding( )"
"degraded( )"
RAID 6 RAID 6 . RAID 6
4 . RAID 6
( -2)
( )
. RAID 6
"degraded( )"
RAID 10 RAID 10 RAID 1( ) RAID 0( )
RAID 10
. RAID 10 (
12)
RAID 10
. RAID 10
. RAID 10
2

"degraded( )"
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JBOD

. JBOD
(BBM)
BBM () ,
RAID
RAID . RAID RAID
: BBM RAID 5 RAID 6
RAID
, RAID RAID
. RAID : RAID 1, RAID 5, RAID
6 RAID 10. RAID :
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2. .
3. RAID "Manage( " > "Expand Capacity( )"
4. . "Please remove this drive(
)" , NAS
5. "You can replace this drive( )" ,
. "Expand Capacity( )"
6. "Yes( )"
7. RAID
RAID . RAID 5
RAID 6
RAID :
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2. .
3. RAID "Manage( "> "Add Hard Drive( )"
4, RAID "Apply( )"
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5. . "Yes( )"

6. RAID

RAID
RAID RAID .
. RAID 1 , RAID1 RAID 5

, RAID 5 RAID 6 . RAID
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

)ll
2. .
3. RAID "Manage( )" > "Migrate( )"
4. "Apply( )"
5. "Yes( )"
6. RAID

RAID 1, RAID, 5, RAID 6 RAID 10
RAID

1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

)ll
2. .
3. RAID "Manage( " > "Configure Spare Drive( )"
4, "Apply( )" .
5. . "Yes( )"
6.

/
/
/ b
( )

1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(

)ll
2. .
3. RAID "Manage( "> "Enable Bitmap( )"
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1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll

2. .
3. RAID "Manage( )" > "Disable Bitmap( )"(
) llOK( )ll
RAID 1, RAID 5, RAID 6 RAID 10
RAID
RAID "Inactive( )"
.(RAID 1, RAID 5, RAID 6 RAID 10 , RAID 0 JBOD
)
NAS
NAS RAID
RAID . 3 RAID 5
NAS 2
RAID . RAID
RAID
RAID 1 1
RAID 5 -1
RAID 6 -2
RAID 10 /2, (RAID 1 1 )
RAID :
1. "Storage Manager( )" > "STORAGE( )" > "Storage Space(
)ll
2.
3. RAID .
4. "Manage( )" > "Recover( )"
5. RAID
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4.2.2.3

SSD NAS
SSD NAS
. [77
e SSD [7A
e SSD [78)
e SSD [78)
e SSD [78Y
SSD , NAS

https://www.qgnap.com/i/in/ga/con_show.php?op=showoneé&cid=114

RAM *
512 GB 1GB — 4GB
1TB 4GB ~ 8GB
2TB 8GB ~ 16GB
4TB 16 GB
* ,1TB SSD NAS 4GB RAM
SSD , SSD
SSD
SSD
1. "Create( )" :
2. SSD SSD
3. : /
4. "Create( )"
5. "OK(
6. SSD
- SSD SSD

77


https://www.qnap.com/i/in/qa/con_show.php?op=showone&cid=114

SSD

SSD
1. "Remove( )" .
2- . llYeS( )u
3. SSD .
SSD /
SSD
SSD :
1. "Add SSD Drive(SSD )"
2. SSD "Expand( )" .
3. . llYeS( )u
4. SSD
SSD
SSD
1. "Cache Setting( )" .
2. SSD /
, /O "Finish( )"
3.
o , I/O
o SSD
SSD
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4.2.2.4

Snapshot Vault Backup Station Snapshot Replica

5 [218) NAS

o NAS
x51*, x53, x63, x70, x71, x79, x80.
o * 4 GB RAM
o * x51 1024 256

Snapshot Vault

o : NAS IP
o /LUN: LUN

"ready( )"

Snapshot Vault
"Show Snapshots( )"

"Hide snapshot content(

1. Snapshot Vault .
2. "Remove( )"
3.

1. Snapshot Vault

2. "Clone( )"

79

NAS

Backup Station

. HS- 251

"Download(



N

/
. "OK( )"
. "Storage Manager(
Snapshot Vault
File Station

)" > "STORAGE(

80

)" > "Storage Space(



4.2.2.5 Qtier( )

Qtier ,

e Qtier 61
. [82Y
. [62)

8GB RAM
QNAP

Qtier

1. NAS .
2. "Storage Manager( )" > "Storage Space( " > "Create New
Storage Pool( )" .
3. "Select Storage Pool Type( )"
"Enable storage auto tiering( )" "Next(

4. SSD

© N o o

9. "Auto Tiering( )"
, LUN
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"Storage Manager( " > "Storage Space( )" "Auto Tiering(

)Il
. "Manage( )" . .
. : NAS
NAS
. :
( )
. . "ultra- high
speed( )" , SSD
SSD . "capacity
( )" , SATA
SSD
( )
. ( )
[ ]
[ ]
NAS
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: ( "Manage(
)" "Move Down( )" "Move Up( » )

> "Statistics(
: ( "Manage(
> "Statistics( )" "Move Down( )" "Move Up( )
: "Manage( )" "ultra- high speed( )"
SSD "Manage( )" "Capacity( )"
SATA SSD
/ 3 ’

("Manage( > >

"Statistics( )" > "History report( ")
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4.2.3 iSCSI
iSCSI

, 1ISCSI ACL LUN
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e
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4.2.3.1iSCSI

NAS iSCSI(Internet Small Computer System
Interface)
iSCSI , iISCSI , ISNS
/ , , iSCSI LUN

. NAS iSCSI LUN . iISCSI LUN

e iSCSI [83)

e iSCSI Ej
. ACLI9)
. S
QNAP
iSCSI
NAS iSCSI .
1. (Windows PC, Mac Linux) iSCSI
2. NAS iScCsI .
3. iSCSI NAS iSCSI .
4. iSCSI ( )- NAS
. iISCSILUN iSCSI ,
LUN : LUN LUN. LUN NAS
LUN LUN
LUN LUN
LUN( ) LUN( )
VAAI
VAAI
VAAI
VAAI
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(VAAI
Windows 2012 8 )

Microsoft ODX

LUN (
)
LUN 1
LUN
LUN
LUN :
o : . NAS
RAID
NAS
o : LUN . LUN
LUN
256 iISCSI LUN . NAS 100
, LUN 156 . LUN
NAS iISCSI
NAS
o iISCSI
(iscsil ) .
e ARM NAS RAID 8TB
iSCSI
NAS iSCSI
1. iSCSI
iISCSI LUN .
2. "iSCSI Target with a mapped LUN( LUN iISCSI )"(
"iISCSI target only(iSCSI )" "iSCSILUN only(iSCSI LUN )" )
"Next( )"
3. "Next( )"
4. .
5. VMware Virtual Machine File System "Enable
clustering access to the iSCSI target from multiple initiators ( iSCSI
)" . "Data Digesf( )" "Header Digesf(
)" (expand on "CRC/Checksum(CRC/ )" ) iISCSI
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iSCS| C"Next( )"

6. CHAP "Next( )" . "Use CHAP authentication(CHAP

)" iSCSI ,
. iscs|
"Mutual CHAP(  CHAP)"
"Mutual CHAP(

CHAP)"
o CHAP
" : 0-9, a-z, A-Z , 256
" : 0-9, a-z, A-Z , 1 12- 16
o CHAP:
" : 0-9, a-z, A-Z, : ( B - () -« )
0 12-16 .
" : 0-9, a-z, A-Z, : ( ), - () - ) ,
:12-16 .
7. LUN LUN , LUN LUN (NAS
LUN . "Next( )"
8. "Next( )"
9. "Finish( )"
10. LUN
iSCSI
iSCSI
1. "Create( )" .
2. "iSCSI Target only(iSCSI )" "Next( )" :
3. VMware Virtual Machine File System "Enable
clustering access to the iISCSI target from multiple initiators( iSCSI
)" .
4. . "CRC/ Checksum(CRC/ )"
"Data Digesf( o "Header Digest( )"
"Next( )" .
5. "Use CHAP authentication(CHAP > "Mutual CHAP( CHAP)"
"Next( )" . "Use CHAP authentication
(CHAP )" iSCSI ,
. iSCSI
"Mutual CHAP( CHAP)"
"Mutual
CHAP( CHAP)"
6. "Next( )"
7. "Finish( )"
8.
iSCSI LUN
iSCSI LUN
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1. "Create( )"

Bt "Next( )"

2. "iSCSI LUN only(iSCSI LUN .
3. LUN LUN , LUN LUN (NAS )s
LUN . "Next( )"
4. "NeXt( )Il
5. "NeXt( )ll
6. "Finish( )" .
7. 4 LUN
iSCSI LUN , 4 "Do not map itto a target for now(
)ll
LUN iSCSILUN
iSCSI LUN :
iSCSI iSCSI
iSCSI
iSCSI
iSCSI
LUN LUN
LUN
iSCSI ("Action( )" )

LUN

LUN

: , CHAP
: LUN , ,

iSCSI

LUN

LUN
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LUN . LUN

LUN

iSCSI LUN

LUN iSCSI . iSCSI

LUN

iSCSI

: iSCSI
iSCSI LUN
iSCSI LUN
1. iSCSI iSCSI LUN
2. "Action( )" > "Disable( )"
3- “OK( )ll .
4. "Action( )" > "Un-map( )" LUN . LUN
iSCSI LUN
5. iSCSI LUN .
6. "Action( )" > "Map( )" LUN
7. LUN "Apply( )"
8. LUN
NAS iSCsSI LUN iSCSI LUN (Windows
PC, Mac Linux) iISCSI ,
iSCSI LUN
NAS iSCSILUN
1. iSCSI iSCSI LUN
2. "Action( )" > "Modify( )"
3. LUN . LUN
4. "Apply( )"
: LUN LUN
144TB , NAS 4GB RAM 250TB
iSCSI
( ) iSCSI  NAS
o : iISCSI LUN "Instant Allocation( )"
iISCSI . .

o LUN : NAS ( "System Status( " > "Resource
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Monitor(

LUN
VM

ACL

iSCSI

QNAP

, NAS

iSCSI

"Edit( )"
"Delete( )"

LUN

IQN

iSCSI

LUN
LUN
2
(ACL)
"Add a Policy( )"
LUN
LUN
LUN
LUN
LUN
iSCSI
NAS
?
"General(

Microsoft iSCSI
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)"

LUN

LUN

LUN
"Default( )"

"Apply( )"

LUN

.NAS 4

LUN

IQN

IQN
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QNAP NAS iSCSILUN QNAP
NAS QNAP Snapshot Agent

LUN ( ) ;
Snapshot Agent
o ( /LUN ) Backup Station
Backup Station b1d
o LUN , LUN
LUN .
e iSCSI LUN Snapshot Agent
Windows VMware VSS-
o NAS
x51*, x53, x63, x70, x71, x79, x80.
o * 4 GB RAM .
o * x51 1024 256 . HS- 251
1. LUN "Snapshof( )" > "Take a Snapshot( )"
2.
3.
4' "OK( )ll
b b t LUN
LUN
[67)

Snapshot Agent
QNAP Snapshot Agent VMware vCenter  Microsoft Volume Shadow Copy Service(VSS)
. NAS Snapshot Agent VMware
VMware iSCSI LUN ( iSCSI LUN

vCenter Microsoft Server
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Snapshot Agent "Snapshot(
. SnapAgent P, , OS, LUN
. Snapshot Agent www.gnap.com

> "SnapAgent’
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iSCSI NAS LUN iSCSI (OX]
iISCSI Initiator

Windows iSCSI Initiator:
Microsoft iSCSI Software Initiator iSCSI
Windows

iSCSI Initiator :
"Control Panel( )" > "Administrative Tools( )" iISCSI Initiator

"Discovery( )" "Add Portal( )" ( "Discover Portal( ")
. NAS IP iISCSI . iSCSI
"Targets( )" . "Connect(
)" . "Advanced( )"
: "OK( )"
"Connected( )"
Windows
. "Control Panel(
)" > "Administrative Tools( )" > "Computer Management( )" > "Disk
Management( )"
. "OK( )"
PC . iSCSI
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Mac OS Xtend SAN iSCSI iSCSI (QNAP NAS)
. iISCSI NAS iSCSI
LUN (O] iSCSI
Xtend SAN iSCSI Initiator

ATTO Mac OS X Xtend SANiSCSI Initiator Mac iSCSI
Mac OS X 10.4.x - 10.6.x

http://www.attotech.com/products/product.php?sku=INIT-MAC0-001

Xtend SAN iSCSI

1. Xtend SAN iSCSI Initiator "Applications ( )"

2. "Discover Targets( )" "Discover by DNS/
IP(DNS/IP )" "Discover by iSNS(iISNS )"
IP iSCSI .
3. , ISCSI ( : 3260), CHAP ( )
"Finis h( )"
4. NAS iSCSI
IIAdd( )II
"Setup( )" iISCSI . "Status( )"
. "Login( )" . iISCsI
"Initialize ... )" . "Disk Utilities ( )"
iSCSI Mac
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Ubuntu Linux Open-iSCSI Initiator
. iSCSI

LUN oS iSCSI

Linux Open-iSCSI Initiator
Linux Open-iSCSI Initiator  Ubuntu 8.04 LTS( )
iSCSI
Open-iSCSI
: http://www.open-iscsi.org

LUN Linux Open-iSCSI

open-iscsi .
#sudo apt-getinstall open-iscsi

iSCSI  (QNAP NAS)
NAS iscsl

Ubuntu  http://www.ubuntu.com

Linux Open-iSCSI Initiator

Linux Open-iSCSI Initiator  iSCSI (QNAP NAS)
node.session.auth.username & node.session.auth.password CHAP
iscsid.conf
#vi /etc/iscsi/iscsid.conf
open-iscsi
# /etc/init.d/open-iscsi restart
( QNAP NAS), 3260 10.8.12.31 iISCSI

#iscsiadm —-m discovery -t sendtargets -p 10.8.12.31:3260

iSCSI
#iscsiadm -m node

* %

#iscsiadm -m node ——op delete ——targethame THE_TARGET_IQN

open-iscsi
# /etc/init.d/open-iscsi restart

[iface: .

10.8.12.31,3260] [ ]

dmesg
#dmesg | tail

. /dev/isdb
#fdisk /dev/sdb

95
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http://www.ubuntu.com
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# mkfs.ext3 /dev/sdbl
# mkdir /mnt/iscsi
# mount /dev/sdbl /mnt/iscsi/

I/O
#hdparm -tT /dev/sdbl

"iscsiadm"

#iscsiadm —-m discovery —-type sendtargets ——portal HOST_IP
#iscsiadm -m node --targethame THE_TARGET_IQN --login
#iscsiadm -m node --targethame THE_TARGET_IQN --logout

#iscsiadm -m node --op delete ——targethame THE_TARGET _IQN
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4.2.3.2 LUN

NAS (Windows, Linux ) iSCSILUN , NAS LUN
LUN iISCSI
e LUN [o7)
e iSCSILUN [od)
e iSCSILUN [ooh
o LUN / / [od
o QNAP
o NAS
x51*, x53, x63, x70, x71, x79, x80.
o * 4 GB RAM
o * x51 1024 256 . HS-251
LUN
LUN
Windows (SMB/ CIFS), Linux (NFS) NAS
iISCSI LUN NAS iISCSI LUN
iSCSI LUN
1. "Create a job( )" .
2. "Back up an iSCSI LUN(iSCSI LUN )" "Next( )" .
3. LUN "Next( )" LUN NAS
LUN .
4. LUN . NAS Linux (NFS), Windows (CIFS/SMB)
NAS LUN . "Tes{( )"
"Next( )"
5. LUN NAS
* . "Next( )"
( NAS CPU
LUN . iSCSI LUN J)
6. ( ) "Next(
)"
7. NAS . "Nex{(
)
8. "Finish( )"
9.
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( "Action(

Edit( )
Delete( )
Start( )
Stop( )

View Logs

( )

LUN , 3

iSCSILUN

LUN NAS . LUN
LUN . iISCSILUN NAS
1. "Storage Manager( " > "LUN Backup(LUN )"
job( )" :
2. "Restore an iSCSI LUN(iSCSI LU )" "Next( )"
3. , IP / /
. "Next( )"
4. LUN . "Next( )"
5. "Ne xt( )" )
6. . NAS
)
7. "Finish( )"

( "Action(

Edit( )
Delete( )
Start( )
Stop( )
View Logs
( )
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)" )

LUN

. "Tesf(

y

~

. "Create a

. "Next(



o LUN : iISCSI LUN NAS LUN . LUN

o LUN : iSCSI LUN LUN NAS . LUN
iSCSILUN
LUN NAS iISCSI LUN
. LUN LUN
. iISCSI LUN NAS iSCSI LUN
iSCSI . iSCSI LUN .
1. "Storage Manager( " > "LUN Backup(LUN )" . "Create a
job( )" :
2. "Create a LUN Snapshot(LUN )" "Next( )"
3. NAS iSCSI LUN "Next( )" . iISCSI LUN
4. LUN NAS . LUN
iSCSI . "Next( )" . LUN
iSCSI . "Next( )" .
5- "NeXt( )ll
6. . NAS . "Next(

o
7. "Finish( )"

8. . .
9. "Storage Manager( )" > "iSCSI Storage(iSCSI )"

LUN iSCSI . iISCSI iSCSI

LUN
: Windows 7 Windows 2008 R2 LUN
LUN NAS . LUN NAS
LUN / /

QNAP NAS NAS iISCSI LUN ,
1. iSCSI LUN , "Storage Manager( )" > "LUN

Backup(LUN )" NAS
2. Pietty SSH NAS
3. NAS
4. "lunbackup" .
5. lunbackup NAS iSCSI LUN ,
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4.2.4

QNAP NAS iSCSI
. NAS 8
. Ext3, Ext4, FAT, NTFS  HFS+.
. Ext3, Ext4, FAT, NTFS  HFS+.
e NAS 16TB
o (iscsil ) Ul NAS 2
. 2
"Disconnected( )"
o . QNAP
NAS .
1. iSCSI . “Storage Manager( )" > “Remote
Disk( ) "Add Virtual Disk( )" .
2. P ( : 3260). "Get Remote Disk( )"
"Data Digest( > "Header Digesf( )"
( ). iSCSI iISCSI
"Next( )" .
3. . LUN ,
LUN . NAS LUN . NAS EXT3, EXT4, FAT32,
NTFS, HFS+ . LUN "Unknown(
)" "Format virtual disk now( )"
. EXT3, EXT4, FAT 32, NTFS HFS+
"Format virtual disk now( )" LUN
. "Next( )"
4. "Finish( )" .
5. NAS . "Privilege Settings( > >
"Share Folders( )"
( "Action( )" )
Edit ) iISCSI
Connect( iISCSI

)
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Disconnect iISCSI
( )

EXT3, EXT 4, FAT 32, NTFS HFS+
Formaf( )

Delete( ) iSCs|

External Device[128)
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4.3

NAS "Control Panel( )" > "System Settings(
)" > "Network( )"
Hetwork & Virtual Switch Service Binding Proxy DONS Service
The Metwork & Virtusl Switch integrates [Pvd, WIHFL IPvE, and Thunderbolt Managemant. It 3i3o dupparts Virtual Switches

Please click herd to oie i

< DNS [109)
KX [108)
< IPv6od

. fiod)

< TBS- 485A [
o Wi-Filt1h
o DHCP 113

o [113
o Thunderbolt [113
. [113)
. [113
e DDNS [112
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& , Wi- Fi, DHCP , , IPv6,
Thunderbolt 1
10 .
1GbE NAS , NAS 10GbE NAS
Pertvori & \ituad Smtch -_ e X
., MNetwork & Virtual Switch @
Cryerviow =
[l 5 CACAEAC
Interfaces . T T BT T [
— ——_
WiFi :
Adaptar 1 172.17.36.36 ) )
DHEP Sarver % : i' :( a
Deiault goteway
“ Adapas 2 -
QNAP
) , MAC
) , DNS , IPv6
NAS LAN .
"interfaces( )" ("Virtual Switch( )
"Configure( )"
e |Pv4:
o DHCP IP DHCP ,
NAS IP
o IP IP
IP , . LAN 2 NAS
TCP/IP
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. NAS IP

NAS IP 1 IP
LAN
o : "Jumbo Frames(

. NAS
MTU 4074, 7418, 9000
[ ]

809U- RP

MTU

o NAS

o : NAS
NAS
e VLAN: LAN(VLAN)

VLAN(802.1Q)(VLAN (802.1Q))"
. VLAN ID
VLAN ID NAS
. NAS
LAN
: VLAN x86 NAS
DNS
DNS( )
. DNS
NAS P
o DNS DNS IP
o 2 DNS 2 DNS IP
e 1 2 DNS P ISP
DNS

IP *. Qfinder
LAN 1 , 2 IP LAN2
) 1500
CPU
(1500 )
MTU . NAS

TS- 509 Pro, TS- 809 Pro, TS-

QNAP
. NAS VLAN , VLAN
. VLAN "Enable
VLAN ID(0 - 4094 )
VLAN
, NAS
VLAN . NAS
VLAN
NAS

(google.com ) IP (74.125.31.105)
DNS IP

’

. NAS

(BT ), URL

105



e DHCP IP 1 2 DNS

"0.0.0.0"
NAS
( )
1
(ll n ) (ll "

)

NAS NAS LAN
(IP , , , VLAN, DHCP )

NAS

1. "Port Trunking( )" .

2. ( 1+2, 3+4, 5+6

7+8). Port Trunking( )
"Balance- rr"( )

3. . "Apply( )"

4- n n

5. QTS

o NAS

. LAN NAS , TS-

110, TS-119, TS-210, TS-219, TS-219P, TS-119P+, TS-219P+, TS-112, TS-212
LAN LAN

NAS

Balance- rr(

)

. Balance- rr

' MAC
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Balance XOR Balance XOR

2
, MAC MAC
. xmit_hash_policy
. Balance XOR
IEEE 802.3ad 802.3ad LACP
(
) 802.3ad
, LACP
IEEE 802.3ad
Balance-tlb Balance- tlb
(
) (
).
MAC . Balance- tlb
Balance-alb Balance- alb  balance- tlb
( IPV4 ( )
)
ARP ,
"Delete( )"
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network cable is disconnected from the trunking group(

IPv6

NAS "stateless(
Advertisement Daemon), RFC 2461

e CIFS/SMB
e AFP

* NFS

* FTP

e iscsl

e QTS
* RTRR
* SSH

* Windows

e NetBak Replicator

. NAS

e |IPv6

Qsync

)" IPv6

. IPv6 NAS

"Enable IPv6(IPv6 )"

IPv6

CUEdit( )"
IPv6

NAS IPv6

. IP

IP

( :64), NAS

ISP

o RADVD(Router Advertisement Daemon)

IPv6

e |[Pv6 DNS

) NAS

DNS
ISP

NAS

: NAS

108

IP

: NAS

"Warn me if a

IPv6  RADVD(Router
NAS IPv6

"Apply( )"

. IPv6

( :2001:bc95:1234:5678),

IPv6

. IPv6

IPv6

DNS



Switch Mode

LAN




"Add( )" > "Private Network Mode

( )" DHCP ( P, P
) . "More Settings( )" WINS , DNS , TFTP
llAdd( )II
"Add( )" > "Switch Mode( )"
( ( )
(1 ) "Add( )" :
"edit(
"Delete( )"
l|>ll
TBS-485A
TBS- 485A QNAP NAS
2-1~2-4
1. (  2-1~2-4)

L3

To PC To Infernet
2. "Interfaces( )"( ) > "Interfaces( )"( )>
"switch( )"
3. "Switch Mode( )" > "Apply( )"
2 3

=

( 2-1~2-4)

BHCF Server; ON
2-4 2-3 2-2 241

NEN

> |
= EnE
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2. "Interfaces( )" (

) > "Interfaces(

)"(

. Wi- Fi

http://www.qgnap.com/

"Wi- Fi Network Connection(Wi- Fi

"switch( )" .
3. "Private Network Mode( )" > "Apply(
TBS- 485A
Wi-Fi
Wi- Fi USB Wi- Fi NAS
. Wi- Fi
J Wi- Fi
e Wi- Fi
. , USB ' :
J USB Wi- Fi
] USB Wi- Fi
compatibility "USB Wi- Fi"
J TS- 269H
1: Wi- Fi
Wi- Fi
)Il
/
Wi- Fi
o | Wi- Fi
(%] Wi- Fi
E]
(m] Wi- Fi
(X Wi- Fi
"Rescan( )" Wi- Fi

111

. Wi- Fi

Wi- Fi

Wi- Fi


http://www.qnap.com/compatibility
http://www.qnap.com/compatibility

"Connect( )" . . "Next(
)" NAS

NAS Wi- Fi
NAS  Wi- Fi
SSID
SSID
IP NAS Wi- Fi DHCP IP
NAS Wi- Fi
Wi- Fi . Wi- Fi SSID
2: Wi-Fi :
SSID( ) Wi- Fi "Connect
to a Wi- Fi network(Wi- Fi )"
1. (SSID)
° ( ):
o WEP: 4 WEP 1
o WPA- Personal: AES TKIP
o WPA2- Personal:
2. .
3. NAS Wi- Fi "Finish( )" .
4. IP "Edit( )" . DHCP IP
IP
NAS /AP Wi- Fi , "Network( ' > "TCP/IP"
"WLAN1" . NAS
e WEP 5 13 ASCII 10 26 16
(0-9 A-F) .
. , /AP "N- only(N
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e "B/G/N mixed(B/G/N )"

e WPA2 Windows 7 NAS

. WEP Windows 7
O IP
DHCP
DHCP( ) IP
NAS "Enable DHCP Server(DHCP
NAS DHCP
O IP
DHCP .
e DHCP LAN NAS LAN
IP Ethernet 1
o IP, IP, : NAS DHCP IP
IP
IP IP
e WINS ( ): WINS (Windows Internet Naming Service) Windows
(NetBIOS names) IP , Windows
WINS
IP .
e DNS ( ): DNS
e TFTP & ( ): NAS PXE
. TFTP (TFTP ) IP
, TFTP IP
LAN (
NAS ).

Thunderbolt
Thunderbolt , ,
Thunderbolt [113)

NAS

113

LAN

"Enable



Service Binding( )"
"Apply( )"

( )"

DDNS

NAS DDNS

ip.com, http://www.Selfhost.de, http://www.oray.com.

DDNS

C QNAP Turbo NAS
DDNS

e QNAP NAS

NAS

NAS

NAS

NAS

NAS

DDNS

"Refresh

. http://www.dyndns.com, http://update.
ods.org, http://www.dhs.org, http://www.dyns.cx, http://www.3322.0rg, http://www.no-
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http://www.no-ip.com
http://www.Selfhost.de
http://www.oray.com
http:///www.qnap.com/proxysetup
http:///www.qnap.com/ddnssetup

4.4 Thunderbolt

NAS Thunderbolt

n LS "s "Thunderb0|t n

Trundeibol Beidge Address

Eait Batm
[:-il Ao AStagn

Thumdurbodl intartace

Tt Trmsin..

Hid NiA
Bandtrmith Lage

Thumderbatt brnige

EWE
I Facwnta recoived

TIEEN] B Packtty sent

10 KB

L 7 12

5 E M b 0 [Pk
Milkutes sz

Thunderbolt Bridge

e Thunderbolt Bridge

. Thunderbolt

Thunderbolt IP Bridge
e Thunderbolt

. NAS JBOD
Thunderbolt JBOD
. Thunderbolt

QNAP

Thunderbolt
Thunderbolt Thunderbolt 6
IP
Thunderbolt
Thunderbolt

Thunderbolt /
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4.5

"Control Panel( " > "System Settings( )" > "Security( )
NAS
Security Level Network Access Protection Certificate & Private Key

) Alletw all connettions
® Deny connections from the kst

[0 Allow connediions from the list only

Enter the IP addrass of netwark from which the connections ta this server will be sllowed or rejacted
=1 | Genre

| IP Address or Network Domain ] Time Loft for IP Blocking

o ]

Apply All

» "Apply( )"

(SSL)

, SSL NAS
. NAS X.509
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4.6

"Control Panel( )" > "System Settings( )" > "Hardware( )"
NAS
Geperal Buzzer smart Fan

EA Enaate configuration reset swilch

] Enables hard disk standby mode” The status LED will turn off if there is no access within
Time Wnmunutes « | &

B Enables the light signal alen when the frée storage size is [ess than the value
Sze. | 3072 hg

kA Enable write cache (EXT4 delay aliocation)

Apply Al

o 3
(NAS ) 10

O
" : admin.
= TCP/IP : DHCP IP
= TCP/IP : .
= TCP/IP : , "Active Backup

(Failover)( ( n"

" : 8080( )
. : ( )
= LCD 2 ( ); LCD NAS
= VLAN .
. : NAS

O .
NAS ("Administration( " > "Restore to
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Factory Default( )" )., NAS
NAS
NAS NAS
LED HDD LED
SATA
SATA
LED

(EXT4 ): NAS EXT4 ,
Download Station, MySQL , , Surveillance Station. NAS

(PSU) NAS PSU NAS

(1U 2U ). "System Settings( > >
"Hardware( )"
. PSU NAS "System Logs
( )" . NAS PSU ,
LED : NAS LED ( : NAS LED (
TS- 453mini), LED LED
( H
( )
. Download Station SQL
( )
NAS , CPU ,
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NAS . NAS
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4.7

NAS ,
/ /

NAS

Wake-on-LAN (WOL) Puowmer Becovery Foveer Schadule

(®) Enahle

) Disable

Apply All

EuP

EuP( ) ,

EuP NAS

)
e \Wake on LAN:

e AC : NAS

EuP NAS
Wake on LAN, AC

NAS

Wake-on- LAN( )

Wake on LAN

Wake on LAN

1W

NAS Qfinder Pro Qmanager

121

NAS

NAS

. EuP

. NAS

. NAS

aw




"Control Panel( )" > "System Settings( )" > "General Settings(

"> "Power( )" > "Wake- on- LAN(WOL)( (WOL))" WOL
e For Qfinder Pro NAS "Tools( " > "Remote Wake Up
(Wake on LAN)( ( n"
¢ Qmanager NAS ">
"Wake on LAN(WOL)( (woL))"
NAS
AC
NAS

: x86 NAS . "Control

Panel( " > "System Settings( )" > "Power( "> "Power Recovery(
)" "Turn on the server automatically( )"
/ ’
15

"Postpone the sleep/restart/ shutdown schedule when replication job is in process(
/ / )Il
/ . NAS

e NAS QNAP ;
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4.8

"Control Panel( )" > "System Settings( )" > "Notification( )"
NAS
E-mail SMS Fush Saemvice

SMTP Server

Select an e-mail account [ Custom ¥
SMTP server smip.gmailcom

Fort number 465

E-mail Seiphant@gmail com

Username Serpham

Passwerd

Sapule connaction SSL i

Alent Hotihcation

When the following System evanls oocar

Apply Al

NAS
SMTP

e Select an email account( ):

e SMTP Server(SMTP ): SMTP ( : smtp.gmail.com)
e Port Number( ): SMTP
25 .
e E- mail( ):
e Username and Password( ):

e Secure connection( ): SSL TLS NAS SMTP
. SMTP

¢ Alert Notification( ): ( / ) NAS

. NAS 2

SMS
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NAS SMS
SMSC

1. SMS SMS

"Add SMS Provider(SMS

. "Add SMS service provider(SMS

URL
2. SMS SsL
API_ID
3. " SMS
. NAS
: URL SMS
NAS

: Qmanager iOS 1.8.0 / Qmanager Android 2.1.0

. QID myQNAPcloud
(

1

2.

3. Qmanager

4. Qmanager NAS
>">" NAS > "

5. NAS

"Manage Paired Devices(

: iOS Android

124

SMSC

).
(Qmanager iOS 1.8.0 / Android 2.1.0 )
.(Qmanager

Clickatell
SMS

)"

SMS

"Qmanager"

SMS

QTS 4.2.0

S s



4.9

NAS "Control Pane( " > "System Settings( )"
> "Firmware Update( )"
Live Update Fimware Update

Modet T5-259 Pro+

Current firmware version 421

Date: 20151214

System up ume 0 Day(s) 7 Hour(s) 41 Minute{s)

| Check for Update Statug: Last checked 201571 2/16 22:29.10 Wednesday

B Automatically check if & newer version is available when legging into the NAS wed administration interface
O Jaointhe OTS B=ta program to receive bels update notifications

Yol can 3130 chiack QNAP Download Canles for 3ny firmware o utility updates

"Automatically check if a newer version is available when logging into the NAS web
administration interface(NAS

)" NAS
NAS . "Check for Update(
)ll
1. QNAP . http://www.gnap.com.
2. NAS IMG
3. NAS ,
4. "Browse( )"
"Update System( )"

NAS
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e QTS

NAS
QNAP Qfinder Pro
NAS
1. NAS "Tools( )"
2. NAS
3. NAS . "Start(
LAN NAS

"Update Firmware(
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4.10 /

"Control Panel( " > "System Sefttings( )" > "Backup/Restore( / )"
NAS , , NAS
Backup/Resiore Settings Restore {o Factony Defaull
Back up System Seltings

To backup all settings, including wser accounts, server name and network configuration etc., click [Backup] and select to.open or save

the satling file

Backup

Restore System Settings

To restore all settings, click [Browse_] 1o sefact 3 previously saved setting file and click [Restore] to confirm

/
° ’ )
"Backup( )" .
. ; , , . , LDAP, Windows
, Mac , NFS, FTP, WebDAV, , , ,
SNMP
® : "Browse( )"

"Restore( )"
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NAS

: NAS

</b>

NAS

10

(NAS
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4.11

"Control Panel( " > "System Settings(

)" > "External Storage(
, USB UPS

Exiernal Storage

LS8 Printer uPs

| storageinformation | |

Total 3.77 GB (Unknown)
[
[Jusea37768

W Frezone

Locked 8]

Format | |

Ect ~ | | Encryption Managenmient | |

Refresh

g

e USB
e UPS[4d)
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4.11.1

NAS USB eSATA
USB NAS eSATA
. [139)
. [138)
. 138
. [13h
. [137
"Storage Information( )"
. USB  eSATA . NAS UsSB/
eSATA
EXT3, EXT4, FAT32, NTFS HFS+(Mac )

. "Format( )"

: QTS 4.1 USB . USB '
EX3 EX4 "Storage Information(
)" . File Station USB
(File Station USB ). x69,
x70, x79 NAS
NAS . , "Encryption(
)" . . AES 128-, 192- 256-
(8- 16 ) . "Save encryption key( )" NAS
. NAS
. "Format( )" . "OK( )"
"Ready( )"
: EXT4, NTFS HFS+ 2TB
"Eject( )" . "Disconnect disk partition(
)"
. "Remove device( )"
"Eject( )"
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(Windows PC "Safely Remove Hardware(
)" , Mac "Eject( )" , QTS "Eject
( )" )
NAS , "Encryption Management( )"
!/, /
1. , "Encryption Management( )"
2. "Lock this device( )" "Next( )"
3. "Next( )"
o "Format External Storage
Drive( )" "Encryption( )"
(]
. "Control Panel( )" > "Applications( )"
> "Backup Station" > "External Drive( )"
1. , "Encryption Management(

)"

2. "Unlock this device(

3.
)" NAS
NAS

1.

( )ll
2. "Manage encryption key(
3.
1- NAS

)Il . "NeXt( )ll
. "Save encryption key(

"Encryption Management

)" . "Next( )"

"Data sharing( )"

131



HD Station
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4.11.2 USB
NAS Windows, Mac Linux (Ubuntu)

3 uUSB
NAS USB NAS USB
usB "Printer Info( )"
o USB
e NAS
o IPP ( )
o USB http://www.gnap.com
USB "Printer Info( )"
"Clear(
NAS
"Clean Up Spool Space( )"
"Settings ( )"
e Bonjour : Bonjour Mac
. Bonjour
lla_le, IIA_ZII, no_ gu’ dOt ()’ (’) (_ )
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IP
"Deny printing(

- "Apply(

)"

IPP

1,000

)"

Bonjour

134

: NAS
, "Allow printing(

"No limit(

)"

)"

. Samba



4.11.2.1 Windows 7

Windows 7

2. "Add a printer( )"
3. "Add a network, wireless or Bluetooth printer( . ,
)"
4. Windows "The printer that | wantisn't
listed( )"
5. "Selecta shared printer by name( )"
NAS_IP
http://NAS_IP:631/printers/ServernamePR.
http://10.8.13.59:631/ printers/ NASPR3
6. . Windows

8. . "Finish
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4.11.2.2 Mac OS 10.6

Mac OS X 10.6 NAS :
1. NAS "External Device( )" > "USB Printer(USB "> "Seftings( )"
NAS Bonjour printer support (Bonjour )
. Service Name( )
2. Mac "System Preferences( )" "Print & Fax( )"
3. +
4. USB Bonjour
. IlAdd( )Il
5. . "Continue( )"
6.
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4.11.2.3 Mac OS 10.5

Mac OS X 10.5

No ok wbd

NAS

"Network Services(
. NAS

Mac
+

NAS

"Print & Fax(

NAS
"USB Printer(USB )"
)" > "Microsoft Networking(Microsoft

)"

NAS
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4.11.2.4 Mac OS 10.4

Mac OS X 10.4 NAS
1. "Go( )/ Utilities ( )"
2. "Printer Setup Utility( )"
3. Add( )
4. "alt" "More Printers( )" .
5 , "Advanced( )™ "Windows Printer with SAMBA(SAMBA )"
, URI ( smb://NAS IP/printer name(
). "Device Configuration( )" > "USB Printer page
(USB )" )s "Generic( )" "Add(
)
6.
J 5 "Advanced( " , "alt” "More Printers
( )"
e NAS Mac OS
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4.11.2.5 Linux (Ubuntu 10.10)

Linux (Ubuntu 10.10) NAS
1. "System( )" "Administration( )" . "Printing(
)Il
2. |lAdd( )ll X
3. "Network Printer( )" "Internet Printing Protocol (ipp)(
(ipp)" . "Host( )" NAS IP . "I'printers”
. "Queue( )" "printers/"
4, "Verify( )"
5.
6.
7.
8. - "Apply( )"
9.
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4.11.3 UPS

NAS

UPS( )
NAS "UPS"
NAS 2)
NAS
NAS
NAS
15%
(
e USB [148)
o - USB49
o - SNMP[14d
o [128)
o [1ah
e NAS UPS [1ah)
USB
- USB
USB
1. UPS USB NAS
2. AC NAS
NAS
3. "Apply All( )"
- SNMP
SNMP
1. NAS SNMP UPS

2. "APC UPS with SNMP management(SNMP
)ll

3. SNMP UPsS IP

4. AC NAS

. NAS
5. "Apply All( )"

UPS
. UPS NAS

140

"NAS UPS
UPS
NAS
)
NAS
APC UPS)"
NAS
NAS

NAS
. 1) AC

30

"Protocol(

UPS
UPS



USB NAS

1. NAS("UPS master(UPS )") UPS
2. "Enable network UPS Support( UPS )"
NAS USB UPS
3. AC NAS
NAS
. NAS NAS
4. UPS "IP address(IP
5. "Apply All( )"
UPS UPS UPS
NAS
1. NAS UPS
2. "Protocol( )" "Network UPS slave( UPS
3. UPS IP
4. AC NAS
NAS
. NAS NAS
5. "Apply All( )"
: UPS NAS SNMP
NAS IP UPS
NAS UPS
3
e 1
e 2 : UPS
e 3 : UPS
1
NAS UPS
< 15%
30 (
> 15% NAS "UPS"
NAS

141

)"

NAS

. UPS

. UPS
NAS
). UPS



2
"UPS"

¢ NAS

* NAS

3
"ups"

¢ NAS

Recovery(

NAS
NAS

NAS

NAS

NAS

"System Settings(

142
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4.12

"Control Panel( " > "System Sefttings( )" > "System Status( )"
NAS
STA Mt Tt SHatu Syanem Sorvece HalwRe [nlGTmatan Resiueos Monnor

Sapyer naTe HAs{iEFTd
Mo nams TE-255 Frg=
S bl P GIPA00ET
Total mamary GETIME
FInTiw e vl sion 42V Bkl 20151014
Sy 1t o time O dity @ Hodie 33 Menute(ah
Time 2one (AT =G50 Tapat
| PR A o
, CPU, : :
: CPU NAS
NAS
NAS
NAS CPU , ,
e CPU Usage(CPU ): NAS CPU
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Memory Usage(
Disk Usage(

Bandwidth Usage(

Process( ):

Disk Performance(

): NAS
): NAS
NAS
)i IOPS
NAS

144
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4.13

"Control Panel(
NAS

> "System Seftings(

>

"System Logs( )"

System Event Logs System Conasgnen Loge

T ) | Clagr Al ]] Rave I
Tyye 1 LET] Tame | s
@ RO R PR 17560 Syitem
@ WSS 178510 idmin
@D £l PR EEE T 178508 =T
@D 2015204 AT selimin
@D F T i L et aamin
), 204512414 1T061% Syttem
Q@ i O P 151455 Sytlem
o b LRI T 151438 System
D 20151216 151255 SYITem
D 28124 154258 Syatem

?a.p 1 ‘c

Qrvline Users Syatog Clent Management
Srimos | Coimpter peini
(baddh walfiest

thr A ES =410

WRAIE S
1T Rn
127000
Lr iR ]
1IrQn
127001

Toon

i Aamogr

I amest

Lo Ui

MRalmast

]
| Gatont

Rptwan connectinm resumsd

FTCPIIF Chinged contiguration of nutwisi intantaces [Tronking Disup
1] trom IETANDALOME] to [ootvorbackup)

[P, Trailinmg Enatded.

BECHIT St taiget sebvice dn pan "S32007 auccssafylly

[F5551] Crange famet serice sathing sucsesifully
Diree 2 plugoad in

[4pp Cantur QekudSiilenficots sneive

[&pp Cenznd GoioudSSicenificats 1 0 35 inszaliairon sacceeded
[Ttagin Liprany] Medin Librany Sarver e

(b Livwary] Dadatuese usgrace anced

Dusplay dem 1-23, Totul 33 Sow 55 o+ Oama

NAS ,

NAS HTTP, FTP, Telnet, SSH, AFP, SAMBA

)"

. NAS "

logging(

AFT

)"

Options(

SSH

10,000

iSCSI

"Clear All

. "Options(

IP IP

"Clear All( e

. NAS
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Csv

"Stop




NAS

IP IP
Syslog
Syslog IP .
Syslog . Csv
0 - UNKNOWN 0 - UNKNOWN
1 - SAMBA 1-DEL
2-FTP 2 - READ
3-HTTP 3 - WRITE
4 - NFS 4 - OPEN
5 - AFP 5 - MKDIR
6 - TELNET 6 - NFSMOUNT_SUCC
7 -SSH 7 - NFSMOUNT_FAIL
8 - ISCSI 8 - RENAME
9 - LOGIN_FAIL
10 - LOGIN_SuUCC
11 - LOGOUT
12 - NFSUMOUNT
13 - COPY
14 - MOVE
15 - ADD
IP "Search( )"
IP
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5.

"Control Panel(

> "Privilege Systems(

)" NAS ,

Cowitrnd Pl

iz g

Ba Oveedion

L Systom Setings

- s
_":- Ugss Groups
B Sreved Folfen
73 Cuata
ﬂ Domimn Security
& terwork Serviced

B Appheations

el B
Prvilege Sethings
~ o B
i 3 el
Usats Wzer Grougs el Folders

-+ x

sl

Gt Do SaLamiy
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5.1

NAS

e admin:

NAS

http://www.gnap.com

1,024

2,048

4,096

NAS

llguestu

NAS . NAS

NAS
TS-110, TS-210

TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-239
Pro I+, TS-259 Pro+

TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+,
SS-439 Pro, SS-839 Pro, TS-439 Pro I+, TS-459U-RP/SP, TS-
459U-RP+/SP+, TS-459 Pro+, TS-459 Pro I, TS-559 Pro+, TS-
559 Pro Il, TS-659 Pro+, TS-659 Pro I, TS-859 Pro+, TS-859U-
RP, TS-859U-RP+, TS-809 Pro, TS-809U-RP, TS-879 Pro, TS-
1079 Pro, TS-879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-
EC1279U-RP, TS-269 Pro, TS-269L, TS-469 Pro, TS-469L, TS-
569 Pro, TS-569L, TS-669 Pro, TS-669L, TS-869 Pro, TS-869L,
TS-251, TS-451, TS-651, TS-851, TS-253 Pro, TS-453 Pro, TS-
653 Pro, TS-853 Pro, SS-453 Pro, SS-853 Pro.

32

AN B i

64
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1. "Control Panel( " > "Privilege Settings( )" > "Users( )"
2. "Create( )" )
3‘ .ll
NAS .
1. "Control Panel( )" > "Privilege Settings( )" > "Users( )"
2. "Create( " > "Create Multiple Users( )"
3- "NeXt( )II
4 test . 0001
, 10 . NAS
test0001, test0002, test0003...test0010
5.
NAS
6. .
7. . "Finish( )"
8.
9.
/
NAS /
NAS .
1. "Control Panel( )" > "Privilege Settings( )" > "Users( )"
2. "Create( "> "Import/ Export Users( / )"
3. "Exportuser and user group settings( )"
4. "NEXT( )" (*.bin)
NAS
NAS
. NAS .
1. "Control Panel( )" > "Privilege Settings( )" > "Users( )"
2. "Create( " > "Import/ Export Users( / )"
3. "Importuser and user group settings( )"
"Overwrite duplicate users( )" NAS
. "Browse( )"
*.bin) "Next( )
4. "Finish( )"
5.

149
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o ""Privilege Seftings(

NAS TXT, CSV

TXT

CSV (Excel)
1. Excel
2.

o
o0 w >

BIN (NAS
QNAP NAS

( )"

» (

)™ > ™Quota(

BIN

UTF-8

NAS

(MB)

CsvVv

CSVv

BIN

"Privilege Settings(

NAS

oo

(MB),

UTF-8

) ’ ’

)" > "Quota

Microsoft Networking, FTP, AFP, File Station "o

"Homes"

150

"admin"



"Home Folders ( )" . "Enable home folder for all
users ( )"

"Apply( )"
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5.2

NAS

128

256

512

"IN[]:

. NAS

NAS

NAS . NAS

http://www.gnap.com

256

= +r2<>

NAS
TS-110, TS-210

TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-
239 Pro I+, TS-259 Pro+

TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+,
SS-439 Pro, SS-839 Pro, TS-439 Pro I+, TS-459U-RP/SP,
TS-459U-RP+/SP+, TS-459 Pro+, TS-459 Pro Il, TS-559 Pro+,
TS-559 Pro Il, TS-659 Pro+, TS-659 Pro Il, TS-859 Pro+, TS-
859U-RP, TS-859U-RP+, TS-809 Pro, TS-809U-RP, TS-879
Pro, TS-1079 Pro, TS-879U-RP, TS-EC879U-RP, TS-1279U-
RP, TS-EC1279U-RP, TS-269 Pro, TS-269L, TS-469 Pro, TS-
469L, TS-569 Pro, TS-569L, TS-669 Pro, TS-669L, TS-869
Pro, TS-869L, TS-251, TS-451, TS-651, TS-851, TS-253 Pro,
TS-453 Pro, TS-653 Pro, TS-853 Pro, SS-453 Pro, SS-853
Pro.
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5.3

"Control Panel( )" > "Privilege Settings( )" > "Shared Folders( )"
NAS
Shared Folder Advanced Permissions Folder Aggregation
e 1 | Restare Detauit Shared Folders ] Q,
i I Folder Hame Sizm Fold._ [ Files | B | vaoime Action
Downinad 382 M8 3 28 | No DataVoll 7R
Multimedia 4389GB 143 1593 | No | Datavon 23
Public 57755 28 19 | Ne Datavoll Z@EE
Recardings 41734 4 3 | Ne Datavoll FEER
Weh 32K8 2 3 | Ne DataVoll BRI
nomes 236 KE 14 12 | No Datavoll Z3@
Page 1 i | Display item; 1-6, Tolal & | Show 100 = ltems
. [153)
. 158
e ISO [158
. 1600
NAS ,
. NAS NAS . NAS
http://www.gnap.com
NAS
256 TS-110, TS-210, TS-112, TS-119, TS-119P+, TS-212, TS-
219P+, TS—x20, TS-x21, TS-410, TS-239 Pro I+, TS-259
Pro+
512 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-

419U+, SS-439 Pro, SS-839 Pro, TS-439 Pro I+, TS-
459U-RP/SP, TS-459U-RP+/SP+, TS-459 Pro+, TS-459
Pro ll, TS-559 Pro+, TS-559 Pro I, TS-659 Pro+, TS-659
Pro ll, TS-859 Pro+, TS-859U-RP, TS-859U-RP+, TS-809
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the
ISO

Pro, TS-809U-RP, TS-x70, TS-879 Pro, TS-1079 Pro, TS-
879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-EC1279U-
RP, TVS-471, TVS-671, TVS-871, TVS-871U-RP, TVS-
1271U-RP, TVS-463, TVS-663, TVS-863, TVS-863+.

"Create( )" > "Shared Folder( )"

o : . A

[1:;]=,+*?2<>""
o
O
o : NAS

: / :

: 256- AES
[158)
( )

O
O
o : Microsoft Networking

\' \ NAS_IP\ share_name

o (Oplocks): Windows
(oplock)
. Oplocks ,
o SMB : SMB 3 .
SMB3 . Microsoft
Networking SMB3 . SMB3
Microsoft Networking NAS .
o : . "Restrict the

access of Recycle Bin to administrators only for now(

)"

"Control Panel(

. > "Network Services(
> "Network Recycle Bin( )"

: Qsync Central Stationfisd
"create( )"

"Remove( )" . "Also delete
data(Mounted ISO image files will not be deleted)( A

)"
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NAS

-
, oplocks, )
’ (
), FTP ,
NAS . "Privilege Settings(
" > "Shared Folders( )" "Folder Permissions(
)ll
. llAdd( )ll
. "Add(
)" . "Remove( )" . Ctrl
- "Apply( )"
NAS
, /
1. "Privilege Settings( " > "Shared Folders( " > "Advanced Permissions
( )" . "Enable Advanced Folder Permissions(
)y "Apply( )" :
2. "Privilege Settings( " > "Shared Folders( " > "Shared Folders(
)" . , Dept "Folder Permissions(
)ll
(Dept) L+
Add( )" ) /
3. "Add( )"
4.
O
O
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"Folder Property( )"

Edit Shared Folder Permission

Salect parmission type! | Users and groups pEmiSsion -

EQIine user and group permissions for sccess from Windows, Ma, FTP. and File Station

Shares’
| _J bownlosd
& [ Multimeds
& [ Public L 2amin Read/ O il O O
@ [ Recordings |
© () Testa08s
o (] Web
[ Jhomes
Guest Access fight: Deny access - Add || Remove
[ (owner: 2 = | -admin [ Onlythe ovmer can delele the contents
[ | Only admin can cieats Mles and folders
[ Apply changes 1o files and subroldess
[0 Apply-and replace all existing permissons of this folder, files, and sutfolders
| Apply | ‘ Close i
|lSet( )ll
o : , Dept ,
. /
Admin, HR, ,
. "Apply changes to files and subfolders(
)" "Apply and replace all existing permissions of this folder, files, and
subfolders( , )"
o admin
admin
. "Dept" admin
Admin, HR, . Dept /
Admin01, Admin02, HR1 HR2
O
, , . "Only the
owner can delete the contents( )" "Only admin can
create files and folders(admin )"
O b
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. "Only the owner can delete the

contents( )" "Only admin can create files and
folders(admin )"
O .
"Read only( )" "Read/Write( / )"
Microsoft Networking "admin"
"Read/Write( / )" ;
Windows
"admin" . NAS "admin"
7. llAppIy( )Il |IYES( )ll
o 230
o "deny access( )"
/
o "read only access( )"
/
o , /
/ "Only admin can create files and folders(admin
)" ( ).
e "Control Panel( )">"Privilege Settings( )">"Shared Folders(
">"Shared Folder( )" "Access Permissions(
)" ID(500 )
, ID "Remove( )"
ID

Microsoft Networking

NAS Samba(Windows)
IP
1. "Folder Permissions( )" .
2. "Microsoft Networking host access(Microsoft
Networking )" .
3. IP . IP
o IP : 192.168.12.12 or 192.168.*.*
o : dnsname.domain.local *.domain.local
4. "Add( )" IP "Apply( )"
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. (*): 0 *) . *.domain.local
: a.domain.local, cde.domain.local test.domain.
local
. (?): (?) . test?.domain.
local : test1.domain.local, test2.domain.local testa.domain.
local
()
*.example.com , "one.example.com" "one.two.example.com"
NAS 256- AES
/
NAS
. (%) (=)
o NFS
1. :
o "Folder Encryption( )" "Encryption( )"
o "Control Panel( )" > "Privilege Settings( > >
"Shared Folders( )" "Action( )" "Edit Properties( )"
, "Encrypt this folder( )" ,
2. "Control Panel( )" > "Privilege Settings( )" > "Shared Folders( )"
"Action( )" "Encryption Management( )"
3. IILOCk( )ll IIOK( )ll
File Station
File Station
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"Control Panel( " > "Privilege Settings(

" > "Shared Folders( )" "Action( )" "Encryption
Management( )"
"Control Panel( )" > "Privilege Settings( )" > "Shared
Folders( )" "Action( )" "Encryption Management( )"
o "Download( )"
e "Save( )" "Mount automatically on start up( )"

"Save encryption key(

° "LOCk( )ll
«, )
"Forget the saved key( )"
"Unlock Share Folder( )"
e NAS : (687
[ ]
ISO
ISO ISO NAS . NAS 256 ISO

TS-110, TS-119, TS-120, TS-121, TS-210, TS-219, TS-219P, TS-220, TS-221, TS-

410, , TS- 119P+, TS- 219P+, TS- 112, TS- 212 256 (6
) . ISO 256 (256
-6 - )
NAS ISO :
1. NAS . "Share Folders( " > "Create( )"
. "Create an ISO Share(ISO )"
2. NAS ISO . "Next( )"
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3. NAS

4. NAS
"Deny Access( )" "Read only( )"
. "Next( )"
5. "Next( )"
6. "Finish( )" .
7. "Action( )"
AFP, NFS  WebDAV
NAS File Station ISO
e ARM NAS ISO
(
ISO .
e Mac OSX # WebDAV
Microsoft NAS NAS
10
1. .
2. "Create a Portal Folder( )"
3.

. "User must login before accessing the portal folder(

4. "Action( )"

X

"Link Configuration( )"
5. , NAS
e Microsoft Windows AD
o NAS AD
"Advanced Folder Permissions( )" "Windows ACL"
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SMB,

File Station[21]

NAS



FTP, AFP, File 3( , & NAS Ul

Station, Samba , )
Windows ACL Samba 13(NTFS ) Windows File
Explorer
FTP, AFP, File Windows File
Station, Samba ( Explorer
https://www.qgnap.
com/i/en/
trade_teach/
con_show.php?
op=showone&cid=
6)
"Advanced Folder Permissions( )" NAS
. "Advanced Folder Permissions( )"
"Shared Folders( )" "Folder Permissions( )"
n > n
Windows ACL
"Windows ACL" Windows File Explorer
Windows . Windows ACL NTFS
: http://www .ntfs.com/ntfs—permissions.htm
e "Advanced Folder Permissions( )" Windows ACL
, Windows File Explorer NAS
. FTP, AFP File Station NAS
e Windows ACL NAS
. AFP, File Station FTP (
/ ) Windows ACL
(AFP, NFS, FTP, WebDAV ) " A

n " " / " n
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http://www.ntfs.com/ntfs-permissions.htm

5.4

. "Generate (
"Download (
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5.5

NAS , Microsoft Active Directory (Windows Server 2003/2008/2012)
Lightweight Directory Access Protocol (LDAP) . NAS
Active Directory LDAP , AD LDAP NAS
NAS
o : NAS .
e Active Directory ( ): NAS Active Directory .
NAS . NAS AD , NAS
AD / NAS :
o Samba (Microsoft )
o AFP
o FTP
O
e LDAP : NAS LDAP . LDAP NAS
. NAS LDAP , NAS LDAP Samba(Microsoft
) NAS . NAS LDAP
/ NAS :
o AFP
o FTP
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5.5.1 NAS Windows Server 2003/2008/2012 Active Directory

Active Directory Windows , ;
Microsoft . , ,
. NAS AD (Active
Directory) . NAS AD
NAS . AD NAS
. Windows Server 2008 R2 NAS
V3.2.0 NAS AD
NAS Active Directory( )

QNAP NAS Windows .
1. NAS . "System Settings( )" > "General Settings(

"> "Time( )" . NAS , AD
. 5 .
2. "System Settings( )" > "Network( ' > "TCP/IP" .1 DNS
IP DNS P
DNS IP . DNS
3. "Privilege Settings( )" > "Domain Security( )" . "Active
Directory authentication (domain member) (Active Directory ( )"
, AD
. gnap-test.com AD
o AD AD
e WINS : WINS
WINS , NAS WINS IP (
WINS ).
Quick Configuration Wizard( ) NAS Active

Directory(AD)

NAS AD .

1. "Privilege Settings( )" > "Domain Security( )" . "Active

Directory authentication (domain member) (Active Directory ( )"

"Quick Configuration Wizard ( )"
3. (DNS) . NetBIOS
. DNS IP IP

Active Directory DNS " " .

4, . NAS

C"oin( )"
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5. , NAS . "Finish( )"
6. "Privilege Settings( )" > "Users( )" "User Groups( )"
NAS
Windows 2003
AD AD "System Properties( )"
2003 . "Full
computer name( )" "node1.qnap-test.com"
AD "node1" "node1.qnap-test.com"
gnap-test.com.
Windows Server 2008
AD AD "Control Panel( "> "System( )"
AD
e NAS Active Directory , AD
"NASname\ username (NAS \ )" . AD
AD .
e TS-109/209/409/509 NAS AD Windows 2008
NAS 2.1.2
Windows 7
Active Directory Windows 7 PC NAS AD
v3.2.0 , PC PC NAS

1. "Control Panel( )" > "Administrative Tools( )"

2. "Local Security Policy( )"

3. "Local Policies( " > "Security Options( )" . "Network security:

LAN Manager authentication level( : LAN Manager )" .
4. "Local Security Setting( )" "Send LM & NTLMv2 use
NTLMv2 session security if negotiated(LM NTLMv2 - NTLMv2
)ll A IIOK( )Il

NAS Active Directory "Privilege Settings( )"

>"Users( )" "User Groups( )"
"Domain Users ( )" "Domain Groups (

Active Directory NAS
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5.5.2 NAS
LDAP

LDAP Directory

Lightweight Directory Access Protocol
. LDAP ,

LDAP

Linux
. QNAP NAS

, LDAP
LDAP

/
e LDAP
o LDAP
e LDAP

QNAP NAS LD AP

QNAP NAS
1. NAS
2. "Privilege Settings(
"No domain security(
NAS .
3. "LDAP authentication(LDAP )"
o LDAP : LDAP
o LDAP : NAS LDAP
» |dap:// = LDAP
» |dap:// (Idap + SSL) =SSL

LDAP

= lLdap:// (Idap + TLS) =TLS

o BASE DN: LDAP

NAS

Samba

LDAP

)" > "Domain Security( )"

)" . NAS

( © 686). LDAP

( : 389). LDAP

: dc=mydomain,dc=local

o DN: LDAP cn=admin, dc=mydomain,dc=local
(@]
o DN: (OU). : ou=people,dc=mydomain,
dc=local
o DN: (OU). ou=group,dc=mydomain,
dc=local
4. "Apply ()" , NAS  LDAP
5. LDAP
o LDAP Microsoft (Network Services >
Win/Mac/NFS > Microsoft Networking), Microsoft (Samba) NAS

. : NAS

Microsoft NAS

166



= LDAP . LDAP Microsoft NAS

o NAS LDAP Microsoft , Microsoft

= Standalone : NAS Microsoft NAS
= LDAP : LDAP Microsoft NAS
6. NAS LDAP

o "Privilege Settings( "> "Users ( )" , "Domain
Users ( )" . LDAP

o "Privilege Settings( "> "User Groups( )" ,

"Domain Groups( )" . LDAP .
o "Privilege Settings( " > "Shared Folders( > > LDAP

"Access Permissions(

)"

: LDAP NAS File Station, FTP, AFP NAS
LD AP
Microsoft (Samba) LDAP
1. LDAP LDAP Samba
2. Samba LDAP
A.
Samba LDAP

e LDAP Account Manager (LAM),
http://www.ldap-account-manager.org/

e smbldap-tools( )

e webmin-Idap-useradmin - Webmin  LDAP

B. Samba schema:

samba schema LDAP LDAP FAQ
samba.schema Samba examples/LDAP
. LDAP Linux open-ldap ( Linux

samba schema

zcat/usr/share/doc/samba-doc/examples/LDAP/samba.schema.gz >/etc/Idap/
schema/samba.schema
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/etc/Idap/slapd.conf (openldap )

include /etc/ldap/schema/samba.schema
include /etc/ldap/schema/cosine.schema
include /etc/Idap/schema/inetorgperson.schema
include /etfc/ldap/schema/nis.schema

LDAP
1. Linux OpenLDAP
o DN: dc=qgnap,dc=com
o DN: cn=admin,dc=gnap,dc=com
o DN: ou=people,dc=gnap,dc=com
o DN: ou=group,dc=gnap,dc=com
2. Mac Open Directory
o DN: dc=macserver,dc=gnap,dc=com
o DN: uid=root,cn=users,dc=macserver,dc=qnap,dc=com
o DN: cn=users,dc=macserver,dc=qnap,dc=com
o DN: cn=groups,dc=macserver,dc=gnap,dc=com
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5.6

Turbo NAS Windows
NAS

Turbo

Windows
Domain Controller lsars Groups Computers ONS Backup/ Restore
] Enable Domain Controtier
Domain Contraller bl
Damain tatedomam jocal
Administrator Password
Varify Password
3 Turbo NAS
d b
NAS NAS
.
’
NAS
L]
NAS
NAS

1. "Control Panel(

’

> "Domain Controller(

> "Privilege Settings(

)"

169

)" > "Domain Controller(

: mydomain.mycompany.local).




4. "Verify Password( )" ,

5. "Apply( )"
Microsoft
: NAS LDAP . "Enable

Domain Controller( )" , "Control Panel
( )" > "Applications( )" > "LDAP Server(LDAP )" LDAP
1. "Control Panel( )" > "Privilege Settings( )" > "Domain Controller(

)ll > "USGI"S( )ll
2. "Create( )" > "Create a User( )"
3.
1. "Control Panel( )" > "Privilege Settings( )" > "Domain Controller(

)II > “USerS( )Il X

2. "Create( )" > "Create Multiple Users( )"
3. "Next( )" .
4. ( : test). ( :0001)

( :10) . NAS test0001, test0002,

test0003...test0010 10
5. .
, NAS
6. .
7. . "Finish( )"
8.
9.
1. "Control Panel( )" > "Privilege Settings( )" > "Domain Controller(
)ll > llUserS( )Il
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n

"Create(

w

(

"Next( )"

Ccsv
1. Excel
2.

(Excel)

oo w2

CSVv

. "Control Panel(
"> "Users(

@

"Delete(
"Yes(

)"
)"

"Action( )"

)" > "Batch Import Users(

). "Browse(

)

. "Overwrite existing users(

CSv

.CSV

Csv

> "Privilege Settings(
)II

(Excel)

. CSV

"Finish(

UTF-8

)" > "Domain Controller(
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useriprofile

//nas.mydomain.local/home

PC

{your_domain}\ scripts

/user1profile

1. "Control Panel(

/home

\ \ NAS\ netlogon
(sysvol)

//nas.mydomain.local/home

)" > "Privilege Settings(

" > "Groups( )" :
2. "Create a User Group( )"
3- "Yes ( )ll llNeXt( )Il

4. "Finish( )"

1. "Control Panel(

" > "Groups(
2.
1. "Control Panel(

" > "Groups(
2. "Action( )"

)" > "Privilege Settings(
)ll
"Delete( )"

> "Privilege Settings(
)ll i
"Edit Group Membership(

172

)" > "Domain Controller(

, "No(

)" > "Domain Controller(

)" > "Domain Controller(

)"

UNC

/home
UNC



"Next( )"

)" > "Privilege Settings(

1. "Control Panel(
" > "Computers( )"
2. "Create a Computer( )" .
3. , "Next( )"
4. "Ne xt( )"
5. "Create( )"
1. "Control Panel( )" > "Privilege Settings(
n > llGrOupS( )ll
2. "Delete( )"
3. "Delete( )"
"Action( )"
()
@)
DNS
, DNS
( )
( NAS
_msdcs ). DNS
/

173

NAS

)" > "Domain Controller(

)" > "Domain Controller(

DNS



DNS

DNS , "Control Panel( )", "Privilege Settings(
Controller( " > "DNS"
, DNS
1.
2 ( ) il
llxll
3. "Apply( )"
, "Control Panel( )", "Privilege Settings( )"
Controller( " > "DNS"
1. "Action( )" > "Add Domain( )"
2. "Create( )"
, "Control Panel( )", "Privilege Settings( )"
Controller( " > "DNS"
1. .
2. "Action( )" > "Add Record( )"
3. "Create( )"
: A, AAAAS PTR, CNAME, NS, MX, SRV, TXT
"Control Panel( )", "Privilege Sefttings( )"
Controller( )" > "DNS"
1.
2. "Action( )" > "Delete( )"
3' "YeS( )n
/
/
AD
1. "Control Panel( )", "Privilege Settings( )" > "Domain Controller(

)" > "Backup/Restore( / )"
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)" > "Domain

> "Domain

> "Domain

> "Domain



. "Back up Database( )" , ,

( )
. "Apply( )"
. "Control Panel( )", "Privilege Settings( )" > "Domain Controller(
)" > "Backup/Restore( / > > "Restore ADDC
Database(ADDC )"
. "Browse( )"
. "Impor{( )"
NAS
, NAS
, NAS ,
NAS
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6.

"Control Panel(

" > "Network Services(

Saurtrnl Emnel

Be Gvesiou

&} Systom Serings

L Pivlege Settungn

L WnshiaeniFs

& FIP

B Telet rS5H

lis EHUE

St Discovery

b Nelwark Recycie Bin

S Cayne Cemtral Staton 2.0

E| apphationz

-3

Hotwirk Sefang

Tl

$5

-

[ ]

NEtark
Ty b fin

e Win/Mac/NFS[7R

o FTP[8h

* Telnet/SSHI8}
* SNMP fieh)
. [18B)

e Qsync Central Station [183)
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6.1 Win/Mac/NFS

"Control Panel(

" > "Network Services(

)" > "Win/Mac/NFS"

Microsoft llcvt\'.'n:king

Sarver description (Dptional)
Workgroup

® Standaloneserver

Current Samba 1D -

Advanced Options J

Apply

Anply All

Appie Hatworking

NFS Service

[ Enaate tile service tor Microsoft networking

HAS Server

WORKGROUP

AD domain meEmber (To enabls Domain Securty, please click here

LOAP domain authentication (To ehable Domatn Securty, pleass chick hers )

e Microsoft "7
e Apple [178
e NFS [173)

Microso ft

Microsoft Windows Network

. : NAS

AD

NAS Microsoft

. NAS "Privilege Settings(
NAS
Microsoft Network

=\ *2<>[1%),°

177

"> "Users(

15

NAS




Microsoft Active Directory (AD)

"Privilege Settings( )" > "Domain Security( )" Active Directory

NAS Active Directory

LDAP
Lightweight Directory Access Protocol (LDAP) .
LDAP "Privilege Sefttings( )" > "Domain Security

( )" . NAS

LDAP Microsoft NAS
e WINS : WINS , IP . NAS

WINS IP WINS

, WINS IP

o : Windows PC

"Domain Master( )" NAS
e NTLMv2 : NMLMv2  NT LAN Manager 2 ,

Microsoft Networking NTLMv2

NTLM(NT LAN Manager) NTLMv2
o ;P DNS WINS
. NAS WINS WINS
, DNS WINS
. WINS "Try WINS then DNS(WINS
DNS )" . DNS
. : FTP, AFP File Manager + \
: Active Directory

o Windows : \

o FTP: +

o File Station: +

o AFP: +

(domain\ username) AFP, FTP
File Manager NAS .

e Automatically register in DNS(DNS ): NAS Active

Directory , NAS DNS

DNS NAS DNS . NAS IP NAS
DNS IP
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* Enable trusted domains( ):

Active Directory "Privilege Settings( > >
"Share Folders( )" NAS A
Active Directory . NAS 2)
Apple
Mac NAS Apple Filing Protocol . AppleTalk
NAS
(*) :
. Mac OS X 10.7 Lion NAS "DHX2 Authentication
Support(DHX2 )" . "Apply( )" )
Mac . "Go( )" > "Connectto Server
( )" , "Command+k"
"afp:// YOUR_NAS_IP_OR_HOSTNAME" "Server Address( )"

e afp://10.8.12.111
* afp://NAS-559
* smb://192.168.1.159

: Mac OS X Apple Filing Protocol Microsoft Networking . Apple

Filing Protocol NAS "afp://" . Microsoft

Networking NAS "smb://"
NFS
Linux NAS NFS . NAS

NFS "Privilege Sefttings( )" > "Share Folders(
)" . "Action( )" Access Permission( )
NFS
. n / n " " , NFS IP

e Read/Write( /

’ )

e Read only( ):

NFS NAS
Linux

mount -t nfs <NAS IP>:/<Shared Folder Name> <Directory to Mount>
, NAS P 192.168.0.1 /mnt/pub "public(
)ll , .
mount -t nfs 192.168.0.1:/public /mnt/pub
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"roof(

)"
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6.2 FTP

"Control Panel(

" > "Network Services(

)" > "FTP" FTP

FTP Service Advanced
General

B Enabie FTP Service

Pratocol type

Pan number
Linicode suppart

Enable snonymous

encoding fram [File

& FTP (Standard)

O FTR with SSL/TLS (Explich)

@ ¥ez O Ho

O Yes @ Mo

Hote: i your FTP client does not support Unicode, please select "Mo” for Unicode Support and seisct & supported filename

[Language] 5o that the folders and files on FTP can be properly

alovm
Connection
FTP
FTP , TP
. NAS FTP
IE fto://NAS IP -
. : FTP SSL/TLS FTP
FTP
* : FTP
[ ) . /
FTP ’
FTP "General Settings(
)Il > IICOdepage( )ll OS ' l_—I-P
, NAS
* NAS FTP
) : NAS FTP "Enable FTP

transfer limitation(FTP
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FTP

* NAS 1 GB

e NAS 2 GB
e NAS 3 GB
. FTP
. FTP
P
FTP
NAS 1 GB
512 .- NAS

NAS

NAS RAM

256
512
1024

(55536- 56559)

WAN

256
3 GB
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FTP
FTP
FTP

. - NAS

1023

FTP

1024

2 GB

FTP



6.3 Telnet/SSH

SSH
("admin" ). SSH

Putty)

After enabling this option, you can sctess this server vis Telnst ar SSH conraetion
rote; Only the account admin can fogn rematefy

[0 Alew Telnet connaction

E Alew S5H connection
Poet numbrer 2%

71 Enable SFTF

Apply

SFTP(SSH File Transfer Protocol Secure File Transfer Protocol
"Allow SSH connection(SSH )"
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6.4 SNMP

SNMP (Simple Network Management Protocol) NAS
SNMP PC SNMP (SNMP )
. NAS , NAS (SNMP )
SNMP
SHMP
Afterenabling this service, the HAS will be abie to report information via SNIAP to the managing systems
B Enabie SNIMP service
Par number 161
SHIMP trap Leval [ Information Narning [ Ermor
SHMP version ENMP ViNV2 bt
Qmrmaris public
SHMP MIB -
SNMP SNMP
SNMP P 3
SNMP MIB( MIB  SNMP NAS ASCI
) . SNMP
MIB (NAS)
. MIB
(SNMP V1/V2) SNMP
NAS
SNMP SNMP
SNMP V3 NAS SNMP 3
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6.5

"Control Panel( " > "Network Services( " > "Service Discovery( )"
UPnP Bonjour
UPnF Discovery Service Bonjour

After enabling this semice, your NAS can be discovered by any oparating systems that support UPnF

[/l Enable UPRP Discovery Sorvice

Apply Al

UPnP
UPnP , UPnP
. UPnP UPNnP
NAS
Bonjour
Bonjour , Mac IP DNS
NAS ( FTP)
: NAS
Bonjour
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6.6

NAS . QTS
@Recycle . (1- 180)

Samba, AFP, FTP, QNAP File Station

Hetwork Recycle Bin

Afterenabling the Network Recycie Bin, each deleted fileor fulder vall ba moved to the metwork recycie bin of the shared folder it

=

elengs to, 8 folder named "ERecytle”

A Enable Network Recycle Bin

& File retention time 180 day(s)
Dajly check tima 15 = W0 -

B Exciude these file exténsions’ (case insensitive, separated by comma”))

tmp. temp, wimp, blk, dat, qold, gtmp

Empty Metwork Recycle Bin -

Apply

. "Empty All Network Recycle Bin(
)" .
. @Recycle
"RECOVER( )" .
. @Recycle

"Del (from recycle)"
. "Empty Recycle Bin(

)"

, "Control Panel(

" > "Privilege Settings( " > "Shared Folders( )" ,
"Action( )" "Property( )" "Restrict the access of Recycle
Bin to administrators only for now( )"
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: "@Recycle" "
" . usB/
eSATA

187



6.7 Qsync Central Station

Qsync Central Station 2.0 NAS

Qsync NAS

Oy Datvad Shafiewy 3 B = W
= S

hanrd File Lk
Bl Vessoa Corirsd

L e

. St

& Ueiiep

L I i Tedl For BT TIGE
ekl =L : o b CLesfdvmizitiin Mode vl s LY ME

B whad Folders iy |

@ Getting start with Qsyne dients Q ccess ks o mabile deviees
=i f- S
si= T
W s

T s pechrengeg T ol Qorg et 0o por Il (e 509 &0 ap0mm (e g,

1 Deger: ©

O LN )
Ot Dandcwm - 0

B Thamage Qe [es from Drowser

w1 L
B g

=5 Sharn
T eyt

Marage Quers; feey O nesew et e B

. [188)
e Qsync Client [189)
. [189
. [y
. 190
. 193
. [193)
. Qsync [195)
. [198)
Qsync 3
1. NAS .
2. Qsync Client . Qfile
3. NAS(Qsync ) (
"Qsync " ).
1. NAS .
o "Control Panel( " > "Privilege Settings( "> "Users( ">
"Create( )" ( "Qsync Central Station 2.0" > "Users( )"

188



> "Create a User( )" )-

o NAS
2. Qsync Client
"Overview ( )" (NAS NAS
> "Qsync Central Station 2.0" > "Overview ( )" ) QNAP
. "Support( " > "Download( > >
"Utilities( )"
o Qsync Client (Windows
o i0S Android Qfile
3. Qsync Client
Qsync Client
1. LAN NAS "Search( )" P
( IP :10.8.1.20 192.168.1.100). NAS (
) myQNAPcloud ( : andy@myQNAPcloud.com).
2. NAS
3. PC Qsync
4. Qsync PC
5. "Apply( )"
6. NAS
: NAS IP
IP - ( : 8080)
Qsync Client
Windows Qsync Qsync
Qsync Client .
Qsync / (Qsync Client
NAS ) . PC
. Qsync Central Station Qsync Client
NAS Qsync
1. PC Qsync .
2. (Qfile) Qsync
3. NAS File Station Qsync
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o Qsync
Qsync
Windows File Explore
LAN
e Qsync SAMBA, FTP
Qsync Client
e Qfile

e Qsync
AFP

Station

Qsync Client

Windows
1. Qsync

3. SSL , ,

NAS File Station Qsync

, Qfile
"Share( )"

1. NAS
2. Qsync Client
3. Qsync

as a team folder(

Qsync

50GB
. File Station

Qsync Central

"Share the link( )"

"Settings( )"
"Share( )"

Qsync

"Share this folder
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e NAS /home

NAS
( ) NAS "myQNAPcloud" NAS
NAS
myQNAPcloud . ( : andy@myQNAPcloud.com ).
o NAS LAN .
o LAN NAS LAN NAS
Qsync Central Station Qsync
Qsync
1. NAS Qsync Central Station Qfile
2. Qfile
3' )Il
4. "Auto upload from photo gallery( )"
"Set up now(
5. NAS
6. .
7. " "( /Qsync/ ) "Set up manually( )"
8.
9. "Limit to Wi- Fi(Wi- Fi Wi- Fi
10. Qsync Qsync "Camera Uploads(

"Camera Uploads(
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Qfile

Qsync Client

0518 |
201375714

=i e sl !

Dpen Qsync folder b
View files by the web browser
Shanng & Fle Update Center
Recently changed files b

Upload to MAS from QGenie

Tatel2l - 678 G8 ucad, 2071 GB frze (246575
Check NAS Space

Pause syncing
Syric with MAS now

Allfiles are up to date

Preferences..
Help center
Check for Updates
Exit
1. NAs
a. Qsync : Qsync
b. : File Station Qsync
2.
a. /
b. NAS : Qsync
3.
a.
i
ii.
b.
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'Logout( )"

: Qsync
: USB
USB "DCIM"
QGenie
NAS Qsync
; NAS
NAS
Qsync (NAS)
1)
2) NAS
3) NAS
4) NAS
Qsync
1)
2)
3)
Qsync
: . NAS SMTP
(NAS ) PC SMTP
. Qsync
NAS
1 "Sync( )" "Proxy( )" Mac
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File Station . File Station Qsync

"Previous Versions( )" (
"More Action( )" > "Previous Versions( )"
). "Show Right Panel( )" > "Version( )"
. Qsync . Qsync

"Restore( )"

e "Download( )"
o "Delete All( )"
e "Refresh( )"
Qsync /
"More Action( )" > "Show Deleted Files( )" .
Qsync / "Previous Versions( )"
, "More Action( " > "Previous Versions( )"
"Show Right Panel( )" > "version( )"

"Restore( )"

¢ "Download( )"
o "Delete All( )"
e "Refresh( )"
: "Delete All( )" "Refresh( )"
/ "Hide Deleted Files(
)" . , "More Action( " > "Hide Deleted Files
( )Il
NAS Qsync ,
"Version Control( )"
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"Enable version control( )" .
. "Enable version for my Qsync folder( Qsync

)ll
Qsync
"Assign specific subfolder under the Qsync folder(Qsync
)ll llAdd( )ll i 5
. "Delete( )"
"Apply( )" "Apply All( )"
"Disk Used for Version Control( )"
|IOK( )ll
0 "Apply( )" "Apply All( )
o 64
Qsync
NAS Qsync Central Station 2.0
1 ( )
. File Station Qsync
Qsync (
).
2. : Qsync Client
[198
3. : Qsync
( ).
4.
a. PC .
b. Qfile "Qfile- Android" "Qfile- iPhone"
c. File Station Qsync "Qsync-
File Station"
5. :
6.
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w

NAS
Qsync
(
NAS > "Qsync Central Station 2.0" >Management settings(
) .
"Edit default settings( )" .
"Synchronize( )" NAS
"Policy( )"
"Mails( )"
"Apply( )"
NAS > "Qsync Central Station 2.0" >Management settings(
) .
. "Central Configuration Mode( )" Qsync
"Apply( )"
Qsync .
NAS Qsync Central Station "Devices( )"
"Action( )" "Edit settings for Qsync utility(Qsync
)ll
( ; , )
NAS Qsync Central Station "Management Settings(
"Enable your management password( )"
IILOCk( )Il
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NAS

[198
koh
File Station[219
iSCSI [851
LDAP k3h
saQL 233
NTP R35)
RADIUS [238)
Syslog 23
TFTP [238)
[240)
VPN 243
VPN 48
2581
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71

Overview Scan Jobs Reporis Quearantne
Antivirus -
I ‘Enabie antivinus
Virus gefinitons 2NN 2NE 0036
L&st virus scan -
Last nfected file found; -
Status Update complete
Update
[} Check and update automatically. Frequency in days
Manual update [ *.cvd)
-
. NAS , )
"Enable antivirus( )"
"Apply( )"
o : "Check and update automatically( )"
"Update Now( )"
http://www.clamav.net
NAS
. : NAS "Application Servers(
" > "Antivirus( " > "Quarantine( )"
: "Enable antivirus( )"

App Center[2s8

QTS
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http://www.clamav.net

NAS . 64

1. "Application Servers( " > "Antivirus( " > "Scan Jobs(

)" . "Add a Scan Job( )"
2. ,
"Add( )" .

3. . , "Delete

(X)" "Next( )" .

"Next( )" . . "
4.

. "Exclude files or folders( )"

o /Public/testfile.txt
o /Download
o *.log
o *.exe *.com
o *.ixt; "Next( )" .
5. "Next( )"

o (1- 4096 MB)
o "Scan compressed files( )"
(1 ~ 4096MB) (
).
o NAS
o MS Office Mac Office , RTF, PDF, HTML , "Deep scan for
document files ( )" .
6. "Finish( "
o : "Reports( )"
(o] .
"Reports( )"
"Quarantine( )" /
O
o , "System
Settings( "> "Notification( )" > "SMTP Server(SMTP )" SMTP
"Finish( )"
7.
(¥)
0
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®®

NAS .
. WordPad
o (1-999)
¢ "Archive logs after expiration( )"
- "Apply All( )"
NAS
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7.2

Backup Station

NAS , ,

Laciig Lostion

s |

B backip Lerews

T Sarvae
Tt LERChans

¥R Pereote Reglication
HAS 15 0LY
Ry Rt Bacmy ()
VR (RassTumar Towo-awy Fomder
Snapybes Reghts
LT Bcaip

i By Dachhg
&t 4

= Ertwmal Backoup
Extpvnal Divve

L2 6 Onar Toooh Copy

Backup files to NAS of Reync

B aeng vus SuncOoe WO Com DGR L SICE O 10 580 3y 10 nemon i TERT e 3500 0w e HAspy 1som) Ppemcel o el 10 Tl ool B B0

{31 ]
) Ercable mrunnimrm gisvanicad tute
L T e ] 0
B Erusar Dahisg OO A METW0R B T 1N 100 E PSEr
[ ddew rwimale Risne senar 10500k ug cus te k3

e

ARl

-4+ X

595

. k12

H

. x51*, x563, x63, x70, x71, x79, x80.

° *

e * x51

NAS

4 GB RAM
1024 256
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7.2.1

Rsync
Rsync NAS Rsync NAS
. Rsync 873
. 0
e Enable backup from a remote server to the local host(
): (NAS) (NAS)
e Allow remote Rsync server to back up data to the NAS( Rsync
NAS ): Rsync (NAS)
Rsync
NAS
: NAS 64
RTRR
NAS "Enable Real-time Remote
Replication Server( )"
8899
0 . NAS
. RTRR NAS
NAS IP
10 . "Allow all connections(
)" . IP "Allow connections from the list only
( )ll llAdd( )ll
IP IP IP . "Read Only(
)" "Read/Write( / )" . "Read/Write( / )"
NAS . "Finish ( )"
"APPLY( )" NAS
NAS
NAS NAS
“Incoming Lis{( )" .
( , NAS, NAS, )
. . “Incoming List(
)" , NAS
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Time Machine

0S X
NAS

3. NAS

5. "Apply( )"

Mac
1. Mac
2. NAS

3. QNAP NAS
)Il

0( )

"Select Backup Disk(

NAS Mac

4095GB

TMBackup "Use for Backup( )"

: TimeMachine

o : NAS

Mac

“ON( )ll
120

, http://www.apple.com

o : Time Machine (Time Machine

).

e Size( ): Time Machine

e Date Modified(

Delete( ):

): Time Machine
Time Machine

203

"Connect(

Mac OS

Time Machine


http://www.apple.com

7.2.2

e NAS NAS poh
e RTRR [203
. 203
NAS NAS Rsync
Rsync NAS NAS Rsync
NAS "Main Menu( " > "Backup Station(
(Rsync )" NAS Rsync
1. "Create a Replication Job(
2. NAS Rsync
3. 1P , '
873
. "Tesf( )"
( )ll
4.
5.
"Add(
6. "Backup frequency( )"
7. "Options( )"
"Apply( )"
O
SSH connection" in "Network Services(
SSH( /SSH)" SSH
o Activate file compression( ):
o Perform incremental replication( ):
NAS
o Delete extra files on remote destination(
(
o Handle sparse files efficiently(

204

SSH

WAN

> "Rsync Server

"Apply

. "Allow
)" > "Telnet/



8. "Apply( )"

NAS
: 5
(¥)
0
|E| Rsync ( ).
()
@)
"Options( )"
e Timeout (second)( ( )
e Number of retries( ): NAS
e Retry intervals (second)( ( )N:
, 600 , 3 , 60 , 600
. NAS 60
NAS 60
RTRR
(RTRR)
( NAS NAS, NAS FTP , NAS
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NAS , NAS RTRR ("Main Menu( > >

"Backup Station( " > "RTRR Server(RTRR ") FTP
("Main Menu( " > "Control Panel( " > "Network Services(
)Il > IlFrPll).
NAS
Intel NAS v3.5.0 64*
v3.5.0 32*
ARM ( Intel ) NAS  v3.5.0 RTRR
v3.5.0 8*
* 5
NAS http://www.gnap.com
Intel NAS TS-x39 , TS-x59 , TS-x69 , TS-509,

TS-809, TS-809 Pro, TS-809U-RP, SS-439 Pro, SS-839
Pro, TS-x59 Pro+, TS-879 Pro, TS-1079 Pro, TS-879U-
RP, TS- EC879U-RP, TS-1279U-RP, TS-EC1279U-RP

ARM ( Intel ) NAS TS-x10, TS-x12, TS-x19
1. "Create a Replication Job( )"
2. "NEXT( )ll .
3- ( , ) " "
/
v v
v v v
v v
o b
. (NAS FTP )
. (NAS FTP )
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http://www.qnap.com

. IP . (FTP RTRR
NAS ; NAS

o FTP : SSL/TLS( ) FTP
. FTP :
o RTRR NAS : RTRR P
8899 . RTRR o

o Windows Share(CIFS/SMB) : Windows IP
, "NeXt( )"

5 o "Add( )"

o Replicate Now( ):
o Periodically( ): . 5

o Hourly( ): . 1
, 1:01, 2:01, 3:01... .
o Daily( ): . , 2 2 02:02

o Weekly( ):

o Monthly( ):

o 1 : 1
1

QTS 4.1 , RTRR FTP . FTP
(/) . FTP
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¢ RTRR Rsync Bandwidth Control( ) (

NAS QNAP NAS 3.6
8. "Configure policy and filter(
|INEXT( )ll
o Delete extra files( ):
o Detectsparse files( ):
o Check file contents( ): , , ,

o Compress files during transmissions (
. CPU
o Ignore symbolic links( ):

o Extended attributes( ):

o Timeoutand retry setftings( ):

o File size( ): /
o Lastmodified( ):

o Include file types( ):
o Exclude file types( ):
o File date/time( / ):

10. A " 11
1. "Next( )"
12."Finish( )"

(@] ; download logs(
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"Event Logs( )"

"Notification( ")

"Policy( )"

"Download Detailed Logs(

"Options( )"

"Download Detailed Logs(

. SMTP NAS ("System Settings(
, "Filter( )"
"Action( )" "View( )"
. "Download Logs( )"

. Microsoft Excel
"Options( " > "Event Logs(

)"

209

> >

RTRR



7.2.3

/LUN
, IT .
NAS SSH ("Control Panel( )" > "Network Services
( )" > "Telnet/ SSH") . ( "Storage
Manager( )" > "Storage Space( "> "Snapshof( > >
"Snapshot Replica( )" LUN "Storage Manager( )" > "iSCSI
Storage(iSCSI )"> "Snapshof( " > "Snapshot Replica( ")
: NAS
. x51*, xb3, x63, x70, x71, x79, x80.
o 4 GB RAM .
e * x51 1024 256 . HS- 251
1. "Create a Replication Job( )"
2. .
3. "Sefttings( )" . IP ,
. NAS "Local site(
)" : / :
. "Tes{( )"
"OK( )" .
4. "Source Volume/LUN( /LUN)"
5. Selectthe destination pool to store the snapshots in the "Destination Pools( )"
6. : 1024 ,
7. "Backup frequency( )"
8. "Options( )" "OK(
)
o : . "Network Services
( ) > "Telnet/ SSH" "Allow SSH connection(SSH )"
SSH
o : (KB/s)
O
WAN

210



9. "OK( )" . "Execute backup immediately( )"

NAS

6 8@ @

/
. "Clear all logs(

)ll
1.
2. "Delete( )"
3- IIOK( )ll

"Options( )"
"Change Password(
)II IIACtion( )ll lledit( )Il

211




7.2.4

Amazon S3

Amazon S3 (Simple Storage Service)

. Amazon S3
S3 Amazon S3
amazon.com AWS
Amazon S3

NAS

Amazon S3
Mozilla Firefox

Amazon S3

3. "Upload( )" "Download(

Amazon S3
4. NAS

6. "Finish( )"

212

AWS(Amazon Web Services)

"S3Fox"

NAS

%
. "Test( )"

NAS

Amazon

. http://aws.

Amazon S3


http://aws.amazon.com
http://aws.amazon.com

. k13

e USB k13

NAS NAS USB/eSATA
: NAS

)" > "External Storage(

1. NAS
2. "Create a new job( )"
3.
4,
a.
HFS+

)"

USB

*

eSATA (

NEXT(

b. "Map this backup job to the volume ID only(

eSATA NAS

C.

d. uNeXt( )ll
5. .

512 . "Next(
(]
o /
o 32
6.

o Replicate Now( ):

o Periodically( ):

5

213

“ADD(

"

"External Device(

. NAS  EXT3, EXT4, FAT, NTFS,

ID
NAS

y

)ll
usSB/

16



o Hourly( ): : 01
01 , 1:01, 2:01, 3:01...
o Daily( ): . , 2 2 02:02

o Weekly( ):
o Monthly( ):
o : NAS

8. , "Configure policy and filter( )"
IlNeXt( )ll X n n

o Delete extra files( ):

o Detectsparse files( ):

o Check file contents( ): 2

o Ignore symbolic links( ):

o File size( ):
o File date/time( / ):
o Include file types( ):
o Exclude file types( ):
10. . 63

11, "Next( )"
12."Finish( )"
13.

, Edit( )" "Settings( )" >
"Schedule Type( )" "Disabled( )" "OK( )"

214



1. , "Options( )" .
2. "Event Logs( )" "Download Detailed Logs( )"
. SMTP "System Settings( > >
"Notification( )"
3. "Policy( )" "Filter( )"
1. , "Options( )" > "Event Logs( )"
"Download Detailed Logs( )"
2. "Action( )" "View / Download( / )"
3. "Job Logs( )" "Download Logs( )"
Microsoft Excel . "Options
( )" > "Event Logs( )" "Download Detailed Logs( )"
USB
uUSB NAS |, USB
. TS-809U- RP, TS-879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-
EC1279U- RP
« )
USB "Copy( )"
NAS
"USB One Touch Copy(USB )"
USB
IIUSB n
o : USB NAS
O
(YYYYMMDD) .
YYYYMMDD- 1, YYYYMMDD- 2...
o Copy( ):
o Synchronize( ):

e Handle sparse files efficiently(

215



. : "Add ()" .9

o : "Options ( )" , SMS, (M)
o USB : USB LED NAS uUSB
8- 10
[ ]
(@]
o : uUSB
. 1
YYYYMMDD- 1, 2 YYYYMMDD- 2...
YYYYMMDD
USB
NAS USB USB NAS
1. NAS . Qusb/ Usb
2. NAS .
3. "Backup Station > USB One Touch Copy(USB )"
4. uUSB NAS USB
5. . NAS
, NAS
USB ;
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7.3 File Station

File Station . File Station NAS
NAS
Pl STation -+ X
0 (e e) (=B @+ ¥ v N~ B~ (SR AN =
2 i bl e Properiies m
» [ patavon 0 HName ttoditied Date =
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16 4 a1 N1 s el | 3 pipley ter 10, TotAl 10 | St 530 [~ L T T
* File Station 219
* File Station R1h
* File Station b2h
. 23
File Station
/ File Station File

Station

File Station

. http://NAS_Name_or_IP/cgi- bin/filemanager.html.

177000

Eih AE-3t- TREANE ¥
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10

11

Search Bar( )

Browsing Mode(

Create( )
/

Upload( )

Share( )

More Action(

Network Media Player(

Smart File Filter(
)

)

(
/
)
/
N NAS
)
/ /
LA
/ , /
/
NAS
- (
)
"Favorites( )"
/
/
)
NAS

Create remote connections(

( X
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12

13
o PC PC
. File Station PC
Windows
, Java
(http://java.com
)-
e NAS
[ ]
A
o : "@Recycle"
o "Share to NAS user
(NAS )"
[ ]
: 1) File
Station 2)
[ ]
( :
)
14
15 Right Panel( )
: Google Chrome PC File Station &
1 GB
File Station
* Network Media Player HDMI Chromecast
Media Streaming Add- On  App Center
o Bonjour . "Control Panel(
)" > "Network Service( " > "Service Discovery( > >

219



"Bonjour"
. NAS

Bonjour

. NAS
CodexPack . NAS
NAS

. DLNA, Apple TV

00:00

e Volume( ): NAS

NAS

"Multimedia( )", "Public(

. "+

e Local folders( ): PC
Java JRE

e Favorites( ):

e Qsync: Qsync

e Share Link( ): NAS

e Share with me( ): NAS

Right Panel( )
e Properties( ):
"Calculate Size( )"

e Permission( ):

220

)", "Recordings(

Chromecast

"Download(
)Il’ IIUSB“

MP4

NAS

)", "homes( )",
"Web( )"
A



File Station

"+||
"Create( )"
Sort By( ) , ,
Create folder( )
Copy/ Paste( /
)
Share( ) e Share the selected folder via email(

);
e Publish the selected folder on social network(

);

Open( )

Download( )

Rename( )

Move( ) NAS
Cut/Paste( /

)

Add to Transcode(Beta)
( ( )) . "Add to Transcode(Beta)( (

x86
Cancel/Delete /
Transcoding(

)

Transcode Information(

)
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Add to Favorites(
)

Compress(

Properties( )

e Ctrl + C:

e Ctrl+ V:

e Ctrl + X:

e Citrl + A:

e Del: /
e F2: /
e F5:

Sort By( )

Copy/ Paste( /
)

Share( )

View in Office Online
(Office Online

)

View in Google Docs
(Google Docs

)

Open with Chrome
Extension(Chrome
Extension

)

)(Zip)

Office Online

myQNAPcloud

Office Docs

myQNAPcloud

Chrome

"Favorites (
NAS Office
Office Online
NAS Office
Office Online
Microsoft Office
(Chrome

for Docs, Sheets & Slides" Chrome

)

222
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Streaming to (Network
Media Player)
((Network Media
Player) )

Play( )

Open( )

Open with VLC(VLC
)

Download( )
Rename( )
Move( )

Cut/ Paste( /

)

Add to Transcode
(Beta)(
( )

Cancel/Delete
Transcoding(

r)

Transcode
Information(

)
Extract( )

Compress( )(Zip)

Mount ISO(ISO )

Properties( )

Media Viewer

PC
A
( VLC
NAS
Transcode(Beta)(
x86
/
ISO
. ISO
ISO

223

ISO

. "Add to

"Unmount(



e I[ES8 Java plug- in

2GB
e Google Chrome File Station
e Chrome File Station
e ARM NAS ISO
(
)- 1ISO

¢ Mac OSX #
¢ File Station Microsoft Office

0SX WebDAV #
¢ "View in Office Online(Office Online )"

Docs )"

e Network Media Player
Media Streaming Add- On  App Center

File Station NAS
File Station

WebDAV

Mac

"View in Google Docs(Google
, myQNAPcloud

: .doc, .docx, .xls, .xlIsx, .ppt, .pptx.
HDMI Chromecast

o Bonjour . "Control Panel(
)" > "Network Service( " > "Service Discovery( > >
"Bonjour" Bonjour .
. NAS MP4
File Station ( , )

. Media Viewer(NAS
Media Viewer
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150722 jumes baod spectie tralerdmpd

‘0 =
@

Download( )

Slideshow( )

Network Media Player(
)

More Action( ) QTS

Full Screen( )

Previous Item/Next ltem( / /

)

Play/Pause (videos)( / /
( )

Play/Pause (photos)( / /
()

Seek Bar( )

Show/Hide Preview Bar(
/ )

Last ltem/Next ltem( / /
)
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=

—_

Preview Bar(

Resolution(

Volume(

Media Viewer
Media Viewer

Network Media Player
Media Streaming Add- On

/

NAS

)

NAS

)" > "Network Service(
"Bonjour"

NAS

File Station NAS

"Search(

: NAS

Bonjour

HDMI Chromecast

App Center
Bonjour . "Control Panel(
" > "Service Discovery( > >
MP4
[313
(.srt )
/
1)
"Advanced Search( )"
b ’ b / )
"Smart File Filter( )"
, , / ) "OK(

"Location( )"

226



/

File Station NAS /
"Properties( )"
"Privilege Sefttings( )" > "Shared Folder( )" > "Advanced Permissions(
)" "Advanced Folder Permissions( )"
° .
e Group( ):
e Others( ):

"Apply changes to folder(s), subfolder(s) and file(s)(

)Il
A IIOK( )Il i
"Privilege Settings( )" > "Shared Folder( )" > "Advanced Permissions(
)" "Enable Advanced Folder Permissions( )"
+
llAdd( )ll
llSet( )II
. "Privilege Settings( " > "Shared
Folders( )"
[ ]
e admin
[ ]
. "Only the owner can delete the
contents( )"
: ( )
. "Only the owner can delete the contents( )"
File Station NAS / "Share( )"
.4 .
e \Via email( ): (NAS , ,
, , , /1P, ) URL  SSL(https://)
"More settings( )"

227



: / QTS
> "Options( " > "E- mail Account( )"
e To social networks( ): ( ,
/1P, ) URL  SSL(https://)
" " A
e Create share links only (generate a link to provide on instant messengers or store for
later use)( (
)): ( /1P ) URL  SSL(https://)
"More settings( )"
¢ To NAS users(NAS ): NAS
o NAS ( )
( ) /1P,
URL SSL(https://) .
"More sefttings( )" . "Previw(
)" "Share Now( )"
O
( ) /1P, ,
URL SSL(https://) . "More sefttings
( )" . "Previw( )"
"Share Now( )"
4 "Allow file upload to this folder(
)
"To NAS users(NAS )" NAS
. ( ) NAS
File Station > "Share with me( )"
NAS
NAS File Station
1. "Create( )>("+" ) > "Share space with a user(
)
2. "Create a User( )" .
3. "Control Panel( )" > "Privilege
Settings( )" >Quote( )"
4. ( ) ( )
5 ( ) (
(NAS ), , , , , /1P
) URL SSL(https://)
6. "Create( )"
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(Google Drive, Dropbox, OneDrive ) (CIFS/ SMB,
FTP, WebDAV )

Create remote connections( )
1. "Menu Bar( )" > "Create Remote Connection( )" > "Remote

Connection( )"
2. SMB/CIFS, FTP WebDAV .
3. ( , , /1P, / , ,

)
( . QNAP NAS QTS 4.2
.)-
4. "Create( )"
1. "Menu Bar( )" "Connection record( )" > "Remote Connection(
)ll i

2. ) , ; /1P, , ,
3.
1. "Menu Bar( )" "Current connection status( )" > "Remote

Connection( )" .
2. , : : /1P, ,
3.

o NAS 256

¢ OneDrive for Business
o "System Settings( )" > "Notification( > >
"SMTP Server(SMTP )"

o 1000

. . |E 9+, Firefox 3.6+,
Safari 5+ Chrome.

. ( )
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App Center Connect to Cloud
Drive .
NAS

CIFS/SMB

PC
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7.4 LDAP

NAS LDAP NAS

LDAP Server

B Enable LDAP Secver
Full domain name my=domain com
Password

Verity pasaword

Root 0N onE=admin.dc=my-domain do=com

Users base [N ou=people do=my-domain,dc=com

Group base DN ou=gInup de~my-domaindo=com

Initiahze LDAF database (Datete all usess and groups from the LDAP semver)
Enzble this NAS to De the client of the LDAF sennce Domain Secanty

Apply

Anply All

LD AP
LDAP .
1. LDAP :NAS "admin" . "Applications (
Server(LDAP )" LDAP . LDAP
» "Apply( )"
2. LDAP "Users( )" , "Create a User(
"Create Multiple Users( )" "Batch Import Users(
)" . LDAP . LDAP
, NAS . LDAP
NAS .
3. LDAP NAS LDAP NAS , NAS LDAP
. "Privilege Settings( " > "Domain Security( )"
. "LDAP authentication(LDAP )" "LDAP server of local NAS(
LDAP )" . "Apply( )"
NAS LDAP .
"Privilege Sefttings( )" > "Users( )" "User Groups(
"Domain Users( )" "Domain Groups( )"

231

)" > "LDAP
LDAP

)"

NAS




4. LDAP 2 NAS NAS
LDAP LDAP NAS
NAS LDAP , NAS "Privilege Settings(
)" > "Domain Security( )" . "LDAP authentication(LDAP
)" , "LDAP server of a remote NAS( NAS LDAP )"
NAS DNS IP , LDAP
LDAP . "Apply( )"
LD AP /
NAS LDAP , "Back up Database( )"
, NAS . LDAP
, *.exp "Import( )" . "Apply( )"
o LDAP , NAS
o , LDAP NAS
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7.5 SQL

SQL

SO0L server - ManaDB 5.5.44

You can enabie S0L server 35 the website database

EA Enabie STOL server
Enable this option 1o allow remote connection of SOL serval
71 Erable TCE/IP neswarking

Part numibar 3306

Hole: You can install the phpldyAdmin package to manage your SOL servar. To install the phphiyAdmin, please click hats

Database Maintenance

You can raset the database password of redpimiahize the database

| Reset Root Password || Re-Initialize Database

Apply

ARM (TS-x21, TS-x20, TS-x19, TS-x12 and TS-x10) , MySQL
SQL . ARM , MariaDB  App
Center
TCP/IP
NAS MySQL
MySQL NAS
, MySQL
. 3306 . NAS
Qweb/ Web phpMyAdmin . http:// NAS
IP/ phpMyAdmin/ phpMyAdmin MySQL
o : MySQL "admin"
o : MySQL
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c TS-x39/509/ 809 CD

(http:// www.
gnap.com).
e phpMyAdmin . MySQL
Server

http:// NAS 1P/
o phpMyAdmin
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http://www.qnap.com
http://www.qnap.com

7.6

NTP PC,
. Turbo NAS.
( )
[ Enable TP Server
Operating Mode
[0 EBroadcast
O Muiticast
O Manycast
ADply
NTP
NTP , "Control Panel( "> "Applications( ) > "NTP
Service(NTP )" "Enable NTP Server(NTP )"
. : NTP IP "255.255.255.255"
. : NTP
IP
. : NTP NTP
, NTP
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7.7 RADIUS

NAS , , RADIUS (Remote
Authentication Dial In User Service)
Server Settings RADIUS Clignts RADIUS Users
kA Enable RADIUS Server
A Grant dialin access 1o system user sccounts
Note: RADIUS servar only supports PAP, EAP-TLS/PAP. and EAP-TTLS/PAP authentication schemas for system user atcounts
Apply
1. "RADIUS Server (RADIUS )" > "Server Settings ( )" NAS RADIUS
- "Apply( )" :
2. "RADIUS Server (RADIUS )" > "RADIUS Clients (RADIUS )" NAS
Wi- Fi VPN RADIUS . RADIUS
10 ."Create a New Client( )"
3. "Apply( )"
4. .
5. "RADIUS Server(RADIUS )" > "RADIUS Users(RADIUS )" RADIUS
. RADIUS
. NAS RADIUS NAS
Users 128 ) " "
6. . (a-z A-Z) (0-9)
8- 32 (a-z,A-Z, 0-9 ) C"Apply( )"
7. NAS NAS
NAS RADIUS
- "Apply( )"
: RADIUS NAS PAP, EAP- TLS/PAP, EAP-TTLS/ PAP
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7.8 Syslog

NAS Syslog , Syslog Syslog

Server Setlings Filter Settings Systog Viewer

Server Settings

kd Enabie Sysiog Server

[#] EnableICP

LIDP peort E14

Loy Settings

Maximum fog Size (MB) 50

Lag flle Download v messages

Anply All

e : NAS Syslog syslog
Syslog . NAS (TCP / UDP)
syslog . 514
. "Apply( )" . NAS syslog
, syslog NAS IP  syslog server IP syslog
o : Syslog (1- 100 MB), (NAS )s
MyLogFile_yyyy_mm_dd, MyLogFile_2011_12_31
, MyLogFile_yyyy- mm-dd,
MyLogFile_2011-12- 31 .
MyLogFile_yyyy_mm_dd.[ ] : , MyLogFile_2011_12_31.1,
MyLogFile 2011_12 31.2, . "Apply( )"
. : NAS syslog
( 2 , "System Settings( " > "Notification( )" > "Alert
Notification( ") .

"System Settings( )" > "Notification( "> "SMTP Server(SMTP )"
SMTP . "Applications( " > "Syslog
Server (Syslog )" > "Server Settings ( )"

- "Apply( )"
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0
0-4 syslog
1 .
1-4 syslog
2
2-4 syslog
3
3-4 syslog
4 .
4 syslog
syslog .
syslog NAS syslog
1. "Add a New Filter( )"
2- IlAdd ( )ll ,
"Manual Edit( )" . "Apply (
)II .
3. . NAS syslog

i@.i

Syslog

NAS syslog

" > "Server Settings ( " > "Log Settings (
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"Syslog Server (Syslog
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7.9 TFTP

NAS
TFTP (Trivial File Transfer Protocol) .TFTP FTP
. TFTP FTP
. TFTP FTP
EA Enable TFTP Seives

LIDP port &9

You need 1o specify & root directory Tor the TFTF seqver

Root dirsctory fMultimadia -

7] Emable TETP logging
Thelog fite(s) will be saved in the selacled folder If the Size of & loq file excesds 118, the file will be archived

automatically

Save log liles in rWeb -
kcoess nght Read only L
Aflow TFTP access fiom
o) Afywhere
o Certain IP rarge only
1. "Enable TFTP Server(TFTP )"
2. ubpP 69
3. NAS TFTP .
4. TFTP : TFTP (opentftpd.log)
. Windows Microsoft Excel, WordPad
Mac TextEdit
5. .
6. IP TFTP "Anywhere(
)" TFTP
7. "Apply( )"
NAS PXE , NAS IP , DHCP
, "Control Panel" > "Network" > TFTP IP
, LAN > "DHCP server(DHCP " "Edit( )"

DHCP Server(DHCP )
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7.10

. VMware vSphere, Microsoft Hyper-V, Citrix XenServer

QNAP Turbo NAS

iSCSI
10Gbe SSD
Turbo NAS 3

Microsoft Hyper- V

iSCSI VAAI NAS VAAI
Turbo NAS VMware VAAI(
. VAAI
. VAAI 2
iSCSI  VAAI 4
. (
NAS
. (
o : SCsSI
ESXi
NAS
NAS VAAI 3
o : EXSi

VAAI, NAS VAAI

QNAP vSphere

ODX(

SSD

Citrix XenServer.

vStorage API)

QNAP

QNAP SMI- S

. VMware vSphere,

Turbo NAS
ESXi CPU, ,
. 1) iSCSI  VAAI 2) NAS VAAL
): EXSi Turbo
ESXi
): Turbo NAS
ESXi
LUN
VMware vSphere
ESXi
LUN
IT
Turbo NAS NAS
ESXi
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http://www.qnap.com/en/index.php?sn=1839&lang=en

Turbo NAS

0D X(

Turbo NAS

10 Gbe

10GbE(10

10GbE

SSD

SSD
SSD
Turbo NAS

vSphere

QNAP Turbo NAS

VMware
vSphere

: vSphere
QNAP NFS

: QNAP NFS

iISCSI  VAAI NAS VAAI

Microsoft Windows Server 2012
(ODX)
Turbo NAS
QNAP iSCSI
. ODX

SSD

SSD

vSphere
vSphere

Turbo NAS

ESXi

NAS
(
/
(120
. iISCSI  VAAlI NAS VAAI
Hyper- V iSCSI
. ODX Windows
Windows
Windows 2012
. QNAP  10GbE Turbo NAS
. 10Gbe
),
SSD
Turbo NAS

Client QNAP Turbo NAS

QNAP Turbo NAS

QNAP SMI- S
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http://files.qnap.com/news/pressresource/product/Understand_VMware_VAAI_with_QNAPTurboNAS_v1.0.1_whitepaper_en.pdf
http://www.qnap.com/10gbe
http://files.qnap.com/news/pressresource/product/SSDcache-whitepaper_en.pdf
http://files.qnap.com/news/pressresource/product/QNAP_vSphere_plug-in_User_Guide_v1.0_ENG.pdf

QNAP SMI- S (SCVMM 2012)
Turbo NAS SCVMM 2012
. QNAP SMI- S
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http://eu1.qnap.com/Storage/Manual/QNAP_SMIS_Provider_ENG.pdf

7.11 VPN

NAS PPTP OpenVPN

. NAS

VPN

VPN
VPN

[ aga =] [ Bt ] |

Delete |

Profien. | SeverAdde | Connect.

marshome_o.. [‘marskuyomygn. | QpenaVPN (. |-

Yol can cohnect the NAS to VPN servers via PPTP or OpenVPi,

Disconnectad

- 2

e PPTP VPN

e OpenVPN VPN
VPN

[ ]

e QTS 4.1.2

e VPN

PPTP VPN

bR
.43
Turbo NAS
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(PPTP) VPN ,

(Windows, Mac OS X, Linux )
1. "Control Panel( )" > "VPN Client(VPN )"
2. "Add( )" > "PPTP" VPN
3. , ( ) VPN

4. "Authentication( )"

VPN .
o MS- CHAPv2: Microsoft CHAP 2
o MS- CHAP: Microsoft CHAP 1
o PAP:
o CHAP: CHAP .
5. MS- CHAP MS- CHAPv2 " "
o : VPN
o (AES 40/128 ): VPN 40 128
o (AES 256 ): VPN 256 ( )
6.
o Use the default gateway on remote network(
): VPN .
o Allow other network devices to connect to the VPN through the NAS(
NAS VPN ): NAS LAN
VPN .
o Reconnect when the VPN connection is lost(VPN ):
VPN
7. "Connect( )"

: "Use the default gateway on remote network(
)" Turbo NAS VPN

"Allow other network devices to connect to the VPN through the NAS(

NAS VPN )" NAS VPN
. Windows PC :
1. "Control Panel( )" > "Network and Sharing Center( > >
"Change adapter settings( )" )
2. "Properties( )"
3. "Internet Protocol Version 4 (TCP/IP)( 4 (TCP/IP))"
"Properties( )" .
4. "Use the following IP address( IP )" Turbo
NAS VPN IP ( , 192.168.1.14)
"OK( )"
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OpenVPN VPN

NAS VPN OpenVPN . SSL/TLS
VPN . Windows, Mac OS X, Linux,&nbsp;
Android i0OS
OpenVPN VPN .
1. NAS "Control Panel( )" > "Application( )" > "VPN Client
(VPN > > "Add( )" VPN
"OpenVPN" .
2. . ( ) VPN
. "Server Porf( )" OpenVPN
3. "Certification( )" OpenVPN (ca.crt)
4, .
o Enable compressed VPN link( VPN ): VPN

o Use the default gateway on remote network(

): VPN .
o Allow other network devices to connect to the VPN through the NAS(
NAS VPN ): NAS LAN
VPN .
o Reconnect when the VPN connection is lost(VPN ):
VPN
5. "Connect( )" .
o "Use the default gateway on remote network(
)" Turbo NAS VPN

o "Allow other network devices to connect to the VPN through the NAS(
NAS VPN )" ,
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7.12 VPN

NAS NAS
(VPN) NAS VPN
VPH Server Settings Priviege Settings Connection List
PPTP Seitings
The BFTF server allows users 10 access the LAN remotely. Use the default settings or Specify the settings manually, To understand
more, please chack: (IEtns Jwwiv gnap o
] Enable PETP VPN sefvel
VPN client IP pool 10 0 ] 2 234
Advanced Settings
Maximum fumberof clients 5 ==
Authentication MS-CHAPV?
Encryption High (4ES 128 bit) v
Metwork inleiface Ethernet 1 -
Bl Specity DNS server manually o i) 0 1]
e VPN [248)
. VPN ah
. [243)
. 243
VPN
1. Enable PPTP or OpenVPN service(PPTP OpenVPN ): NAS VPN
PPTP  OpenVPN
o PPTP: (PPTP) VPN
. Windows, Mac, Linux, Android iPhone
VPN IP ( ,
: , DNS ).
o OpenVPN: OpenVPN SSL VPN
. OpenVPN , PC OpenVPN Client
"Download Configuration File( )" NAS VPN
: / OpenVPN
. VPN IP (VPN
, DNS , VPN

)
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. Configure port forwarding by auto router configuration(

): NAS  UPnP( )
. "MyCloudNAS Service(MyCloudNAS )" > "Auto
Router Configuration( )" UPnP
PPTP OpenVPN .
Register myQNAPcloud service(myQNAPcloud ): WAN IP
myQNAPCloud NAS . myQNAPcloud
myQNAPcloud myQNAPcloud (http://www.
myqgnapcloud.com ).
Add VPN users(VPN ): "Applications( "> "VPN Server(VPN
)" > "Privilege Settings( )" "Add VPN Users(VPN )"
NAS . VPN (PPTP, OpenVPN
) . "Add( )"
Connect to the private network by a VPN client(VPN
): VPN VPN NAS
NAS IP PPTP VPN 10.0.0.1
OpenVPN , myQNAPcloud
OpenVPN .
PPTP , PPTP
. PPTP TCP-1723 . UPnP
L2TP/IPsec App Center VPN
NAS 32
VPN

Windows 7 PPTP

1.

2.
3.
4,

"Control Panel( )" > "Network and Sharing Center( )"
. "Set up a new connection or network( )"
"Connect to a workplace( )" "Next( )"
"Use my Internet connection (VPN)( (VPN))"
myQNAPcloud NAS WAN IP
"Next( )"
. VPN NAS . "Connect(

)"

Mac OS X 10.7 PPTP

1.

"Apple menu(Apple )" > "System Preferences( )"
"Network( )" .
llAdd( ) (+)l| IIVPNII
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https://www.myqnapcloud.com
https://www.myqnapcloud.com
https://www.myqnapcloud.com

"Auth

iOS 5
1. "Setti

2. "Add
3.
4. "Setti

Windows

1. Open

2. Windows

Files\
. Open
NAS

> W

> "VPN Server(VPN
Settings(OpenVPN
openvpn.ovpn

o

"ca.c

"Server Address(

"PPTP"

NAS VPN

)" myQNAPcloud

. NAS
)" ;

"Account Name(
entication Settings(

)"

OK( )"

PPTP

ngs( )" > "General( )" > "Network(

VPN Configuration(VPN )"

)" > "General( )" > "Network(

’

ngs(

OpenVPN
http://openvpn.net/
OpenVPN
OpenVPN
VPN
OpenVPN

VPN

)" > "VPN Server Settings(VPN
)ll).
"OPENVPN_SERVER_IP"

OpenVPN

rt"  "openvpn.ovpn"

N\ Program Files\OpenVPN\ config).

: OpenVPN

Linux

1. Open
2. Linux
3. NAS

> "VPN Server(VPN
Settings(OpenVPN
openvpn.ovpn

S

"ca.c
. Open

o

Mac
1.
com/
2.
3. NAS

> "VPN Service(VPN
Settings(OpenVPN

Windows 7

OpenVPN
VPN http://openvpn.net/index.php
OpenVPN
OpenVPN
)" > "VPN Server Settings(VPN
)").
"OPENVPN_SERVER_IP"
rt" OpenVPN

VPN

"openvpn.ovpn"

OpenVPN
OpenVPN
p/tunnelblick/

OpenVPN
)" > "VPN Server Settings(VPN

",
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, "Connect(

> >

openvpn

openvpn

NAS WAN IP

, "VPN "

"VPN " "VPN"

C:\ Program
("Applications(
"> "OpenVPN

IP

, OpenVPN

("Applications(
"> "OpenVPN

IP

. http://code.google.

("Applications(
)" > "OpenVPN

)"

)"

)"


http://openvpn.net/
http://openvpn.net/index.php
http://code.google.com/p/tunnelblick/
http://code.google.com/p/tunnelblick/

4. openvpn.ovpn OPENVPN_SERVER _IP(alfred.mygnapnas.com) OpenVPN
IP .

5. "ca.crt" "openvpn.ovpn" OpenVPN

6. OpenVPN

VPN

Add VPN Users(VPN )
"Add VPN Users(VPN )"

VPN

Delete VPN users(VPN )
VPN "Delete( )" . VPN

VPN
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7.13

"Control Panel( )" > "Applications( )"
> "Web Server( )"
Web Server Virtual Host

Veb Server

After enabling this function, you can upload the webpage files 10 "Web™ network: share 10 publish your website
Al EnableWeb Servar 'O
Pon numer g0
B Enable secure connection (HTTPS)
Port number: ansi
i/ EnabieWebDAY
Uzethe feliowing permussion for WebDAY access
() Shared folder parmission
WebDAY permission &

Lfrer en anling this senice, click the TIJ:"::'-'-lh'g link 1o enter 1o Wab Server

Apply All

NAS Joomla!, PHP and MySQL/SQLite

1. 80
2. :
a. : "Restore( )"
b. php.ini : php.ini ,
3. (HTTPS): SSL .
4, HTML NAS (Qweb/Web) . file index.html, index.htm
index.php
5. http://NAS 1P/
http://NAS 1P:8080 NAS
. , Music Station, Photo Station, Happy Get
e PHP () "System Settings( " > "Notification(
"SMTP Server(SMTP )" SMTP
WebDAV
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WebDAV(Web- based Distributed Authoring and Versioning) HTTP

NAS PC
"Privilege Settings( )" > "Shared Folders( )"
: WebDAV NAS AD . LDAP
NAS PC WebDAV
1. "Privilege Settings( " > "Shared Folders( )" . "Action(
)" "Access Permissions( )"
2. "WebDAV access(WebDAV )"
- "Apply( )"

3. WebDAV NAS
Windows Vista
Windows Vista "Software Update for Web Folders(KB907306)(

(KB907306))" . 32

Windows Vista . http://www.microsoft.com/downloads/details.aspx?

Familyld=17c36612-632e-4c04-9382-987622ed1d64&displaylang=en

1. "Computer( )" "Map Network Drive...(
-.)ll

2. "Connect to a Web site that you can use to store your documents and pictures(

)"

3. "Choose a custom network location( )"

4, NAS URL . . http://NAS_IP_or_HOST_NAME/
SHARE_FOLDER_NAME

5. WebDAV

6.

7. .

8. "Computer( )" "Network Location( )"

9. HTTP/WebDAV

Mac OS X
Mac OS X WebDAV NAS
: Mac OS X Snow Leopard(10.6.1)
1. "Finder( " > "Connect to Server( )" URL
: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME
2. WebDAV
3. HTTP/WebDAV
4, "SHARED( )"
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http://www.microsoft.com/downloads/details.aspx?FamilyId=17c36612-632e-4c04-9382-987622ed1d64&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=17c36612-632e-4c04-9382-987622ed1d64&displaylang=en

Mac OS X 10.6 10.4

Ubuntu
Ubuntu WebDAV NAS
: Ubuntu 9.10 Desktop
)" > "Connect to Server...( )

"WebDAV(HTTP)"

1. "Places(
2. NAS
( WebDAV(HTTPS))"
WebDAV

3. WebDAV
MySQL

phpMyAdmin NAS Web Qweb

URL

: MySQL "root"

phpMyAdmin

SQlLite
SQLiteManager

1. SQLiteManager- *.tar.gz
2. SQLiteManager-* \ \ NAS IP\ Web\

3. http://NAS IP/SQLiteManager- */.?
o "*"  SQLiteManager
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. "Connect( )"
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SQLiteManager- *.tar.gz?
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7.13.1

( 32 ) NAS

WAN/ LAN IP

sitel.mysite.com WAN IP: /Qweb/site1_mysite = Joomla!

site2.mysite.com

111.222.333.444

LAN IP- 10.8.12.45 /Qweb/site2_mysite = WordPress

www.mysite2.com (NAS) /Qweb/ phpBB3
: 80 (NAS) www_mysite2
o : "Applications( )" > "Web Server( )"
e DNS : NAS WAN IP DNS
o " 80 , 80 NAS LANIP (10.8.12.45)
e SSL : SSL SSL
, "System Sefttings( )" > "Security( > >
"Certificate & Private Key( )"
1. "Enable Virtual Host( )" "Apply( )"
2. "Create Virtual Host( )" .
3. (Web Qweb )
4. (HTTP HTTPS) . HTTPS ,
"Enable Secure Connection (SSL)( (SSL))"
5.
6. "Apply( )"
7. NAS .
8. (site1_mysite, site2_mysite, and www_mysite2)
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Qrganize « Bum Mew folder

4 | Bownloads
4 | Web Sites /"——.
s Joomia /’F —
> L phpBB3 7T

i

b L WordPress ™= ' sitel_mysite site2_mysite www_mysitel

from Joomla (C\Users,. \Joomla) to sitel mysite (Psitel _mysite)
About 3 Minutes and 30 Seconds remaining

——

(3 More details

http://NAS_host name
https://NAS_host name . URL

http://site1.mysite.com
http:// site2.mysite.com

http://www.mysite2.com

Joomla!, phpBB3  WordPress
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8.

QNAP

e App Centerpsé

e DLNA k53

e Download Station[26%

* HybridDesk Station ks3]

® jTunes [278)

. k78

e Music Station[2sh

* myQNAPcloud bsd)

e Photo Station[9d

. B1h
[313

e Video StationB13)
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8.1 App Center

App Center NAS . QNAP 3

’ )

[

i
asx AppCs

g i

T My levasy

gy ) Pt Sesten

TS o i

o

liaidy Clowd Connpct le Clacver Grmad Backug Goaghe Cleud OpenStack
B g Tyric I'.rnnql Lh'm- Eaciais’ Tync Rt fijre Elninge Feift
e, f Bazhagy iy

| # imetall | | = inatall | & Imyat | | o bl

1]
R

[ &

App Center

NAS App Center App Center

App Center

L ils

0 = O
°| C Update all ]

1 NAS
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3 . : QPKG

. 3 URL

URL
e QTS
4
5 Sort( ) ,
6 NAS
o : NAS
o : NAS
A
o : NAS
e QNAP : QNAP
o : QNAP (QNAP 3
)
° .
o : QNAP
o : "Backup/Sync( / )" "Education( )"
App Center
"+ Install(+ )"
"+ Install(+ )" "O Open(O )" .
"My Apps( )"
e NAS
e QNAP /
QNAP
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"Update(
"Update All(
)ll
"Start( )"
. on/ off
o QNAP
NAS
QNAP

go/qpkg.html) .
"Install Manually(

, App Center

)ll IIOK( )ll i
)" "Refresh(
"Open( )ll
(
)
/ /
(http://www.gnap.com/go/ gpkg.html) ..

QNAP App Center
(*.qpkg) (http://www.gnap.com/
http://forum.qnap.com/ ,
)ll
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http://www.qnap.com/go/qpkg.html
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http://forum.qnap.com/

8.2 DLNA

QNAP Turbo NAS DLNA : QNAP
Twonky DLNA

EA Enable DLNA Media Server (Beta)
Lavics Nams HASDT 4447

Select default user Bocgunt admin - ]

Scan now H Restart || Advanced Settings

Hete

DLHA Media Senver requires Media Library to be ensbled. Fleas® configure the settings in "Applications”™ » Tdultimedia

Management” » Tles

The displayed contents of DLNA sarver will e based on the system admmisiraton acoount pamisssons and med|a library

setlings

I erder bo start the setnce of TwonkyMedia, please mstall it from “App Center” hest

Apply

QNAP DLNA Media Server QNAP , Twonky Media DLNA Server 3
. DLNA QNAP DLNA Media Server NAS
, QNAP DLNA Media Server
Media Library

(]
Multimedia Managemenf{( )
Shared Folder[153( )

e Twonky NAS

(http://www.gnap.com/products).
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http://www.qnap.com/products

DLNA Twonky DLNA NAS
(http:// NAS 1P:9000/) TwonkyMedia DLNA
http://NAS 1P:9000/ . "TwonkyMedia Settings
(TwonkyMedia )" > "Basic Setup( )" . NAS
Qmultimedia Multimedia
. "Basic Setup( )" > "Sharing( )" > "Content
Locations( )"
mp3, NAS
, "Rescan content directories(
)" "Restart server( )"
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8.3 Download Station

Download Station BT, PT, Magnet Link, HTTP/HTTPS, FTP/FTPS, Xunlei, FlashGet, qqdl

Baidu Cloud RSS
. BT BT
NAS
Domrlond Fratan —
B o a )l & T Fape CRRETIATY i |
E Tasks | Duff* Summary
Boan() la Viing i Name
3 Dewnisading (1) M The DUFF (2015) 720 80 NS m_ 10 13 ‘@mtral o Stae
1l Pauges (0) W THe Duff 2015 AU WE B MR Mmoo 31 3% gSaTE Thirhin -
Sl io B e ouFFI0isHoRp,. - 3ME. = 38 21 in ":::L"-“
The Duff 2015 WES.RL + a1 it 12 SETTAL o
- Cotighed ) W The DUFI0 SWERRL m =
W The OUFF (2018 208 1 20150 eo_ 10 BOX jommn
¥ acrelo) Gite
) The Duff, 1015, BRRA.X EH i m T EY b
B8 inactive (1)
W Tha OUFF20I5.1080p. - IME. m. 23 35 g
Q 67 Seanch
W uec Fight Might TrMie. B 2018 te 202 280 logkas
B ass 3
W The DUFF (20157 108, - M. m. 103 M50 gargl
8 The Duff 2014 10500 M. N wn &5 13 ieeTen
| W@ ThaDlier (20153770, BT 23U5L Mo S8 237 getrr
W3 The Duf20:5.WERBRS B 3OIEL am B0 234 Jomun
Wl The OUFF (20157480 41- EF. mo 107 203 dxdrel
M The DUFF 2005 720D TE HY. m. 190 181 gulfal
Wl Hilary DUl - My king | B3, 35, wm. 7% 188 ouTal. w
2ol¥
e Download Station 26
e Download Station bed
e Download Station 263)
e Download Station 263)
:Download Station
L}
. PT , PT
. Download Station(libtorrent) PT

, App Center

Download Station
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NAS

/
Download Station

Download Station

?

Download Station

Down

297779

. App Center
(QTS 4.1

load Station
. http://NAS_Name_or_IP/downloadstation/

‘ [ I - 15 A N Ax
3 Y Fier E=T T
1 Search

Bar( BT > "BT"

) >"BT Search(BT )" "Settings( )"
BT

2 Add( ) URL BT PC
3 Start( ) BT
4 BT
5 BT
6 BT BT
7 ’ y
8 Download BT

( )
9 Filter( ) BT
10 Sorf( )
1 BT RSS (
1 Download Station ).
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e Tasks( ): BT (

H il il BT ( )
e BT Search(BT ): BT BT
. BT ( ),

URL
e RSS: RSS ; , ,
Download Station
Download Station "Settings ( )"
Global Settings( )
e Download Schedule( ):

"Full speed( )"
( ) . "Limited( )"

¢ Notification( ):

(SMTP "System Sefttings( )" > "Notification( )"

)
e Search( ): BT
HTTP
® Connection(FTP ): HTTP
e Bandwidth Limit( ): HTTP
.0 (x86 NAS HTTP

30 , ARM NAS 10 ).
FTP
®* Connection(FTP ): FTP
e Bandwidth Limit( ): FTP

.0 (x86 NAS FTP 30
, ARM NAS 10 ).

BT
® Connection Setting(BT ):

o BT . 6881- 6889

o Enable UPnP port mappin(UPnP ): UPnP

o Enable DHT network(DHT ): NAS

DHT( ) DHT UDP
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o Protocol encryption( ):
e Bandwidth Limit( ): BT

o Global maximum concurrent downloads( ): BT
. (x86 NAS
30 , ARM NAS 10 )
o Global maximum upload rate( )(KB/s): BT
.0 .
o Global maximum download rate( )(KB/s): BT

o Maximum upload rate per torrent( )(KB/s):
.0
o Global maximum number of connections( ):

o Maximum number of connected peers per torrenf( ):

e Seeding Preferences( ):

IP
e BT Search(BT ): Download Station BT BT

RSS
Update(RSS ): RSS NAS RSS

Add-on( )
BT ,
BT , Download
Station

Download Station
. http://download.gnap.com/dev/download- station- addon- developers-
guide_v4.pdf

File Hosting Account( )
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HTTP FTP 64
"Add Account( )" . P, ,
. HTTP FTP
"Enabled( )"
"Edit Account( )"
"Delete Accounf( )"
Download Station
1. PC Download Station BT/PT "+ BT/
PT URL(HTTP/FTP/Magnet )
2. BT BT
3. "RSS" RSS . Download Station
RSS
4. NAS
* x86 NAS 60 (30 BT/PT 30 HTTP/FTP) ,
ARM NAS 20 (10 BT/PT 10 HTTP/FTP)
e &BT PC Download Station Chrome Firefox
HTTP, FTP, Magnet
HTTP, FTP Magnet "Start( )"
URL ( ).
. HTTP/FTP Magnet Link.
NAS .
"Use credentials( )" ( > )
"OK( )" . NAS
30
BT
BT
"Edit Downloads( )"
/
Download Station "Sefttings ( )" > "HTTP", "FTP" "BT" >

"Bandwidth Limit(

)"
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"Settings ( )" > "Global( )" > "Download Schedule(
)" . "Full speed( )", "Turn off(
)" "Limited( )"
"Settings ( )" > "Global( )"> "Notification( )" "Email( )"
RSS
Download Station RSS
1. RSS "RSS" "+
2. URL
3. RSS
"Download( )"

4. NAS
RSS RSS . RSS
Download Manager RSS , ,
RSS Download Manager
RSS Download Manager BT
o RSS Download Manager "Add(

)Il
o RSS
. (

IIA”( )ll )‘
e Episode number( ):
TV 1 1~ 26
1x1- 26 1 1 1x1

e RSS . NAS RSS
° IIAppIy( )Il lICanceI( )Il
o "Delete( )"
BT
"Settings ( )" > "BT" >"Bandwidth Limit( )">"Seeding Preferences(

)Il
"Share Ratio(
)ll

"

BT "Share Time(
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1.
2.

> w

Download Station
Download Station

"Control Panel( " >"Privilege Settings(

. NAS

)" > "Users(

"Action( )" "Edit Application Privilege(
3. Download Station > "Apply( )"
BT
. NAS IP DNS
g =B
NAS NAT . BT
a. NAT BT NAS
b. NAS UPnP NAT
NAT UPnP NAT

NAS UPnP NAT

267

LAN IP

. BT

NAS



8.4 HybridDesk Station

HybridDesk Station

Conery] Fas
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CodexPack
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Clommndirn £3 0 MaiEFE AT A PRAYRT VI B
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significanity impleye the perfoimanoe for
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HybridDesk Station
HybridDesk Station
e NAS

HybridDesk Station
. 273

HybridDesk Station

e HD Station 2.x: x69

(x69U

)

e HD Station 3.x: x51, x51+, x53, x53A, x63, x70, x70U, x71, x71U, x79, x79U,

x80, x80U, HS-251, HS-251+, 1S-400

HybridDesk Station

1. HybridDesk Station

TV

o : HybridDesk Station

= QNAP
= MCE
= USB

= Qremote: HybridDesk Station

HDMI

QNAP
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NAS HDMI




: Chrome

2. HybridDesk Station

o

"Applications(
Now ( )"

HybridDesk Station: TV
Station
XBMC: TV

Chrome: Chrome

YouTube
My NAS: NAS

Surveillance Station(

e Kodi, Chrome

e HybridDesk Station

HybridDesk Station

e Kodi AirPlay

e USB

TV

HybridDesk Station

Qremote

)" > "HybridDesk Station"

NAS

TV

HDTV

YouTube

NAS

):
NAS
6
NAS
2GB
2GB

HybridDesk Station
Kodi "Multimedia(

)"
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NAS USB

"Get Started
HybridDesk Station

HybridDesk

NAS IP

HybridDesk Station

NAS

NAS



4. HybridDesk Station : HybridDesk Station

XBMC TV

HybridDesk Station

TV
Qfile :
1. Qfile NAS
2.
3.
4, NAS
TV  HybridDesk Station
5. TV Kodi
6. "Pictures( )"
7. "Multimedia( )"
8.
USB
1. USB NAS
2. "Pictures( )"
3. "USBDisk"
4.
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NAS

(Samba, AFP, FTP, NFS)

)" "Qmultimedia"
eSATA
"Multimedia"
1. "Videos( )" "Files( )"
2. "Add Videos( )"
3. "Browse( )"
4. "Root filesystem( )"
5. "share( )"
6. "Download( )"
7' llOK( )ll
8. "Download( )"
. "Setting( )" > "Video(
"Adjust display refresh rate to match video(
)" "Sync playback to display(
Chrome
HybridDesk Station Chrome
: Chrome Qremote
Surveillance Station( )
IP NAS
YouTube
HybridDesk Station YouTube
MyNAS
NAS NAS

HybridDesk Station
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"Download(

Kodi

)" > "Playback(

)"

)"

NAS

"Multimedia(
USB

. PC

uUSB



QTS HybridDesk Station HybridDesk Station "Settings( )"
HybridDesk Station

e HybridDesk Station

o App( ):
o Display( ):

o Preferences( ):
HDMI . USB NAS

e QTS HybridDesk Station:
o Output resolution( ): HybridDesk Station
HybridDesk Station

o Overscan( ): HybridDesk Station

e QNAP MCE . TS- x69
TS- x70 MCE
e HDMI TS- x69
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http:///www.qnap.com/ssldssetup

8.5 iTunes

NAS Qmultimedia/ Multimedia mp3
. LAN iTunes NAS
iTunes , iTunes(www.apple.com/itunes/)

NAS Qmultimedia/Multimedia

iTunes

Al EnabieiTunes Serves

kA After enabling this service, click the followng fink to enter iTunes Web Server configuration page

Username.  admin

Passwaord

Apply

After enabling iTures server, all the iTunes clients on the same subnet can play the music fikes in “Multimed:s® folder on the sarver

iTunes
)ll
iTunes , iTunes

http://NAS -IP:3689/index.html. PC  NAS LAN PC
. "SHARED( )" NAS

e QNAP iTunes
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: 1 x70U, x79
Pro  x79U. iTunes [44 "System Administration(

iTunes



http://www.apple.com/itunes/
http:///www.qnap.com/itunssetup

8.6

Overview IMedia Library Ihed)a Folder

You can manage the ssttings of the Media Library here. The Madia Library can scan multimedia files, such as photes, music and
videos, from designated media folders and index them. Thumbnalis of thoze muRtimedia fites will be generated automatically to
£aNance your user sxpenence a5 you rowse thiough multimedia fites in ther comesponding applications.

Photo Station Jusse Station
Vidao Station @ DLNA Media Sarvar

o : "Scan now( )"

- UTF

NAS

279




( , NAS

, "Deactivate Media Library( )"

Music Station ,

)" (

Photo Station, Video Station,

DLNA Media Server

, "Activate Media Library(
"Deactivate Media Library(

)" "Activate Media Library( )" )-

e Xx70U, x79 Pro x79U
. iTunes

DLNA Media Server

Multimedia( )"
NAS

,"Add( )"

iTunes Server

, m " n

Photo Station Music Station

400
NAS
)" NAS (QTS 4.1
"Add( )" :
"Apply( )" :
"Delete( )" "Apply( )"
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8.7 Music Station

Music Station(4.0)

) . NAS
Me SEptrom — + »
B = | Albirm i Utlongasry Albwm
5] Souns
| A
Artist ___!'r
Genre d
Now Playing Coma Back to Me Mo My erohSe) Sharry Chrigtomas Mr.
ELE(UTADS HiwARLU) PEE[UTADN Wi AR EES(UTADS RIWARUL
B Private Collecton
& async -
Iy s
=] Playlist * e
To:
H My Favorites e
LDt
.d. il
Reently Added T have sharas my favents muse wi
- - Appia Andgd CanRaanin Taking My Moy Ba Thive O (Ciynteg Lik i
Forcamtly Py £5 S(UTADE HIKSRY) £ £ R{UTADE HIKERY) EERIUTE0A HIKSRY) e
I hav gHardd my favonta musd -
B My Favorite Radio with v froen Muse Shation, -
Vi e
Tuns [ fﬁi ' l "‘&ﬁ ' 172.17.33.451:8080 .
- g -
} d . b e B |5 :
[ vrash can - 10 fremis) | Sand I Cance, |

0:29 f 3:00

Autormates Part 1 Automat] = &)

Music Station 28R

[ ]
e Music Station 283
e Music Station R85

Music Station

NAS Music Station
. App Center Music Station
(QTS 4.1 ) .
1. NAS . NAS 3

. 1) Qfinder Pro PC Mac

NAS [24) . 2) "Songs( )"
"Private Collection( )" ( ) PC
NAS
.("Songs( )"
"Multimedia( )" , "Private Collection( )" "/home"
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.) "Recently Added( )"

. 3)
NAS
® Music Station admin NAS admin
e Music Station
R7d
2. / Music Station
Music Station . http://NAS_Name_or_IP/musicstation/

Music Station

?

o=———0 8B\ &

1
2 Search Bar( , ,
)
3 Browsing Mode ( :
( ) / / /

/ )

4 Multi- Select(

)
5 Resizing Bar(
)
6
7 , NAS ,

8 Music Alarm(
)
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1 Right Panel(

1 Seek Bar(
)

2 Previous ltem

( )
3 / /

4 Next ltem(
)

5 Shuffle( )
6 Repeaf( ) , ,

7 Streaming Mode

(Network Media . USB
Player) / USB ( ) "NAS
Audio Audio Output(NAS )" USB
Passthrough(
(
) / USB

)
8 Volume( )

e Network Media Player HDMI  Chromecast
Media Streaming Add- On  App Center
o Bonjour . "Control Panel(
)" > "Network Service( " > "Service Discovery( > >
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"Bonjour"

Bonjour

e Songs, Artist, Abum, and Genre( , , ):

PC
fos

¢ Now Playing(

e Private Collection(

e Qsync: Qsync
¢ Playlist( ):

"Playlis (

e My Favorites( ):

"Rating(
¢ Recently Added(

e Frequently Played(

e My Favorite Radio(

URL
e Tuneln: Tuneln
e Trash Can( ):

* "Playlists( )"
|’ $
®* "Recently Added(

e Music Station
AlIF, AIFF

Right Panel( )

)

2) "/ Multimedia"

): "Now Playing( )"

): "/home"

200

"Now Playing( )"
1

): URL Tuneln Radio

1024
MP3

?2 <> *

. MP3, FLAC, OGG, WAV,
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1 Lyrics( )
2 Information
« )
3 Sharing( " "
) ( 3 , ; )
4 Email(
) llSend( )"
. "Control
Panel( " > "System Seftings( " > "Notification(
"> "SMTP Server(SMTP )"
5 Social
Sharing
(
)
6 Link( )
. "Link Code( )"
, LAN IP WAN IP .(myQNPcloud.
com myQNAPcloud
. myQNAPcloud .) "Save(
)" URL
Music Station
Music Station
"Playlist( )"
)Il
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"Now Playing( )"

( , , "Playlist Settings( )" "Share with the
public( )" ).
NAS ( NAS
/ )
( )
"Email( )"
"Publish( )"
"Link Code( )" ,
"Sharing( )" "Songs( )"
, "Email( )", "Social Sharing( )" "Link( )"
"Playlist( )"
¢ Network Media Player HDMI Chromecast
Media Streaming Add- On  App Center
o Bonjour . "Control Panel(
)" > "Network Service( > "Service Discovery( > >
"Bonjour" Bonjour
Music Station NAS (usB , , HDMI), ,
(DLNA, Chromecast, AirPlay)
"streaming mode( )"

. HDMI Chromecast

QNAP
uSB

o USB

3.5mm
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1. Music Station "Artis t( )" "Album( )"

2. > "Change cover( )"
3. "Upload( )" PC "Search( )"
o / /
o "Info( )"
L]
( Ctrl )
"My Favorites( )"
( ) Music Station

Music Station

/ ;

U "fhome" NAS

(NAS )- "/home" "Private

Collection( )" .

o "Control Panel( " > "Privilege Settings( » >
"Shared Folders( )"

. "Control
Panel( )" > "Multimedia Management( )" > "Media Library(

)"
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: Media Library Photo Station, Music Station, Video
Station DLNA Media Server
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8.8 myQNAPcloud

myQNAPcloud NAS IP
UPnP . myQNAPcloud
NAS UPnP
NAS

ol A o
a2
S

et P Deliaurphon

Ay DAY

Cout buty myQNAP owd

T e

-ji‘t-ﬂ!{\i"l'_'l ey

W e icale

wess
(= et msn_:.'_z:m:tf-: L]
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= e 5
-‘! SEomeces fhy verruae

myQNAPcloud NAS UPnP

. NAS myQNAPcloud
NAS myQNAPcloud
e myQNAPcloud lsd)
. 2081
e  DDNS Ppej
. bod)
e CloudLinkfoh
. 207
e SSL 292
e myQNAPcloud Portalf23 ( NAS )

myQNAPcloud Wizard

myQNAPcloud

1. "Get Started( )"

2. "Start( )" .

3. myQNAPcloud ID(QID) . "Next( )" A
"Create myQNAPcloud account(myQNAPcloud )"

289



myQNAPcloud J)

4. NAS "Next( )" .

5. myQNAPcloud ( , DDNS, , CloudLink)
. "Next( )"

6. i

7. "Finish( )"

Auto Router Configuration

"Auto Router Configuration( )" UPnP /
UPnP NAS
NAS
UPnP "Rescan( )" "Diagnostics( )"
. UPnP NAS "
"UPnP Router Compatibility Feedback...(UPnP )"
. (http://www .gnap.com/go/compatibility_router.html)
. NAS "Apply to Router( )"
. NAS UPnP
NAS
o NAS UPnP NAS
UPnP
o . http://www.qnap.com/go/notes.html
G : http://www.qgnap.com/faq
e UPnP . http://www.gnap.com/UPnP_Router_Compatibility _List
DDNS
myQNAPcloud DDNS NAS
. myQNAPcloud DDNS "here
( )" . DDNS "Update( )"
NAS (File Station, , Photo Station, Music
Station, Secure File Station, Secure Web Server, Secure Photo Station, Secure Music
Station ) . http://www.mygnapcloud.com. NAS
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http://www.qnap.com/go/compatibility_router.html
http://www.qnap.com/go/notes.html
http://www.qnap.com/faq
http://www.qnap.com/UPnP_Router_Compatibility_List
http://www.myqnapcloud.com

myQNAPcloud DDNS NAS WAN IP NAS
myQNAPcloud . myQNAPcloud NAS
UPnP
o QNAP NAS myQNAPcloud . myQNAPcloud NAS
o myQNAPcloud 120 ., NAS
o DDNS
1. "Cloud Portal( )" NAS . "Publish( )"
myQNAPcloud NAS . "Private( )"
NAS . myQNAPcloud
myQNAPcloud . NAS
myQNAPcloud (http://www.myQNAPcloud.com)
2. myQNAPcloud : NAS myQNAPcloud NAS
6- 16 (a-z, A-Z, 0-9 )
3. "Add Users( )" myQNAPcloud NAS
NAS 9 .
4. . myQNAPcloud Connect (VPN) /
myQNAPcloud .
5. myQNAPcloud
"Send Invitation( )"
6. . "Send( )"
: "System Settings( )" > "Notification( > >
"SMTP Server(SMTP )"
CloudLink
CloudLink  UPNnP
NAS QNAP
( / )
NAS
myQNAPcloud NAS

CloudLink

201



e Public( ): myQNAPcloud

¢ Private( ): myQNAPcloud
NAS
e Customized( ):

myQNAPcloud

)" "Customized( )"

SSL

myQNAPcloud SSL

myQNAPcloud HTTPS(

CloudLink

myQNAPcloud

"Device access controls(
"Add(

)"

QID

NAS

: https://nossl.mygnapcloud.com)

NAS

NAS .
NAS
myQNAPcloud SSL DDNS
: myQNAPcloud SSL QTS 4.2

myQNAPcloud SSL

1. myQNAPcloud myQNAPcloud
(SSL )"
2.
3. (
)
4. myQNAPcloud

myQNAPcloud SSL

1. NAS myQNAPcloud
2. "SSL Certificate(SSL )"
( )ll
3. >
" "Release( )"

myQNAPcloud SSL

292

"Confirm(

NAS

"SSL Certificate(SSL

NAS

"SSL Certificate

"

>"SSL Certificate(SSL )

)"

myQNAPcloud,> "SSL



myQNAPcloud "SSL Certificate(SSL )" > "Transaction record(

)" . 3
* Apply( )
e Release( ):
¢ Reissue( ): DDNS

e Extend( ):

30

. myQNAPcloud "SSL
Certificate(SSL )" > "Certificate License( )"
¢ myQNAPcloud SSL QTS 4.2 NAS
o App Center myQNAPcloud SSL QPKG
myQNAPcloud
myQNAPcloud (www.myqgnapcloud.com)
¢ myQNAPcloud
e NAS
. NAS
[ ]

¢ myQNAPcloud

ENDEEN: + M=o ©

md My Devices - Srared foldas ppge ke ALLE il Seayarsen Deiyice o=tall &
= GWeR - 3 Drownilgas ;" tokiartest ﬂn =, 5 9 .Cc
. Shirezh Vit b a Toscenest Name = Loaiied Type Soe
Mo 2015070810 Fokinr
oS ;-,_ crested by nistest 201502504 Folder
[BAV ] fageash ] u; cressied by _rool 20150526 11 Foides
Pt fodertes! 1970.01-01 08 File 414}
RS OMIngs
Hl=ige
LB
Vish
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http://www.myqnapcloud.com

myQNAPcloud myQNAPcloud myQNAPcloud

myQNAPcloud
myQNAPcloud myQNAPcloud
( ) > "User Profile( )"

¢ myQNAPcloud

¢ myQNAPcloud

myQNAPcloud NAS
myQNAPcloud "My Devices( )" NAS
NAS
e File Station
[ ]
° ( l2oh )
° (
R290) )

* myQNAPcloud

o myQNAPcloud
App Center CloudLink QPKG

myQNAPcloud NAS

"Shared with me( )"

NAS

1. myQNAPcloud

2. .

3. "Add to Shared With Me( )" ( )
4, "Shared with me( )"

5

6

myQNAPcloud
myQNAPcloud ,

294



myQNAPcloud

1. .
2. "My Devices( )"
3.
4. .
5. "Share( )" ( , /1P, ,

) > IlNeXt( )Il >

. > "Share( )"
myQNAPcloud "Incoming(
)ll
App Center CloudLink QPKG
myQNAPcloud
myQNAPcloud

[ ]
[ ]
myQNAPcloud
1. myQNAPcloud .
2. "Notifications( )"( )
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8.9 Photo Station

Photo Station(5.0) NAS
. Photo Station

/
NAS

Fhats Siphon - + *

PhotoStation 5 TSR hlaoge | Q = 5§

Shared Pholas

Prriate Collecion Vs BN e e Y a

350 Can

e Photo Station ko)
e Photo Station 297
e Photo Station [303)
. 308

Photo Station

NAS Photo Station
. App Center Music Station
(QTS 4.1 )
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1 NAS . NAS

3 . 1) Qfinder Pro PC Mac
NAS [24) . 2)
"Shared Photos( )" "Private Collection( )"
"Import( )" PC
NAS
.("Shared Photos( )" "Multimedia(
)" , "Private Collection( )" "/home" )
"Album( )" . 3)
NAS

Photo Station
BMP, JPG, JPE, PNG, TGA, GIF

API, MP4
J 2GB
. 2GB
2. / Photo Station
Photo Station . http://NAS_Name_or_IP/photo/
: Photo Station admin NAS admin

Photo Station

Photo Station

! 799997
|m lanage | Qﬂ%ﬁ?fﬂﬂ.ﬁ.!l
000
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(e¢]

[N

Gallery/

Manage(
)
Advanced , , , , '
Search Bar , ,
( )
Multi-Select
( )
Network
Media Player
(
)
Photo Station (NAS
Picasa, Flickr, Weibo, YouTube / )
Photo Station
Display(
) "Display Settings( )"
( , : : )
kod)
Music( ) /
"Music Settings( )"
(Music Station "Now Playing( )"
).
Slideshow ( .
) "Slideshow Settings( )"
« , )
Network Media Player HDMI Chromecast
Media Streaming Add- On  App Center
Bonjour . "Control Panel(
)" > "Network Service( " > "Service Discovery( > >
"Bonjour" Bonjour .
NAS MP4
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. NAS
CodexPack . NAS
NAS NAS

. DLNA, Apple TV Chromecast

1 Gallery/
Manage(
)

2 Advanced , , , , , )

Search Bar , ,
( )
3 Network
Media Player
(
)
4
5 Photo Station (NAS

Picasa, Flickr, Weibo, YouTube )
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Photo Station
Photo Station

. : Photo Station

Il( )
278,
. : Photo Station

e Backup/Restore( / ):

O
Photo
Station
O
o Automatically create matching album(
):
IlAIbum( )ll
o Always startin Manage mode( ):
Photo Station
o
Browsing ( / /
Mode( , )
)
Timeline(
)
Sort( )
Add Album(
)
Photo/Video
Filter( /
)
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D = o = ES

Zoom in/
Zoom ouf(

I)

Background
Color( )

Slideshow (
)

Import(

)

Download(

)

Share( )

Multi-Select
( )

Network Media Player

Media Streaming Add- On

)" > "Network Service(

"Bonjour"
NAS

Shared Photos(
home" "Qsync"

Folder( ): NAS
("/home"  "Qsync

Private Collection(

Qsync: Qsync

HDMI Chromecast

. "Control Panel(

App Center
Bonjour
" > "Service Discovery(
Bonjour
).
)-
): "/home"
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MP4

) >

("



* Album( ):

NAS
. "Album( )"( )
/
303
e Smart Album( ): . ,
. "Smart Album( )"( )
/
303
e Shared Center( ): . , ,
, . "Shared Center
( )"( ) /
e Faces( ):
[308 :
e Recently( ): (2 ) (2
)
e Trash Can( ):
( )
* "/home" NAS
"/home"
. 2781
[148)
o Photo Station
[278)
Photo Station
2 .
1. "Create New Album(
)
2. "Album( )"
3. "Album( )" > "Add Album( )"
NAS -(
QTS J)
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1.
2 . "Create a Smart Album( )"
"Convert subfolder to Smart Album( )"
"Create a Smart Album( )"
. "Convert subfolder to Smart Album( )"
"Smart Album( )"
2. "Smart Album( )"
3. "Smart Album( )" > "Add Album( )"
> "Create( )"
"Smart Album( )"
e Email( ): "More setting( )" ( ,
, . ) "Create( )"
: / QTS >
"Options( )" > "E- mail Account( )"
e Social network( ): ( : , : )
SSL "Create(
)ll i
e Sharing link( ): , SSL
"Create( )"
/

Photo Station
. Photo Station(http://
NAS_Name or IP/photo/)
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NAS

Photo Station

"Login Screen(

Rotation( (

View( (
)

Information( )(i)

Rotation( (
)

View/ Play( /

Open in new browser

tab(
)

Open with VLC(VLC
)

( NAS

NAS
"Control Panel(

)"

. VLC

"Shared Center(

QTS

)" > "General Settings(

)

90

90



Streaming to (Network

Media Player)((Network

Media Player)
)

Share( )

Download( )

Add to Album(
)

Add to Transcode(
)

Rebuild thumbnail(
)

Information( )

Set Coordinates(

)
Add Tag( )

Rating( )

Color Label( )

"Multi- select( )"

’ b ’ 4
("Original( )"

) ("small( )", "medium( )", "large

) )
. 240P, 360P,
480P SD, 720P HD,1080P Full HD( ).
: x86
PixIr Editor PixIr Express
( )-
b b /
GPS ( ).
/
( Cirl )
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"Display( )"

279 99 9990

1 Face Detection(
)
[308)
2 Download( )
4
. ("Original(
)" ) ("small( )",
"medium( )", "large( )" )

3 Share( )

4 Slideshow ( ) /
307
5 Network Media Player
(
)
6 Information( ) : : /
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7 Miscellaneous Settings / QTS
( )

8 Full Screen( )

9 Return to Photo Station / Photo Station
(Photo Station

)

1 Last Item/Next Item( /
0 / )
1 / /
1
1 Seek Bar( )
2
1 Hide/Show Preview
3 Bar(

I
1 Rewind/Forward( /
4 / )
1 Preview Bar(
5 )
1 CC(
6

)
1 Resolution( )( .
7 (NAS

) ).
o VLC

1 Volume( )(

"Slideshow( )"
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@ e ©

© © @@6@@

b @ 6/2 » wx @ 3. 7

1 Effect( )

2 Speed( )

3 Music( ) Music Station
( "Playlist( )",
). Music Stationksh
4 / /
5 Last/ Next Slide( /
/ )
6 Background Music
( )
7 Title( )
8 Download(
)
9 Full Screen(
)
"Set Coordinates( )"
.("View Map( )"
) "Save( )"
> "Information( )" "Coordinates( )"
GPS . GPS
GPS
1. >"Manage Mode( )" > "Settings( " > "Face Detection( )" Photo
Station
2.
3.

308



"Faces( )"

PDF
Photo Station PDF .
PDF . PDF
° PDF App Center Photo Station
Extension . x86 NAS
, PDF x86 ARM NAS
o NAS
Photo Station
Photo Station
/ ,
* x86 NAS , "Irecording” "/web"
. ARM NAS , "/multimedia" "/homes"
o "fhome" NAS
( )- "/home"
"Private Collection( )" . Photo Station
o "Control Panel( " > "Privilege Settings( ">
"Shared Folders( )"
"Control Panel( )" > "Multimedia Management( " > "Media
Library( )"
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: Media Library Photo Station, Music Station, Video
Station DLNA Media Server
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8.10

QNAP

B Enabie Photo Statian

ilar longin (he

Secure login (https /172 17.32 69443/ photo/}

Apply

Photo Station Music Station File Station Downioad Station

Survailiance Station

After enabling this service, you may click one of tha following links to enter Phote Station

"Enable Photo Station(

of Sharing Management on the login screen(

"Enable Music Station(

"Enable File Station(

311

. "Show the photos
)ll




"Enable Download Station( )"

26T
Surveillance Station
"Enable Surveillance Station (Surveillance Station )"
Surveillance Station QNAP
(http://license.qnap.com)
o NAS . NAS
QNAP License Store (http://license.qnap.com/)
o . NAS IP ,
o https://www.qnap.com/i/en/
trade_teach/con_show.php?op=showone&cid=49
e Windows IE 10, Chrome Firefox
e Mac QNAP Surveillance Client for Mac(Mac  QNAP
) . QNAP Surveillance Client for
Mac(Mac QNAP ) http://www.qnap.com/download
"License Management( )"
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https://www.qnap.com/i/en/trade_teach/con_show.php?op=showone&cid=49
http://www.qnap.com/download

8.1

TV

(*.MP4)

On-thafly Transcoding Task Background Transcoding Task

Auto Transcoding Folder

through File Station, Photo Statian, or Video Station,
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13. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright© 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing itis not allowed.

Preamble

The GNU General Public License is a free, copyleftlicense for software and other kinds of
works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program--to make
sure itremains free software for all its users. We, the Free Software Foundation, use the GNU
General Public License for most of our software; it applies also to any other work released
this way by its authors. You can apply itto your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure thatyou have the freedom to distribute copies of free
software (and charge for them if you wish), that you receive source code or can getitifyou
wantit, thatyou can change the software or use pieces ofitin new free programs, and that
you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you
to surrender the rights. Therefore, you have certain responsibilites if you distribute copies of
the software, or if you modify it: responsibilites to respect the freedom of others.

For example, ifyou distribute copies of such a program, whether gratis or for a fee, you must
pass on to the recipients the same freedoms thatyou received. You must make sure that
they, too, receive or can getthe source code. And you must show them these terms so they
know their rights.

Developers thatuse the GNU GPL protect your rights with two steps: (1) assert copyright on
the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers' and authors' protection, the GPL clearly explains thatthere is no warranty
for this free software. For both users®' and authors' sake, the GPL requires that modified
versions be marked as changed, so that their problems will not be attributed erroneously to
authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the
software inside them, although the manufacturer can do so. This is fundamentally
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incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which
is precisely where itis mostunacceptable. Therefore, we have designed this version of the
GPL to prohibitthe practice for those products. If such problems arise substantially in other
domains, we stand ready to extend this provision to those domains in future versions of the
GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow
patents to restrict development and use of software on general-purpose computers, butin
those that do, we wish to avoid the special danger that patents applied to a free program
could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be
used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.
'This License' refers to version 3 ofthe GNU General Public License.

'Copyright' also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

'The Program' refers to any copyrightable work licensed under this License. Each licensee
is addressed as 'you'. 'Licensees' and ‘recipients’ may be individuals or organizations.

To 'modify’ a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a
'modified version' of the earlier work or a work 'based on' the earlier work.

A 'covered work' means either the unmodified Program or a work based on the Program.

To 'propagate’ a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except
executing iton a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some
countries other actvities as well.

To 'convey' a work means any kind of propagation that enables other parties to make or
receive copies. Mere interaction with a user through a computer network, with no transfer ofa
copy, is not conveying.

An interactive user interface displays 'Appropriate Legal Notices' to the extent thatitincludes
a convenientand prominently visible feature that (1) displays an appropriate copyright notice,
and (2) tells the user thatthere is no warranty for the work (except to the extent that
warranties are provided), thatlicensees may convey the work under this License, and how to
view a copy of this License. Ifthe interface presents a list of user commands or options, such
as a menu, a prominentitem in the list meets this criterion.
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1. Source Code.
The 'source code’ for a work means the preferred form of the work for making modifications to
it. 'Object code' means any non-source form of a work.

'Standard Interface' means an interface that either is an official standard defined by a
recognized standards body, or, in the case ofinterfaces specified for a particular
programming language, one thatis widely used among developers working in that language.

The 'System Libraries’ of an executable work include anything, other than the work as a
whole, that:
a) is included in the normal form of packaging a Major Component, but which is not part
of that Major Component, and
b) serves only to enable use of the work with that Major Component, or to implement a
Standard Interface for which an implementation is available to the public in source
code form. A ‘Major Component', in this context, means a major essential component
(kernel, window system, and so on) of the specific operating system (if any) on which
the executable work runs, or a compiler used to produce the work, or an object code
interpreter used to run it.

The 'Corresponding Source’ for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and to modify
the work, including scripts to control those activities. However, it does notinclude the work's
System Libraries, or general-purpose tools or generally available free programs which are
used unmodified in performing those activities but which are not part of the work. For example,
Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the
work is specifically designed to require, such as by intimate data communication or control
flow between those subprograms and other parts of the work.

The Corresponding Source need notinclude anything thatusers can regenerate
automatically from other parts ofthe Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program,
and are irrevocable provided the stated conditions are met. This License explicitly afirms
your unlimited permission to run the unmodified Program. The output from running a covered
work is covered by this License only if the output, given its content, constitutes a covered
work. This License acknowledges your rights of fair use or other equivalent, as provided by
copyright law.

You may make, run and propagate covered works that you do not convey, without conditions
so long as your license otherwise remains in force. You may convey covered works to others
for the sole purpose of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with the terms of this License
in conveying all material for which you do not control copyright. Those thus making or running
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the covered works for you mustdo so exclusively on your behalf, under your direction and
control, on terms that prohibit them from making any copies of your copyrighted material
outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated
below. Sublicensing is not allowed; section 10 makes itunnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any
applicable law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20
December 1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respectto the covered work, and you disclaim any intention to limit
operation or modification of the work as a means of enforcing, against the work's users, your
or third parties' legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any
medium, provided thatyou conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any non-
permissive terms added in accord with section 7 apply to the code; keep intact all notices of
the absence ofany warranty; and give all recipients a copy of this License along with the
Program.

You may charge any price or no price for each copy thatyou convey, and you may offer
support or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the
Program, in the form of source code under the terms of section 4, provided thatyou also meet
all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating thatitis released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to 'keep intact all notices".

c) You mustlicense the entire work, as a whole, under this License to anyone who
comes into possession ofa copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license the
work in any other way, butitdoes notinvalidate such permission ifyou have
separately received it.

d) Ifthe work has interactive user interfaces, each mustdisplay Appropriate Legal
Notices; however, ifthe Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.
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A compilation of a covered work with other separate and independent works, which are not by
their nature extensions ofthe covered work, and which are not combined with it such as to
form a larger program, in or on a volume of a storage or distribution medium, is called an
'aggregate’ if the compilation and its resulting copyright are not used to limit the access or
legal rights ofthe compilation's users beyond what the individual works permit. Inclusion of a
covered work in an aggregate does not cause this License to apply to the other parts of the
aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5,
provided that you also convey the machine-readable Corresponding Source under the terms
ofthis License, in one ofthese ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy ofthe Corresponding
Source for all the software in the productthatis covered by this License, on a durable
physical medium customarily used for software interchange, for a price no more than
your reasonable cost of physically performing this conveying of source, or (2) access
to copy the Corresponding Source from a network server at no charge.

c) Convey individual copies of the object code with a copy of the written offer to provide
the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalentaccess to the Corresponding Source in the same way
through the same place at no further charge. You need notrequire recipients to copy
the Corresponding Source along with the object code. Ifthe place to copy the object
code is a network server, the Corresponding Source may be on a different server
(operated by you or a third party) that supports equivalent copying facilities, provided
you maintain clear directions nextto the object code saying where to find the
Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure thatitis available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source ofthe work are being offered
to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the object
code work.

A 'User Product is either (1) a ‘consumer product’, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2) anything
designed or sold for incorporation into a dwelling. In determining whether a productis a
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consumer product, doubtful cases shall be resolved in favor of coverage. For a particular
productreceived by a particular user, 'normally used’ refers to a typical or common use of
that class of product, regardless of the status of the particular user or ofthe way in which the
particular user actually uses, or expects or is expected to use, the product. A productis a
consumer productregardless of whether the product has substantial commercial, industrial
or non-consumer uses, unless such uses representthe only significant mode of use ofthe
product.

'Installation Information’ for a User Product means any methods, procedures, authorization
keys, or other information required to install and execute modified versions ofa covered work
in that User Product from a modified version of its Corresponding Source. The information
must suffice to ensure thatthe continued functioning of the modified object code is in no case
prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a
User Product, and the conveying occurs as part ofa transaction in which the right of
possession and use ofthe User Productis transferred to the recipientin perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source
conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does notinclude a requirementto continue
to provide support service, warranty, or updates for a work that has been modified or installed
by the recipient, or for the User Productin which it has been modified or installed. Access to
a network may be denied when the modification itself materially and adversely affects the
operation of the network or violates the rules and protocols for communication across the
network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section mustbe in a format thatis publicly documented (and with an implementation available
to the public in source code form), and mustrequire no special password or key for
unpacking, reading or copying.

7. Additional Terms.

'Additional permissions' are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable to
the entire Program shall be treated as though they were included in this License, to the extent
thatthey are valid under applicable law. If additional permissions apply only to part of the
Program, that part may be used separately under those permissions, butthe entire Program
remains governed by this License without regard to the additional permissions.

When you convey a copy ofa covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to
require their own removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work, for which you have or
can give appropriate copyright permission.
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Notwithstanding any other provision of this License, for material you add to a covered work,
you may (if authorized by the copyright holders of that material) supplement the terms of this
License with terms:
a) Disclaiming warranty or limiting liability diferently from the terms of sections 15 and 16
ofthis License; or
b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or
c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or
d) Limiting the use for publicity purposes of names oflicensors or authors of the material;
or
e) Declining to grantrights under trademark law for use of some trade names,
trademarks, or service marks; or
f) Requiring indemnification oflicensors and authors of that material by anyone who
conveys the material (or modified versions ofit) with contractual assumptions of liability
to the recipient, for any liability that these contractual assumptions directly impose on
those licensors and authors.

All other non-permissive additional terms are considered 'further restrictions' within the
meaning of section 10. Ifthe Program as you received it, or any part ofit, contains a notice
stating thatitis governed by this License along with a term thatis a further restriction, you
may remove thatterm. If a license document contains a further restriction but permits
relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not
survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice indicating
where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately
written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work exceptas expressly provided under this
License. Any attempt otherwise to propagate or modify itis void, and will automatically
terminate your rights under this License (including any patentlicenses granted under the
third paragraph of section 11).

However, ifyou cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and untl the copyright holder explicitly
and finally terminates your license, and (b) permanently, ifthe copyright holder fails to notify
you of the violation by some reasonable means prior to 60 days after the cessaton.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the firsttime
you have received notice of violation of this License (for any work) from that copyright holder,
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and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. Ifyour rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses for the
same material under section 10.

9. Acceptance Not Required for Having Copies.

You are notrequired to accept this License in order to receive or run a copy ofthe Program.
Ancillary propagation of a covered work occurring solely as a consequence ofusing peer-
to—peer transmission to receive a copy likewise does notrequire acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered
work. These actions infringe copyrightif you do not acceptthis License. Therefore, by
modifying or propagating a covered work, you indicate your acceptance of this License to do
so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are not
responsible for enforcing compliance by third parties with this License.

An 'entity ransaction’ is a transaction transferring control of an organization, or substantially
all assets of one, or subdividing an organization, or merging organizations. If propagation ofa
covered work results from an entity transaction, each party to that ransaction who receives a
copy ofthe work also receives whatever licenses to the work the party's predecessor in
interest had or could give under the previous paragraph, plus a rightto possession of the
Corresponding Source of the work from the predecessor in interest, ifthe predecessor has it
or can getitwith reasonable efforts.

You may notimpose any further restrictions on the exercise of the rights granted or affirmed
under this License. For example, you may notimpose a license fee, royalty, or other charge
for exercise ofrights granted under this License, and you may not initiate litigation (including
a cross—claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by
making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A ‘contributor’ is a copyright holder who authorizes use under this License of the Program or
a work on which the Program is based. The work thus licensed is called the contributor's
‘contributor version'.

A contributor's 'essental patent claims' are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by some
manner, permitted by this License, of making, using, or selling its contributor version, butdo
notinclude claims that would be infringed only as a consequence of further modification of
the contributor version. For purposes of this definition, ‘control' includes the rightto grant
patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patentlicense under
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the contributor’'s essential patent claims, to make, use, sell, offer for sale, import and
otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a 'patentlicense’ is any express agreement or
commitment, however denominated, notto enforce a patent (such as an express permission
to practice a patent or covenant notto sue for patentinfringement). To 'grant’' such a patent
license to a party means to make such an agreement or commitment notto enforce a patent
againstthe party.

Ifyou convey a covered work, knowingly relying on a patentlicense, and the Corresponding
Source ofthe work is not available for anyone to copy, free of charge and under the terms of
this License, through a publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so available, or (2) arrange
to deprive yourself of the benefit of the patentlicense for this particular work, or (3) arrange, in
a manner consistent with the requirements of this License, to extend the patentlicense to
downstream recipients. 'Knowingly relying’ means you have actual knowledge that, but for the
patentlicense, your conveying the covered work in a country, or your recipient's use ofthe
covered work in a country, would infringe one or more identifiable patents in that country that
you have reason to believe are valid.

If, pursuantto or in connection with a single ransaction or arrangement, you convey, or
propagate by procuring conveyance of, a covered work, and granta patentlicense to some
of the parties receiving the covered work authorizing them to use, propagate, modify or
convey a specific copy of the covered work, then the patentlicense you grantis automatcally
extended to all recipients ofthe covered work and works based on it.

A patentlicense is 'discriminatory’ if it does notinclude within the scope ofits coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more ofthe rights
that are specifically granted under this License. You may not convey a covered work if you
are a party to an arrangement with a third party thatis in the business of distributing software,
under which you make paymentto the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would
receive the covered work from you, a discriminatory patentlicense (a) in connection with
copies ofthe covered work conveyed by you (or copies made from those copies), or (b)
primarily for and in connection with specific products or compilations that contain the covered
work, unless you entered into that arrangement, or that patentlicense was granted, prior to 28
March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable patent
law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do notexcuse you from the conditions of this
License. Ifyou cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence
you may not convey itatall. For example, ifyou agree to terms that obligate you to collecta
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royalty for further conveying from those to whom you convey the Program, the only way you
could satisfy both those terms and this License would be to refrain entirely from conveying
the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine
any covered work with a work licensed under version 3 of the GNU Affero General Public
License into a single combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work, but the special
requirements of the GNU Affero General Public License, section 13, concerning interaction
through a network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions ofthe GNU General
Public License from time to time. Such new versions will be similar in spiritto the present
version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies thata certain
numbered version of the GNU General Public License 'or any later version' applies to it, you
have the option of following the terms and conditions either of that numbered version or ofany
later version published by the Free Software Foundation. If the Program does not specify a
version number of the GNU General Public License, you may choose any version ever
published by the Free Software Foundation.

If the Program specifies thata proxy can decide which future versions ofthe GNU General
Public License can be used, that proxy's public statement of acceptance of a version
permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your
choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM 'AS IS WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE
QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
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DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local
legal effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless a
warranty or assumption of liability accompanies a copy ofthe Program in return for a fee.

END OF TERMS AND CONDITIONS
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